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1 Introduction 

This document contains all the information and details about the software technology, 

tools that are used during this research project that is used in the idea of improving the 

Android Malware Detection using Machine Learning Algorithms and Convolutional 

Neural Network in the data preparation , feature extraction, implementation and 

evaluation phases. 

 

2 Section 2 

Code Editor 

VS code studio 1.85.0 

Google Colab 

Program Language 

python – version >3.7 

Web Brower 

Google chrome 

Hardware Specification 

Ram – 4GB 

Disk Space – Minimum 2GB 

OS – Windows 10 and above 

NVIDIA GPU driver version: Windows 461.33 or higher 

 

3 Package Details 

 
Python libraries used are numpy, pandas, seaborn, scikit learn and etc 

 
Numpy – Version 1.21 

Used for numerical operations in python. Supports handling large number dimensional 

arrays and matrices. 

Pandas – Version 1.3.5 

Used for data manipulation and offer structured dataframes. 

Seaborn – Version 0.12.0 

Used for statistical data visualization in python like graphs. 

Scikit learn – Version 0.22 
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This library contribute to various machine learning workflows. 

Tkinter – Version 8.6 

used to construct basic graphical user interface (GUI) applications. 

 

4 Dataset 

The dataset https://www.unb.ca/cic/datasets/invesandmal2019.html, more precisely the 

"invesandmal2019" dataset from the University of New Brunswick, comprises of 

gathered samples of Android applications (APK files) classified as benign or malicious 

(or "malign"). 

 

5 Implementation 

Step 1: Importing the packages 

 

Required packages and libraries are imported 

 
Step 2: Collecting the data 

 

https://www.unb.ca/cic/datasets/invesandmal2019.html


3  

 

Step 3: Extracting features from Androguard 

 

The above code aims to collect all unique permissions requested by the APK files in the 

provided benign and malignant directories. 

 
Step 4: Loading the data 

 

Dataset is loaded from the desired location file with .csv 

 
Step 5: Data Visualization 

 

This code effectively visualizes the distribution of classes in the DataFrame, providing 

insights into the number of data points belonging to each class. 
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Step 6: Data balancing 

 

Smote is used to balance ht data over sampling 

 
Step 7: Training the Models 

 
Step 7.1: Random Forest Classifier 

 

 
Step 7.2: Extra-Tree Classifier 

 

 
Step 7.3: XGBoost Classifier 
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Step 7.4: Stacking Classifier 

 

 
Step 7.5: CNN Model 

 

 
Step 8: Testing 

 

This Python code analyzes APKs to predict requested permissions. It extracts 

permissions, creates a feature vector, and uses a pre-trained model to predict the most 

likely permission based on probability scores. 
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Step 9: Output 

 

 
If the APK file is malicious, It is highlighted as “Malware Alert” 

If the APK file is Benign, It is highlighted as "Benign” 
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