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1 Introduction:

This document provided a step-by-step guide to run the implementation model of
the research. We have used MATLAB and GNU radio for creation of simulation
of LoRa network and the flow diagram for the LoRa Transmitter and receiver
respectively. The simulation involves defining the pilot signal of 868 MHz and
channel bandwidth of 125 KHz. A separate model has been created to simulate
the PoC of the proposed encryption scheme as per the solution of the research.
The simulation utilizes different Simulink libraries, Channel blocks, Python and
C programming language. The encryption scheme has been made in C and has
been physically implemented in ESP32 general purpose chip. Further the GNU
radio Companion software has been used to create a flow graph of LoRa
transmitter and receiver to create an SDR Dbased LoRa solution. This
configuration manual gives synopsis on the guide to set up the simulation
environment and execute the project successfully.

2 Simulation Set up:

Step 1: The first step is to download and install the simulation environment. We
have used MATLAB version R2023a for this research. The MATLAB version
can be downloaded using this link: https://matlab.mathworks.com/

4\ MathWorks

Get MATLAB

You can get the latest software release, access your
mpus or corporate license, get a trial, use MATLAB
request a quote to purchase MATLAB for your

Sign in or create an account so that we can get you to

Figure 1: Sign In


https://matlab.mathworks.com/

Step 2: Upon finishing the account setup and sign-in procedure, we must
download the MATLAB desktop client. Clicking the R2023a version button will
start the download of the installer

4 MathWorks Product Installer — X

The MathWorks, Inc. Software License Agreement

IMPORTANT NOTICE

THIS IS THE SOFTWARE LICENSE AGREEMENT (THE “AGREEMENT") OF THE MATHWORKS, INC. ("MATHWORKS")
FOR THE PROGRAMS. THE PROGRAMS ARE LICENSED, NOT SOLD. READ THE TERMS AND CONDITIONS OF THIS
AGREEMENT CAREFULLY BEFORE COPYING, INSTALLING, OR USING THE PROGRAMS. FOR INFORMATION ABOUT
YOUR LICENSE OFFERING, CONSULT THE PROGRAM OFFERING GUIDE PRESENTED AFTER THE AGREEMENT.

THE AGREEMENT REPRESENTS THE ENTIRE AGREEMENT BETWEEN YOU (THE "LICENSEE") AND MATHWORKS
CONCERNING YOUR RIGHTS TO INSTALL AND USE THE PROGRAMS UNDER THE LICENSE OFFERING YOU
ACQUIRE.

YOU MUST ACCEPT THE TERMS OF THIS AGREEMENT TO COPY, INSTALL, OR USE THE PROGRAMS. IF YOU DO NOT
ACCEPT THE LICENSE TERMS, THEN YOU MUST IMMEDIATELY STOP USING THE PROGRAMS.

IF YOU TERMINATE THIS LICENSE FOR ANY REASON WITHIN THIRTY (30) DAYS OF PROGRAM DELIVERY (THE
“ACCEPTANCE PERIOD™) YOU WILL RECEIVE A FULL REFUND FROM THE AUTHORIZED DISTRIBUTOR FROM
WHOM VOTT ACOTTIREN THE PROGR AMS NP FROM MATHWNARK S TF VOITT ACNTTIREN THE PROGR AMS NIRECTT V

Do you accept the terms of the license agreement? @ Yes (O No “

Copyrights, Trademarks, and Patents

-

MATLAB and Simulink are registered trademarks of The MathWorks, Inc. Please see mathworks.comvtrademarks for a list of additional trademarks. Other
product or brand names may be trademarks or registered trademarks of their respective holders. MathWorks products are protected by patents (see
mathworks com/patents) and copyright laws. Any unauthorized use, reproduction, or distribution may result in civil and criminal penalties

Figure 2: License Agreement

<4\ MathWorks Product Installer - >

Advanced Options ~ | o

LICENSING
O

Select license

@ Licenses:

License Label License Use and Option

40705117 MATLAB (Individual) Academic - Total Headcount

O Enter Activation Key- @@

Figure 3:Activation Key



Step 3: Choose installation folder for MATLAB, we select all the default options
and install all the Simulink libraries in the list. This will begin the installation.

<\ MathWorks Product Installer - =

Advanced Options ~ ‘ o

LICENSING DESTINATION
@ O

Select destination folder

C:\Program Files\MATLAB\R2023a

Restore Default

Figure 4: Installation Path

< MathWorks Product Installer - >

Advanced Options ~ | o

LICENSING DESTINATION PRODUCTS
> D O

Select products (recommended products are preselected)

Select All

MATLAB
Simulink

5G Toolbox

Aerospace Blockset

Aerospace Toolbox

Antenna Toolbox

Audio Toolbox

Automated Driving Toolbox

AUTOSAR Blockset

Bioinformatics Toolbox

JEE (WS (SN E

Bluetooth Toolbox

Figure 5: Products



4\ MathWorks Product Installer — >

Advanced Options ~ | e

LICENSING DESTINATION PRODUCTS OPTIONS CONFIRMATION
v g g 9

Confirm selections

LICENSING
40705117 - MATLAB (Individual)

Windows User Name: Roopesh Srivastava

DESTINATION
C\Program Files\MATLAB'R2023a

PRODUCTS
112 of 112 products
23.90 GB required

Begin Install

Figure 6: Confirmation
Step 4: Activate the MATLAB

<4\ MathWorks Product Installer — >

Installation Complete

Your installation may require additional configuration steps.
To accelerate computations with the following products, a supported compiler is required

Fixed-Point Designer
SimBioclogy

The following products require a supported compiler

Embedded Coder
MATLAB Coder
Simulink Coder

MATLAB Compiler requires a supported compiler for creation of Excel add-ins

Figure 7:Installation Completion

Step 5: Open the simulation program and launch the MATLAB R2023a client.
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FILE VARIABLE CODE SIMULINK ENVIRONMENT RESOURCES
» Hal ;J » C: » Users » Roopesh Srivastava » Documents » MATLAB M
Current Folder @ | Command Window @ | Workspace ®
Name New to MATLAB? See resources for Getting Started. X' | Name Value

#

,rj LoRa_Rx.m x>

) LoRa_Txm

£ matlab.mat

) pilotm

%] READMEmd
Details v

Select a file to view details

Figure 8: MATLAB GUI
3 Running the simulation:

This sets up the simulation environment, now to run the simulation, files are
required to be extracted in the path and thereafter are made to run in a specific
order so that the Simulink model files receives the node signals and can generate
network traffic. Zip file contains multiple files. We need to run specific files for
specific tasks.

Step 1: It is necessary to extract and copy the zip file to the location of the
MATLAB folder. We can then add the code files to the path for execution by

doing this.

(- > Documents > MATLAB >

Step 2: To generate the LoRa beacon signal, we need to run the Pilot.m file after
running the LoRa_Tx and LoRa_Rx files. Here we can see the difference in the



beacon based on center frequency, bandwidth, and the spreading factor. This is
essential to understand the LoRa transmission signal.

| LoRa_Txm | LoRa_Rxm | Pilotm | untitied2.mix * \ + |
- [
1 clear
2 clc Transmit Power = 5 dBm
;
a SF =7 ;
5 BW = 125e3 ; . 50 g
6 fc = 868e6 ; T g
- 80 =y
7 Power = 5 ; =
8 ’ & v ccrsbimpresns bt o iocnl g
c 100 8
9 message = "Roopesh Srivastava" ; E g
o =
3 - 120 2
i z
i 140 &
Sampling -
10 fe - 1066 - 0 20 40 60
s = 10e6 5 Time (ms)
11 Fc = 868.5e6 ;
99% Occupied Bandwidth: 130.372 kHz
. R N
Transmit Signal L
gg -50
12 signalIQ = LoRa Tx(message,BW,SF,Power,Fs,Fc - fc) . &
13 Sxx = 1@*logl@(rms(signallQ).~2) ; §-1OU
14 disp(['Transmit Power = ' num2str(Sxx) ' dBm']) Z
5 -150
g
Plots T
207 2 0 2 4
15 figure(1) ) -
. . A Frequency (MHz)
16 spectrogram(signalIQ,5ee,0,500,Fs, 'yaxis', 'centered ~

3 Message Received = Roopesh Srivastava

Figure 9: LoRa Pilot Simulation

In the above we have used the following
e Spreading Factor — 7

Channel BW — 125KHz

Centre Frequency — 868MHz

Power — 5dBm

Message — “Roopesh Srivastava”

The simulation creates a LoRa pilot signal with the message and sends it to the
LoRa_Tx file. In the LoRa Tx file, a payload is created using the message.
Thereafter a packet is created by encoding the payload. Thereafter the chirping
of the packet takes place by a spreading factor of 7. The bits are then interleaved
and subsequently an 1Q signal at center frequency of 868MHZ with bandwidth of
125KHz is created.

This 1Q signal is then passed to the LoRa_Rx file along with other parameters to
carryout the reverse process as the transmitter to retrieve the message.

This simulation completely describes the entire process of signal processing as
per LoRa standard protocol.



Here the effect of changing the parameters on the signal can be studied.

Step 3: To simulate the data processing, a Simulink model has been created. This
model carries out creation of data frame from the payload after adding the Cyclic
redundancy check. The frame structure has been defined as per LoRa protocol.
To run simulation, we need to run the Node frame file Ilabelled
(Packetized3Node.m). Upon running this file, the MATLAB generates the data
frame and the ack frame. This also sends traffic to the Simulink model where it
Is being called. The ‘Packetized3Node.m’ file contains the transmitter frames and
receiver ack frames for all nodes and gateway.

Editor - PacketizedData10Node.m

PacketizedData10Node.m i

16 - @

17 clear

18

19 % Load AGC and SYNC symbols. They are taken from data sequence "AGC_SYNC_Data”

20 load AGC_SYNC_Data; % Load AGC bits, SYNC bits, and st, the QPSK symbol string for DFE training. The training string

21 % % is the QPSK symbols of the bit string of AGC and

22 % SYNC. The modulation rate is 2 bits per symbol.

23

24 % Generate Data Frame TxData for all 11 Ndoes (i=1,2,3)

25 [ for i=1:11

26

27 TxData.Agc=ppdu_bb(1:50,1); %Load AGC signal, 2 bits per symbol

28 TxData.Sync=ppdu_bb(51:304); %Load Sync Signal, 2 bits per symbol

29

30 N=(130)*8;

31 PyldLengthD=4+2+2+8+8+8+32+N+32; % PayloadBitsSize= 442+2+8+8+8+32+N+32 = 1136 @N=130%8.

32 PyldLength=decimalToBinaryvector(PyldLengthD, 16); % Convert a decimal number to a binary vector

33

34 % Add CRC Checksum Using Matlab CRC Generator

35 crcGen=comm. CRCGenerator();

36 x=logical(PyldLength)"; %CRC-16 with 16 Checksum

37 plcre=crcGen(x);

38 TxData.PayloadLength=PyldLength’; %Load Payload Length

39 TxData.Headercrc=plcrc(17:32,1); %Load Header CRC

49

41 - % Generate the MAC Header

42 % | Type 4b | version 2b | Reserved 2b | To Add 8b | From Add 8b |

43 % Seguence No. 8b| Time Stamp 32b | ~
»

Figure 10: MATLAB File for Packet Generation

= B
PacketizedData10Node.m +
96 rng(11); -~ O
97 TxData.Payload=randi¢[e 1], [N 1]);
98 TxData.Payload(len
99 PyldBits=[ TxData
100
101
102
103
10
105
106
107
1142104278128 142054274420 2427141 )

if de=1
129 TxDataBitsNl=TxSignalBits; % Rename the Data Frame for Nodel
12

Figure 11: Tx Data Frame Structure



% Editor - PacketizedDatal0Node.m [E3 < Scopes - Rx Signal Power
| PacketizedData10Nodem | 4 |
[ 197 TxAck.ToAddress = [0 @ 88 1 0@ 1]'; % This 1 o
198 TxAck.FromAddress= [ 0 @ © 0 1 © 1 1]°; % This i
199
200 elseis i=-18
201 TrAck.ToAddress = [0 2@ ©1010]'; & This i
202 TxAck.FromAddress= [ 8808101 11'; % This i
203
204 end
205
206 Txick.Sequencello = TxData.Sequenceho;
207
208 AckBits=[TxAck.Type; ..
209 Txick . Version;
210 TxAck . Reserved;
m Txack. ToAddress; ...
22 TxAck.Fromaddress; ...
213 Txéck . Sequencelio];
214
215 reset(crcten);
216 AckCRC=crefien(AckBits);
27
218 TxAck . AckCr €83 ts=AckCRC (Length (ACkCRC)-31: Length(AckCRC),1);
213
220 TxAckBits= [TxAck.Age;
221 TRACK.SynC; ...
222 TxAck.Payloadlength; ...
22 THACK.HeadCreBits; ...
224
225
226
227 TxAck.ToAddress; ...
228 TxAck.Fromiddress; ...
229 TxAck. Sequencelio;
230 TxAck.AckCreBits]s
231
232 5 % Rename the ACK Frame for Nodel
233
234 3 % Rename the ACK Frame for Node2
235
236 5 % Rename the ACK Frame for Node3
237 7

Figure 12: Ack Frame Structure

Step 4: We must now run the MALTAB data file labelled
<PackatizedRadio_Data.mat> , this file defines all the variables present in the
code. These can be run or either loaded from the “.mat” file.

# Import \

Select variables to import using checkboxes

© Create variables matching preview.
Create vectors from each column using column names.
Create vectors from each row using row names.

Variables in C\Users\Roopesh Srivastava\Documents\MATLAB\Simulation_implementation\PacketizedRadio_Data.mat

Import Name = Size Bytes Class 1

FH TxackBitsM 400%7 3200 double £ 0

FH TxAckBitsN2 400x%1 3200 double 2 0 I

[ TxAckBitsN3 400x71 3200 double 3 1

HH TxDataBitsN1 1472x1 11776 double 4 1

EET)(DataBitsNz 1472x1 11776 double 5 0

BE,T)(DataBitsN3 1472%1 11776 double

FH st 500x1 8000 double I 0
7 0
8 0
9 1
10 1
11 0
12 0
13 0
14 0
15 0
16 0

Help < Back MNext = [[] Generate MATLAB code Cancel

Figure 13: Simulation Variables



Step 5: Next we need to run the Simulink model file Lora3Node.sIx. This runs
the created Simulink model in which a 10-node network is defined which is
connected to the gateway.

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

PR
0
<
2
<
0
N

«=»
——— = Raci Hode 8
| —
——1 e : B
[— D T L] e - ((.))
— | — o [p—
DI‘-’ M = i
——— N ((.))

E— S(.,,)) @) )

=========

Figure 14: 10 nodes LoRa Network

Once the simulation starts, we can see the transmitted data and the received
power at each node. We also see the plot for composite traffic reaching the
gateway.

Figure 15 : Transmitted Data
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Figure 16: Rx Signal Power

Step 6: Finally, to see the proposed solution we need to run the third simulation
mode with name “Encryption prototype.slx”

1-D T(u) 1-D T(u)
B In1 Out1 M/v > 9|
ESP-32 LORANODE GateWWay

Figure 17: Encryption PoC Model

As seen from the model above an original message of “9” was encoded as “4” by the ESP 32
and passed as payload to LoRa node which again encrypted it as “3” and send it to the gateway.
At the gateway end two decryption were done one after the other to finally decode the original
message as “9”.
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4 Monthly Internship Activity Report

The internship’s duration was from 25" September 2023 — 10" December 2023.

Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by
you and what you have learned during that month. The Internship Activity Report must be
signed off by your Company and included in the configuration manual as part of the portfolio
submission.

Student Name: Roopesh Srivastava
Student number: 22164162
Company: Tynatech Ingeneous
Month Commencing: October 2023

I. Introduction to company catalog
Introductory interaction with Solution team for
a. Water Management solution.
b. Tynarace,
c. Health Monitoring and Energy monitoring
3. Introduction to LoRaWan technology
4. Research Work
a. Create a deck to summarise two papers on vulnerabilities in LoRaWan
b. Create a deck on Replay attack and Man-in-the-Middle attack in LoRaWan.
c. Tie-up with Research team to work out the way forward.

[S¥]

5.
Employer comments
Roopesh is diligent and hard working. He has good uptake and has displayed good
understanding of the concepts. He made good efforts in day-to-day activities and in
his research topic.
N ‘5‘\/ v
A
Student Signature: Wr'\ Date: _01/11/2023

Industry Supervisor Signature: ;;2‘ = Date: 01/11/2023
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Monthly Internship Activity Report

The Internship Activity Report is a 1-page monthly summary of the activities performed by
you and what you have learned during that month. The Internship Activity Report must be
signed off by your Company and included in the configuration manual as part of the portfolio
submission.

Student Name: Roopesh Srivastava
Student number: 22164162
Company: Tynatech Ingeneous

Month Commencing: November 2023

1. Configuration of LoORaWAN Chip, Chip no. PRASGATE LORA node with LoRa Chip SX1276 &
S$X1278.

2. Hands-on configuration for the current solutions implemented in the company.
a. Water Management solution.
b. Tynarace Solutions
¢. Health Monitoring and Energy Monitoring

3. Rescarch Work

a. Simulation environment setup in MATLAB

b. Create a working node-to-node connection in LoRaWAN

c. Implement the working LoRaWAN network with at least 6 nodes
d. Simulate proposed encryption mechanism

Employer comments

Roopesh has been involved in all the solutions in the company catalogue and has given
key insights in the architectural improvements in conjunction with the solutions teams.
He has been able to grasp the technical nitty gritty of LoORaWAN efficiently.

(B
Student Signature: Pl Date: _30/11/2023

\
Industry Supervisor Signature: g_/_z- Date: 30/11/2023




