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1 Introduction: 
 

This document has been prepared to discuss the steps involved in the 

implementation of the conducted research. In this project, we have created a Lora 

network prototype in MATLAB and demonstrated an authentication method for 

preventing rogue devices from penetrating the network. Additionally, a pilot 

simulation has been done for the signal parameters of 868 MHz and channel 

bandwidth of 125 KHz has been shown. To simulate the Poc of the solution 

different Simulink libraries, Channel blocks and C programming language were 

used for encryption. This configuration manual  gives a detailed synopsis to set 

up the simulation environment and execute the project successfully.  

 

2 Simulation Set up: 
 

Step 1: The first step is to download and install the simulation environment. We 

have used MATLAB version R2023a for this research. The MATLAB version 

can be downloaded using this link: https://matlab.mathworks.com/  

 

 

 

Figure 1: Sign In 

 

https://matlab.mathworks.com/
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Step 2: After completing the account creation, and signing in process, we need 

to download the desktop client for MATLAB. The installer can be downloaded 

by clicking on the button for the R2023a version. 

 

 

Figure 2: License Agreement 

 

 

Figure 3:  Begin Installation 
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Step 3: Upon installing MATLAB, we select all the default options and install all 

the Simulink libraries in the list. This will begin the installation. 

 

 

Figure 4 : Product List 

 

Step 4: Launch the MATLAB R2023a client and boot up the software for 

simulation. 

 

 

Figure 5: Installation Complete 
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Figure 6: MATLAB boot-up interface 

 

3 Running the simulation: 
 

Now that the simulation environment is set up, we run the files in a specific order 

so that the Simulink files have received the node signals, which are running and 

can generate network traffic. 

 

Step 1: The zip file needs to be extracted and copied to the MATLAB folder path. 

By doing this, we can then add the code files to the path for execution. 

 

 

 

Figure 7: Files saved in the correct path 
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Step 2: For generating the LoRa Beacon signals, the files Lora Tx and Lora Rx 

are run. These are the files which contain the parameters inside the transmitter 

and receiver. After which, the Pilot.m file is run, to generate these beacon signals. 

They are primarily based on factors like spreading factor, bandwidth, power, 

frequency channel etc. Once this is run, a payload is created which uses the 

message fed as input. The IQ signal is passed on to the Lora receiver file with the 

other parameters to retrieve the message sent by the transmitter. 

 

This process showcases the signal processing method in the LoRaWAN protocol 

in accordance with the LoRa Alliance. 

 

 

 

Figure 8: LoRa Beacon Simulation 

 

Factors selected :  

✓ Spreading Factor (SF) : 9 

✓ Bandwidth (BW) : 125 KHz 

✓ Centre Frequency: 868 MHz  

✓ Power: 14 dBm 

✓ Message : “Adil Khokhawala Simulation” 

 

Step 3: To run the Simulink model for data packet processing, we need to run the 

Node frame file labelled (PacketizedData.m). Upon running this file, the 

requirements for 10 nodes are sent to the Simulink model where it is being called. 
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The ‘Packetizeddata.m’ file contains the transmitter and receiver codes where the 

nodes relate to a node 11, i.e. a gateway.  

 

 

 

 

Figure 9: Creating frame for packets 

 
 

 

 

 

Figure 10: Tx_Data Frame Creation 
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Figure 11: Tx_Ack Frame Creation 

 

 

Step 4: We must now run the MALTAB data file labelled 

“Packetized+Data.mat” , this file defines all the variables present in the code. 

Factors like Ts, MDSN, Node definition, bandwidth etc. are defined. These can 

be run or either loaded from the “.mat” file. 

 

 

Figure 12: MATLAB data file 
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Step 4: Next step is to run the Simulink file LoraNetwork.slx. This runs the 

created Simulink model in which the network is defined and connected to the 

gateway in a star topology. Additionally, each node is defined with a transmitter 

and receiver through Rayleigh SISO channels and AWGN Channel to generate 

signal. We have used these 2 channels as an alternate because MATLAB does not 

support lora blocks in Simulink. 

 

 

Figure 13: LoRa Network with 10 Nodes 

 

Once the files are run in the order mentioned above the Lora network starts to 

produce network traffic, i.e. a bidirectional communication takes place between 

the sensor nodes and the gateway server. 

 

 

Figure 14: Transmitted Signals 
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The below image shows the received power at the sensor node end.  

 

Figure 15: Received Signal Power (Rx) 

 

4 Poc Implementation 
 

The Poc of the proposed solution was implemented by the company’s research team. The 

code developed for the time-synchronized random see generator and the code for checking 

the authenticity at the gateway end were provided to the company. They flashed the code 

onto the ESP32 Chip and the Prasgate LoRa node. This is a general-purpose chip which is 

placed before the gateway server. This research does not alter any rule/standard in the LoRa 

protocol; it only adds an additional layer of security to increase the complexity and time 

penalty for any attacker that is trying to impersonate a compliant node in the network. Our 

solution checks the parameter and the random seed value at both ends and matches the 

timestamp. If the timestamp is less than 5 minutes, it allows the packet to pass through to the 

application server, else it discards the packet and throws a message stating, “Rogue Device, 

Invalid Packet!”. 

 

Below is an example of how the random seed value is appended to the authentication packet, 

which increase the complexity of the entire data transmission process and makes it difficult 

for a threat actor to intercept the packet and disrupt the network. 
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Below attached are Poc code snippets provided to the company’s research team for flashing 

onto the ESP32 Chip and the Prasgate Lora Node to implement the time-synchronous random 

seed generator. The code was modified at the company’s end for implementing it on the 

hardware level. 

 

 

Figure 16: Random seed appended to data packet 
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Figure 17: Gateway checking the authenticity 

 

 

Figure 18: Gateway checking the authenticity 
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5 Conclusion 
 

The configuration manual contains the detailed steps to execute the implementation process 

of the research project in a sequential format and makes it easy for any user to understand the 

flow of the model. 
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6 Monthly Internship Activity Report 
 

The internship commenced on 25th September 2023 to 10th December 2023. 
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