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A Resilient NLP-Based Detection System of Phishing
Emails leveraging Deep Learning Techniques

Oluwafunsho Alabi
X22126899

1.0 INTRODUCTION
Project Overview: This manual guides the setup and execution of a Python-based
Natural Language Processing (NLP) system for detecting phishing emails in
Google Colab.
Intended Audience: Individuals interested in replicating the phishing email
detection analysis, irrespective of technical background.

2.0 System Requirements
Hardware: A typical PC with internet connectivity is required.
Software: A computer with a browser is required to access Google Colab.

3.0 Configuration of the Environment
Launch Google Colab on your web browser.
Import the Python notebook file provided: Select File > Upload Notebook.

4.0 Data Configuration
Adjust folders and load data by following the directions in the notebook.
Execute the data setup code blocks.

5.0 Code Execution
Run the code blocks in the order shown in the notebook.
Before proceeding to the next block, ensure that the previous one running has
been completed.

6.0 Data Analysis and Visualization
Run sections for data cleaning, transformation, and analysis.
Within the notebook, use visualisation tools such as Matplotlib and Seaborn to
depict data.
Before moving forward, ensure that you understand each step and outcome.

7.0 Model Evaluation and Results Analysis
Look at the outputs closely and compare evaluation scores on metrics like F1
recall, precision etc. from the various models.

8.0 Tools
 Pandas: Employed for data manipulation and analysis, as widely recognized in the data

science community (McKinney and Team, 2015).
 NumPy: Integral for numerical computations, its utility in handling large arrays and

matrices is well-documented (Taye, 2023).
 Scikit-learn: A comprehensive tool for implementing various machine learning

algorithms and metrics (Bischl et al., 2023).
 Matplotlib and Seaborn: These libraries facilitated data visualization, essential for

interpreting complex data and models (Park et al., 2020).
 NLTK: Utilized for NLP tasks, especially stop words removal, aligning with the

techniques discussed in Egozi and Verma (2018).
9.0 Screenshots and Visual Guide
How to Run Code Blocks Below: Click the play button next to each code block to execute it.
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9.0 Troubleshooting and Common Issues
 If problems come up, double-check code syntax and make sure all needed

libraries are installed correctly.
 For persistent issues, use Google Colab's support resources or relevant Python

programming communities.

10.0 Security Considerations
 Use only trustworthy data sources and libraries, as specified in the notebook.
 Uphold data privacy and security vigilance while working with any confidential

data.
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Oluwafunsho has fitted seamlessly into the infrastructure team, showing a keen willingness to learn and engage with
various projects and tasks. He has displayed a firm grasp of IT principles and concepts and have applied them
diligently to each assignment given to him. Notably, his ability to pick up new technologies and software quickly has
been truly impressive.

Monthly Internship Activity Report
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by
your Company and included in the configuration manual as part of the portfolio submission.

Student Name:

Company:

Oluwafunsho Alabi

APB Ireland & Poland

Student number:

Month Commencing:

x22126899

11th September, 2023

My role as an Intern for the first month in the IT department of ABP Ireland & Poland,
included offering IT security knowledge to aid in creating, analysing, and implementing
information security systems and frameworks that would safeguard the company operations.

Responsibilities of the job function entailed:

• Assisting in identifying and mitigating IT security risks and ensuring compliance with regulatory
requirements

• Analyzing, implementing and executing security controls proactively to preventexternal
threat actors from infiltrating
• Maintaining and reviewing security vulnerabilities and systems
• company information systems.
• Research more advance and complex attempts/efforts to compromise security protocols.
• Identifying and managing vulnerabilities through thorough assessments to minimize potential
entry points for threats.

• Software asset and patch management
• Supporting Incidence response operations
• Assisting in identifying and mitigating IT security risks and ensuring compliance with regulatory
requirements

Employer comments

Student Signature: Date: 10th October, 2023.

Industry Supervisor Signature: Date: 10th October, 2023.



Oluwafunsho contributions to our recent project on Crowdstrike PC updates, where he showed great initiative in
troubleshooting technical issues physically and remotely also providing innovative solutions to speedup the process
was amazing. Additionally, his involvement in our cybersecurity campaign has been invaluable, displaying a keen eye
for detail in identifying potential vulnerabilities and suggesting effective measures to mitigate risks.

Monthly Internship Activity Report
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by
your Company and included in the configuration manual as part of the portfolio submission.

Student Name:

Company:

Oluwafunsho Alabi

APB Ireland & Poland

Student number:

Month Commencing:

x22126899

11th September, 2023

My role as an Intern in the second month at ABP Ireland & Poland, included helping the
organization protect its sensitive data from the constantly evolving cyber threats. This was
done by applying the skills and knowledge gained through my education and previous
experiences.

Responsibilities of the job function entailed:
• Proactively identify and investigate potential issues and patterns in security controls and
recommend mitigation strategies, while also surfacing opportunities for automation to improve
efficiency and effectiveness across the network.

• Assist in monitoring and maintaining the security of the organization's network and systems.
• Provide day-to-day administration and maintenance of Windows and Microsoft office 365
systems

• Provide regular reports to management on the state of the organization's cybersecurity posture,
including metrics on threats detected, incidents responded to, and vulnerabilities remediated

• Monitor and troubleshoot system performance issues
• Consistently assess established procedural methods and protocols to ensure the SOC remains
optimally responsive to operational demands.

• Identify gaps in security policy and administration, recommend solutions, and implement new
and revised security standards.

Employer comments

Student Signature: Date: 10th November, 2023.

Industry Supervisor Signature: Date: 10th November, 2023.



Beyond Oluwafunsho technical skills, he has been an exemplary team player, displaying excellent communication and
interpersonal skills that has enabled him work effectively with colleagues at all levels. He has been eager to assist
wherever possible, whether providing support for client projects or participating in internal initiatives. We anticipate
witnessing his continued growth and development.

Monthly Internship Activity Report
The Internship Activity Report is a 1-page monthly summary of the activities performed by you and
what you have learned during that month. The Internship Activity Report must be signed off by
your Company and included in the configuration manual as part of the portfolio submission.

Student Name:

Company:

Oluwafunsho Alabi

APB Ireland & Poland

Student number:

Month Commencing:

x22126899

11th September, 2023

In the last month as an intern at ABP Ireland & Poland in the IT department, i was engaged in the
following activities:
• Support the vulnerability management process by assisting with vulnerability scans, analyzing
results, and tracking remediation efforts.

• Assist in keeping thorough records of security testing outcomes, vulnerability evaluations, and
actions taken to address them.

• Assist in developing and updating cybersecurity policies and procedures, including conducting
risk assessments and gap analyses to ensure compliance with industry regulations and
standards.

• Identifying and managing vulnerabilities through thorough assessments to minimize potential
entry points for threats.

• Software asset and patch management
• Assist in managing the organization's network infrastructure, which includes configuring routers,
switches, firewalls, and other network devices.

• Assisting in identifying and mitigating IT security risks and ensuring compliance with regulatory
requirements

• Server Backups (veeam, Avarma and Druva).
• Memory increase for drives.
• Windows Server Updates
• Participating in troubleshooting and developing network systems under the supervision of more
experienced colleagues

Employer comments

Student Signature: Date: 15th December, 2023.

Industry Supervisor Signature: Date: 15th December, 2023.
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