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Anuja Mahendrasingh Solanki
x22139524

1 TIAM Role Setup

Log in to your AWS Account and perform the below:
Search for the TAM management console. Set up a separate IAM role with only the rights
needed for a certain service or task.

e Click on 'Roles’ in the sidebar as shown below and click on the 'Create Role’ button
to create a new IAM role named ”Drift-role-27s3qi0o”. Select 'Custom role
policy’ for the role type and continue. Amazon Web Services (2024b)

e Policies are JSON documents in AWS that let you specify who has access to AWS
resources and what actions they can perform on those resources.

> Drftrole-2753ai00

Drift-role-27s3qi00 we ] pelee

Identity and Access
Management (1AM)

Figure 1: TAM Roles

e In the policy section, attach the already-available AWS-managed policies:
1. AWS AdministorAccess
2. AmazonEC2FullAccess
3. AWS LambdaBasicExecutionrole

e As the account is logged in as the root user, any resource can be created in the
cloudformation, and while detecting the drift, the Lambda function requires permis-
sion to use a variety of resources. Provisioning a resource without the permissions
granted to Lambda will prevent the Lambda function from detecting the drift. In
this case, AdministratorAccess is helpful. Grant the administrator restricted access
to see if the cloudformation is unable to access permission for any resource; it can
be identified. And then we can give access to that particular resource.
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Figure 2: DriftDetectionPolicy SNS_CF

e Addition to these AWS-managed policies, attach the customer-based policies:
1. CloudFormationDriftDetectionPolicy
2. DriftDetectionPolicy SNS_CF

e Cloudformation and SNS are the two services attached to these policies, defining
their permissions. When modifications are made to an IAM customer-managed
policy, the new policy takes first place over the old one. IAM makes a new version
for the controlled policy instead.

e DescribeStackDriftDetectionStatus, DetectStackDrift, and DetectStackResourceDrift
and publish are defined in a version below:

"Statement": [
{

"Sid": "VisualEditor0QO",

"Effect": "Allow",

"Action": [
"cloudformation:DetectStackResourceDrift",
"cloudformation:DescribeStackDriftDetectionStatus",
"cloudformation:DetectStackDrift",
"sns:Publish"

1,

"Resource'": "x"

e The IAM role, along with these policies, will be granted the necessary authorizations
for accessing AWS services such as EC2, Lambda, and CloudFormation to help with
remediation and drift detection workflows.

2 Creation of Stacks using Cloudformation

Now Go to the AWS Console and search for ”Cloudformation”. For provisioning and
setting up resources.



Create stack

Prerequisite - Prepare template

stepd

Specify template
Atemplate s  JSON or YAML

© Upload a template file O sync from Git - new
Upload your template diectly to the con Sync a template fro

Figure 3: Create Stacks

e Click on ”Create Stack” and you will be drawn to the below page:

e Select the requirements as shown in the Figure [3] Click on Upload a template file
to upload the ”.YAML” file from your local system that will be used to define the
stack.

e Provide a stack name as "EC2instance” and click next.

e Review the stack details and click on Submit. Now Ec2Instance Stack is created as
shown in Figure

e Similarly, upload the . YAML’ files for S3Bucket, and DynamoDB stacks and create
them as shown in Figure

e Note the Stack ID(ARNSs) of all three stacks. In this case for EC2 instance it is
arn:aws:cloudformation:ap-south-1:471112828084:stack /EC2instance/74c
0e490-f209-11ee-a0af-0aac48631e59

3 Configure SNS

Create an SNS Topic named ”Detect_Drift” to send notifications whenever the drift is
detected in the stacks. [Amazon Web Services (2024a)

e While creating the subscription, select the protocol as EMAIL and provide an
email ID as the endpoint (where the notifications will appear); here it is given as
"x22139524@student.ncirl.ie”

e Copy the ARN Id: arn:aws:sns:ap-south-1:471112828084:Detect_Drift



Overview

Copied

arn:aws.cloudformation:ap-south-

1:471112828084:stack/EC2instance/74c0e490-f209-11ee-a0af-

0aac48631e59 [4

Status
() CREATE_COMPLETE

Status reason

Parent stack

Description

Detailed status

Root stack

Created time

2024-04-03 23:28:12 UTC+0100

Updated time

Drift status
@ IN_SYNC

Deleted time

Last drift check time
2024-04-23 19:38:56 UTC+0100

Termination protection

Deactivated

Figure 4: EC2 Stack Details

CloudFormation » Stacks

Stacks (4) C Delete H Update H Stack actions v H Create stack v

Filter status

Q Filter by stack name ‘ ‘ Complete v ‘ © Viewnested 1 @

Created time

Stack name Stack ID Status

arn:aws:cloudformation:ap-
south-
1:471112828084:stack/Dynamo
2/6fd12ba0-fd0f-11ee-89bc-
0606155f89a7

o Dynamo2 © CREATE_COMPLETE 2024-04-18 00:08:43 UTC+0100

arn:aws:cloudformation:ap-
south-
1:471112828084:stack/Dynamo
DB/eac28c70-f209-11ee-8b09-
0a02e01a9aa3

O DynamoDB © CREATE_COMPLETE 2024-04-03 23:31:30 UTC+0100

amaws:cloudformation:ap-
south-
1:471112828084:stack/EC2insta
nce/74c0e490-f209-11ee-a0af-
0aac48631e59

©  ECinstance (© CREATE_COMPLETE 2024-04-03 23:28:12 UTC+0100

armaws:cloudformation:ap-
south-
1:471112828084:stack/S3Bucke
t/edefa5f0-f208-11ee-bd3f-
06859283fa06

o S3Bucket © CREATE_COMPLETE 2024-04-03 23:24:26 UTC+0100

Figure 5: Created Stacks

4 Creation of Python script in Lambda

To create a Python function to write a program for Automating Drift Detection in the
stacks, follow the steps below:

e In the Lambda Console, create a Lambda function with the name Drift”. Use the
Runtime as Python. and click on the create function.

e Once the function is created, write your Python code for detecting drift in the three
stacks mentioned in Section 2.

e Make sure you have the below installed before running your Python script for
detecting the drift.
1. Python
2. Boto3 library



Amazon SNS > Topics > Detect.brift

Detect_Drift Edit Delete Publish message

Details

Name Display name

Detect_brift i

ARN Topic owner

armawssns ap-south-1:47111262808¢ Detect_Drif a71m2820088

Type

standard

Subscriptions Access policy Data protection policy Delivery policy (HTTP/S) Delivery status logging Encryption Tags Integrations.

Subscriptions (1) caie || oetete Create subscription

‘Q Search 1 ®

i a | Endpoint o | s v | Protocot v

‘ O  coo8se1-6492-4472-8040-d342e235641 x22139524@student ncirlie © confirmed EMAL

Figure 6: Created Subscription

Lambda > Functions > Create function

Create function

Choose one of the following options to create your funcion.

© Author

Basic information

Permissions info

b Change default execution role

Figure 7: Creation of Lambda Function

e If boto3 is not installed, use this command to install it. ”pip install boto3”.
'‘Amazon Web Services (2023a)

e Copy and paste the ARN IDs for the three stacks and the SNS subscription from
sections 2 and 3 in the code to identify the resources. as shown in Figure

stack_names = ["arn loudformation:

snsJ:opi(jrn = "arn:aw

Figure 8: Stack ARN and SNS topic ARN



EventBridge Schedule for Triggering Lambda Func-
tion

e Create an Eventbridge schedular named ”Driftrule” to trigger the Lambda func-
tion ”Drift” and run the drift detection Python program with the below specific-
ations.

e A cron expression generates a time-sensitive recurring schedule with precise con-
figuration. Set the corn expression for the schedule as 0 0,8,16 * ? * Figure [9]
Amazon Web Services| (2023b]) It means that the lambda function will trigger every
8 hours to check the drift of the resources.

Cron expression  Info
Copy X Clear

L o

Minutes Hours Day of month Month Day of the Year

Define the cron expression for the schedule

cron ( ‘0 ‘ ‘0.8,16 ‘ " ‘ ‘* ‘

week

Figure 9: Cron Expression

e Click on Next and search for AWS Lambda from the list of APIs provided. Select
the target API as an AWS Lambda from the given options. Now scroll down and
write the payload specifications with the below script. Figure

e The JSON Script:

"comment": "Scheduled drift detection trigger",
"stackName": "DynamoDB, EC2instance, S3Bucket"
}

Step 2: Target

Target detail

Target Target ARN
AWS Lambda
Drift [
Payload

mment”: "Scheduled drift detection trigger”, "stackMame": "DynamoDB, ECZinstance, S3Bucket” }

arm:aws:lambda:ap-south-

1:471112828084:function:Drift

Figure 10: Set Target

e Click on Next and select the permission: Select as an existing role and choose
” Amazon_EventBridge Scheduler LAMBDA 84821d0ca4” Figure



Step 3: Settings

Schedule state and permissions

Schedule state Execution role
Enabled Amazon_EventBridge_Scheduler_LAMBDA_84821d0cad

Action after schedule completion

NONE

Figure 11: Setting up the permissions

6 Performing the Drift Detection

Once the above configurations are performed, drift detection will start as per the schedule
defined in the AWS Eventbridge. It will then trigger the AWS Lambda template, where
the drift detection script will start running.

e The first step is initializing Cloudformation and SNS in the Python script.

lambda_handler(event, context):

cf_client = lient('cloudformation®)
sns_client = boto3.client('sns")

Figure 12: Initilization of Cloudformation and SNS

e Provide the stack ARN and SNS ARN for locating the resources. Check Figure

e After the stacks are defined, the program will trigger the drift detection for all the
stacks, one after the other for drift.

for stack_name in stack_names:|

logger.info(f"
response = cf

time.sleep(30)

wait_interval = 5
max_wait_time = 300
while

Figure 13: Triggering Drift Detection

e Once the drift detection is completed, it extracts the details from the stack and
sends the status to the "endpoint”.

e The below response will be received after a successful run of the Python script.
Figure [T5]



s = stack_name.split(":")[-1].split(
stack_name

ck {stack_name} {js (drift_details, indent=2)}
= sns_client.publish(

Figure 14: Drift Detection SNS Notification

B |ambda_function x Envirenment Var % Execution result:

 Execution resuits Status: Succeeded
Test Event Name
(unsaved) test event

080 MB | Time: 85576.46 ms

Response

" "statusG:

"body Drift detection and notification sent for all stacks

Function Logs

START Requestld: 41968578 -485a-337C-83e716729a6C Version: SLATEST
[INFO] 2024-4-24T01:49:10 21968578-bfec-4853-a37¢ - 5367167294l
[INFO] 2024-84-24T81:49:12.3527  41968578-bfec-4855-a37¢-83¢716729a

printing error for response {'StackId': 'arn:sus:cloudformation:a

printing drift status : DETECTION_COMPLETE

[INFO] 2024-84-24TB1:49:43.438Z  41968578-bfec-4850-a37c-83c716729% for stack: arn:aws:cloudfornation:ap
[INFO] 2024-84-24T1:49:44.0162  41968573-bfec-485a-a37c-53e71672% Triggering drift on for stack: arn:aws:cloudformation:ap-soutl

r for response {'StackId': 'arniaws:cloudformation:ap-south-1:471112828884: stack/EC2instance/74c0e490-7209-11¢e-aBaf -Baacs8631e59",
status : DETECTION_COMPLETE

[INFO] 2024-04- 62 41968578-bfec-485a-a37¢- 837167294 for stack: arniaws:cloudformation:ap-south-1:471112828084: st:
[INFO] 2024-84- :50:15.0967  41968578-bfec-485a-a37c-83e716729! Triggering drift detection for stack: arn:aws:cloudformation:ap-south-1:47111282884:stack/S3Bucket/edefaSt
printing error for response {’'StackId': ‘arn:aws:cloudformation:ap-south-1:471112828084:stack/S3Bucket/edefasfo-208-1lee-bd3f-06850283a06 ", "StackDrifiDetectionId™: "fecds758-oldc-
printing drift status : DETECTION_COMPLETE

[INFO] 2024-84-24T61:58:45 41868578-bfec-4855-a37c-63e716728a6¢

END RequestId: 41968578-bfec-485a-a37c-83e716729a6¢

REPORT RequestTd: 41968578-bfec-485a-a37c-83e716729a6c Duration: 95576.46 ms  Billed Duration: 95577 ms Memory Size: 128 MB Max Memory Used: 88 MB Init Durstion: 297.15 ms

o

Found creden in environment variable:
Triggering dri; tection for arn:aws: cloudfermation:ap- south-1:471112528984: stack/DynanoDB/ &;
south-1:471112828684: stack/DynamcDB/=ac 28c70-F209-11ea-5b09-0a02ed]l 39253 ", "StackDriftDetectiond': 'ddbb5328-

T de

outh-1:471112828084: 5t

p-sou

for stack: arn:aws:cloudformation:ap-south-1:471112825084: stack/535u

Jedefase

Request ID
41968575~ bfec-485a-a37c-83e 716729860

Figure 15: Response after successful run
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