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1 Introduction

The configuration guideline’s goal is to provide a concise overview of the requirements
required to build this application. It would provide direction for the exacting procedures
needed to properly design, implement, test, and repeat the project. The following sec-
tions make up the remaining portions of this document. Module 2 displays the system’s
settings; Module 3 lists the required libraries; Module 4 contains database tables; and
Module 5 implements AES encryption, hashing, and blockchain.

2 System Configuration

2.1 Configuring the ASP.Net Environment

The entire programme was written in the C# programming language. The code for the
project was written using the Visual Studio platform. You can get Visual Studio off the
internet and set it up for free. It was selected because it is a freeware package that allows
you to build programmes in many languages and supports a wide range of platforms.
The suggested text editor is Visual Studio 20221 version 19.0.
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Figure 1: Download page of Visual Studio

Figure 2: Welcome page of Visual Studio

2.2 Configuring a Database Server

A Microsoft SQL database is used by the project to store application data. We could
connect our application to local server with this technology. This instance of SQL Server
Management Studio is version 20.0.70.0. To connect to the database, the user must input
the credentials. You can get free online versions of the SQL Management tool that are
open source.
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Figure 3: connecting to SQL server management system

Figure 4: Database connection in the web.Config file

2.3 Hardware specifications

• RAM: 8 GibaByte
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• Processor: Apple M1

• Storage: 11 GigaByte

2.4 Software Used

• OS Used: Microsoft Windows 11

• Language: C# .Net

• IDE used: Visual Studio 2022
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3 Libraries Used

The following is a list of the primary libraries and import lines used to develop the
application.

Figure 5: Libraries Included

1https://visualstudio.microsoft.com/
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Figure 6: Libraries Included

Figure 7: Libraries Included

4 Database Tables Used

These are the database table used in the project.
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Figure 8: Database for File Uploaded

Figure 9: Database for Doctor

Figure 10: Database for Patients

Figure 11: Database for Clients

5 Implementation of AES encryption and Hashing

The key is obtained using PBKDF2 and the SHA-256 hashing technique, and the data
is secured using AES-256 encryption. Additionally, the user receives the key by mail via
SMTP.

To switch between the available AES modes in practice, you would change this line
to set the preferred one.
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Figure 12: Changing diffrent AES modes

For example, if you want to move to another mode such as Electronic Codebook (ECB)
mode, you would alter the mode as follows: encryptor.Mode = CipherMode.ECB;
Similarly, if you want to move to another mode such as Counter (CTR) mode, you would
alter the mode as follows: encryptor.Mode = CipherMode.CTR;

Figure 13: AES encryption and PBKDF2 key derivation
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Figure 14: SHA-256 Hashing method

Figure 15: SMTP Method

Figure 16: Block chain implementation
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