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1 Introduction

The configuration guideline’s goal is to provide a concise overview of the requirements
required to build this application. It would provide direction for the exacting procedures
needed to properly design, implement, test, and repeat the project. The following sec-
tions make up the remaining portions of this document. Module 2 displays the system’s
settings; Module 3 lists the required libraries; Module 4 contains database tables; and
Module 5 implements AES encryption, hashing, and blockchain.

2 System Configuration

2.1 Configuring the ASP.Net Environment

The entire programme was written in the C# programming language. The code for the
project was written using the Visual Studio platform. You can get Visual Studio off the
internet and set it up for free. It was selected because it is a freeware package that allows
you to build programmes in many languages and supports a wide range of platforms.
The suggested text editor is Visual Studio 20221 version 19.0.



=L Microsoft | Visual Studio Developer Tools v Downloads ~ Buy +  Subscriptions | Free Visual Studio All Microsoft +

Code faster.
Work smarter.

Create the future with Visual Studio 2022

Download v ‘ Preview

Bow 4 4

L M“ lil H‘kj wd LA Hlil ™ Ill ik

Figure 1: Download page of Visual Studio
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Figure 2: Welcome page of Visual Studio

2.2 Configuring a Database Server

A Microsoft SQL database is used by the project to store application data. We could
connect our application to local server with this technology. This instance of SQL Server
Management Studio is version 20.0.70.0. To connect to the database, the user must input
the credentials. You can get free online versions of the SQL Management tool that are
open source.
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Figure 3: connecting to SQL server management system

version="1.0"

ata Source=DEBASHISHSA@BO3\SQLEXPRESS;Initial Catalog=Medical_Blockchain;Integrated Security=True"

te timeout="50000"
ors mode="0ff"
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Figure 4: Database connection in the web.Config file

2.3 Hardware specifications

e RAM: 8 GibaByte



e Processor: Apple M1

e Storage: 11 GigaByte

2.4 Software Used
e OS Used: Microsoft Windows 11

e Language: C# .Net
e IDE used: Visual Studio 2022

3 Libraries Used

The following is a list of the primary libraries and import lines used to develop the
application.

using System;
System.Collections.Generic;
System.Linq;

using System.Web;
System.Web.UI;
System.Web.UI.WebControls;

using System.Data;

using System.Data.SqlClient;

using System.IO;

using System.Security.Cryptography;
System.Text;

using System.Net;

Figure 5: Libraries Included

'https://visualstudio.microsoft.com/
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Collections.Generic;
Ling;

Web;

Web.UI;
Web.UI.WebControls;
Text;

I0;
Security.Cryptography;
Data;

Data.SqlClient;
Configuration;
Net.Mail;

Diagnostics;

6: Libraries Included

Collections.Generic;
Configuration;

Data;
Data.SqlClient;
Ling;

Net.Mail;

Web;

Web.UI;
Web.UI.WebControls;

7: Libraries Included

4 Database Tables Used

These are the database table used in the project.



Id  Date File_Name Patient Id Patient Name Description Hash doc_id Key Value hash_match
1 [1 | 2024-04-08 med_preisjpg Al Rahul jain fever SF3TagMRXSgDBRAVe5gQx93E2ZgMbg63Qq3AVGHAM= 1 ATPCVYZG 724930,
2 2 2024-04-10 aapjpg Al Rahul jain aap liU3gD7mak® 1 2d2Wigné 50698041779feac71597cd3ef05e2c21eb42ef196379baba8s.
3 3 2024-04-10 3.png Al Rahul jain 3 SFe0djuLx8WOL+T/kb2dFGNug3TRJ9laJVPhibpZVdA= 1 gvdAzXCL  37b2 1
4 4 2024-04-11 code.png Al Rahul jain test IVSpsDtafJwSCCzvBE/x7Gfmxc+KmOgmSdmidJ3hdJw= 1 vQGYaxXe 7 0400e73d58b94:
5 5  2024-04-11 n.png Al Rahul jain test1 E /JFaDKNd+7fqq 1 17 7
6 6  2024-04-11 Picture 3,jpg Al Rahul jain new 1c261+Q5HV;jihBJV7MAZz9gKCkosFbwo+Q2CzF +Fo7HA= 1 KyChGQod 19: 171547b4.
7 7 2024-04-11 8.png Al Rahul jain test 2UO4+VR qU7uyeXnL 1 xQLJkQIx 01633945d6578f438ef146d10a175bf36bce 1e2fc0dbdc84580.
8 8  2024-04-11 2png Al Rahul jain testing XxBmXF5Ay. OWW* Js0= 1 ozrixbag afe07195b0f0f15f1f30341457a1777292ed3ad42d561a63bdb4...
9 9 2024-04-11 Three-types-of-cryptography. key-public... A1 Rahul jain try hard VLef3ZFHUL/DBzUoFgxLLM32JKIZUDjov+jBba/WiHo= 1 UR2m8Qs3 583 1baed12e98 .
10 10 2024-04-11 Symmetric-Key-Encryption.png Al Rahul jain new 6SA+nalfydi= 1 gXRVKLj 36ad2ed157a9cd85d6610cf2df1 7bc82fc290cb749107c5asfa...
1 11 2024-04-11 sys.png Al Rahul jain sys JmdgR/I40) qzYcOMEXpL 1 FMCcsb18  36ad2ed157a9¢cd85d6610cf2df17bc82fc290cb749107c5a8fa..
12 12 2024-04-11 re voltpng Al Rahul jain normal F4gh2vdLOaFGIVmkxkshBEs90id7215v6g1FE684y14= 1 Sq2fkEL7 ba132604515d43bc240fb1b5calc6170c594f38a729c272ca8.
13 13 2024-04-11 Signature.png Al Rahul jain sign dexYUp! tphx8snSDkZB8b74= 1 1RE6ARZT  622459404a040eafd3f9051d6e27502ccf23316234e31a481b2.
14 14 2024-04-11 google.png Al Rahul jain sig dahUFH3CXrznROD70PWITMLIRIALGFE4E6WIONEpE= 1 IHsDpq13 56308874d6ae836a95a1301e16681cae57b1dd7a84d0ecd ...
15 15 2024-04-13 Bard_Chart Image.png Al Rahul jain 99 kNc8MMf2jAvoH8c2h6uSEHJIWr5prR6x870DniZv3Tw= 1 xkqciTb 1fid7469b148...
16 16 2024-04-13 Bard_Chart_Image-2.png Al Rahul jain 99 6ogmx142WY2zTKBe03dC5/Cki9o/VAGWBZFbPHofmDzE= 1 TZ5p6FMv 99143’ 97e0d47e1.
17 17 2024-04-13 129589429 1702237761613_page-0001,jpg Al Rahul jain h ckeQiqlvEjpV29aywYaAWITbXxByO99VpxoTjHWWIES= 1 eWEAzJSp  eb’ 14ef1c383a88 b19d9fd5.
Figure 8: Database for File Uploaded
Id Full_Name Degree Specialist Email Phone Password Address Hash

1 1 éDebashishSarangi PHD medicine debashishsarangi0@gmail.com 8822307638 EB5ImDpa dublin NULL

Figure 9: Database for Doctor

User_id Patient ID Doc_ld Full Name Password Contact no Email_id Address Description Remark Date Gen_Hash
1 1 A1 1 Rahuljain  JxiclOuq 2 dkinirelar il.com dublin  Fever #H# 2024-04-08  9NIEXWECJImgew0Odu/mGshmetvKNJDOKRc2G3inOigY=

Figure 10: Database for Patients

id name email contact address password
bupa corp debashishsarangi2@gmail.com 7008498468 dublin 6110786

Figure 11: Database for Clients

5 Implementation of AES encryption and Hashing

The key is obtained using PBKDF2 and the SHA-256 hashing technique, and the data
is secured using AES-256 encryption. Additionally, the user receives the key by mail via
SMTP.

To switch between the available AES modes in practice, you would change this line
to set the preferred one.



oid Encrypt_AES(string inputFilePath, ring outputfilePath, string key)

tring EncryptionKey key;
ing (Aes encryptor = Aes.Create())

Rfc2898DeriveBytes pdb = n Rfc2898DeriveBytes (EncryptionKey, nes { 0x49, 0x76, 0x61, Ox6e, 0x20, Ox4d, Ox65, 0x64, 0x76, Ox65, 0x64, 0x65, 0x76 });
encryptor.Key = pdb.GetBytes(32);
encryptor.IV = pdb.GetBytes(16);
encryptor.Mode = CipherMode.CBC;
using (FileStream fsOutput = FileStream(outputfilePath, FileMode.Create))
{
using (CryptoStream cs = CryptoStream(fsOutput, encryptor.CreateEncryptor(), CryptoStreamMode.Write))

ng (FileStream fsInput = new FileStream(inputFilePath, FileMode.Open))

int data;
while ((data = fsInput.ReadByte()) != -1)
{

cs.WriteByte( e)data);

FileInfo fi = FileInfo(inputFilePath);
g size = fi.Length;

L size_kb = size / 1024;
Label8.Visible = true;
Label8.Text = Convert.ToString(size_kb) + "KB";

Figure 12: Changing diffrent AES modes

For example, if you want to move to another mode such as Electronic Codebook (ECB)
mode, you would alter the mode as follows: encryptor.Mode = CipherMode.ECB;
Similarly, if you want to move to another mode such as Counter (CTR) mode, you would
alter the mode as follows: encryptor.Mode = CipherMode.CTR;

id Encrypt_AES(string inputFilePath, string outputfilePath, string key)

EncryptionKey key;
Aes.Create())

Rfc2898DeriveBytes pdb = new Rfc2898DeriveBytes(EncryptionKey, new bytel[] { @x49, 0x76, 0x61, 0x6e, 0x20, 0x4d, 0x65, 0x64, 0x76, 0x65, @x64, 0x65, 0x76 });
encryptor.Key = pdb.GetBytes(32);

encryptor.IV = pdb.GetBytes(16);

using (FileStream fsOutput = new FileStream(outputfilePath, FileMode.Create))

(CryptoStream cs = new CryptoStream(fsOutput, encryptor.CreateEncryptor(), CryptoStreamMode.Write))

FileStream fsInput = new FileStream(inputFilePath, FileMode.Open))

int data;
while ((data = fsInput.ReadByte()) != -1)
{

cs.WriteByte( (b data);

Figure 13: AES encryption and PBKDF2 key derivation



private string performHash(string data)

{

bytel[] bytes = Encoding.Unicode.GetBytes(data
SHA256Managed hashstring = new SHA256Managed
byte[] hash = hashstring.ComputeHash(bytes);
string hashString = string.Empty;

foreach (byte x in hash
hashString += String.Format("{0:x2}", x);

return hashString;

Figure 14: SHA-256 Hashing method

SmtpClient SmtpServer = new SmtpClient();

MailMessage mail = new MailMessage();

SmtpServer.Credentials = new System.Net.NetworkCredential("debashishsarangi@@gmail.com", "ycuoiqqagkmvfpgz");
SmtpServer.Port = 587;

SmtpServer.EnableSsl = true;

SmtpServer.Host = "smtp.gmail.com";

mail = new MailMessage();

mail.From = new MailAddress('"debashishsarangi@@gmail.com");

mail.To.Add(email);

mail.Subject = "Authentication Details";

mail.Body = "File has been shared to your account to acces that file your Key is "+ key;
SmtpServer.Send(mail);

Figure 15: SMTP Method

protected void btnSave_Click(object sender, EventArgs e)
{

Blockchain phillyCoin = new Blockchain();

ri
string prev_has
string file_id
string count =
if (FileUploadl.HasFile)

using (SqlCommand cmd3 = new SqlCommand("Select top 1 hash from log_master where patient_id=@id order by id desc", cn))
{
cmd3.Parameters.AddwWithValue("@id", DropDownList1.SelectedItem.Text);
using (SqlDataAdapter adp3 = new SqlDataAdapter(cmd3))
{
DataTable dt3 DataTable();
adp3.Fill(dt3);

prev_hash = dt3.Rows[@]["hash"].ToString();
B_Count.prev_hash = prev_hash;

Figure 16: Block chain implementation
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