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1 Prerequisites

To orchestrate cloud resources in Amazon Web Service (AWS) and Microsoft Azure utilising
the Infrastructure as Code (1aC) tool, the following environment and software will need to be
installed:

1. Running environment — Windows Subsystem for Linux (WSL) or OS X Terminal or
Linux Terminal.

2. Terraform — The Terraform binary package can be installed from one of these methods.

3. AWS Command Line Interface (CLI) - The AWS CLlI is available for all the running
environments in step 1, it can be installed from one of these methods here.

4. Azure CLI — The Azure CLI is also available for all running environments; it can be
installed from one of these methods here.

Hardware requirements for the cloud resource orchestration environment:
e 4 CPU cores or more
e 8GB of RAM or more
e 10GB Hard Disk or more

User accounts are created within AWS and Azure in order to provision services in the cloud
environment.

2 Running Environment Setup

A few environment variables need to be set up correctly before provisioning services in AWS
and Azure cloud. Terraform leverages AWS CLI and Azure CLI local settings to communicate
and authenticate with AWS and Azure Application Programming Interface (API).

2.1 Setup AWS CLI

In the AWS console, create a Identify and Access Management (IAM) user, this user will be
used by Terraform to perform infrastructure orchestration tasks, see Figure 1.

IAM > Users

Users {1) Info Create user

An |AM user is an identity with long-term credentials that is used to interact with AWS in an account.

‘ Q search 1 &
(] User name r's Path v Group: ¥ | Last activity v | MFA v Password age
[l ncirl_aws_wt_01 / 1] @ 2 days ago

——— 3
Figure 1. AWS IAM user

This IAM user should have the “AdministratorAccess™ policy attached, so that it can perform
cloud resource provisioning tasks, see Figure 2.


https://developer.hashicorp.com/terraform/tutorials/aws-get-started/install-cli
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli

Permissions Groups Tags Security credentials Access Advisor

Permissions policies (1) Add permissions ¥

Permissions are defined by policies attached to the user directly or through groups.

Filter by Type
Q search ‘ ‘ All types v ‘ 1 &
O Policy name [ A | Type v ‘ Attached via [4
O ] AdministratorAccess AWS managed - job function Directly

Figure 2. IAM user attached policy

Create a "Access key™ and "Secret access key", see Figure 3.

Access keys Create access key

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two
access keys (active or inactive) at a time. Learn more E

]

Description Status

® Active
Last used Created
2 days ago 270 days ago
Last used region Last used service
eu-west-1 sts

Figure 3. Access keys

Create a “credentials” file in your Terminal, copy and paste the access keys to the file, see
Figure 4.

Figure 4. AWS CLI credentials file

Now, the AWS command should work in the terminal.

2.2 Setup Azure CLI

Run "az login® command in the terminal. It will prompt you to login to your Microsoft Azure
account through the default browser, see Figure 5.



Microsoft Azure

BY Microsoft

Sign in

Email address, phone number or Skype w

No account? Create one!

Can’t access your account?

@m Sign-in options

Figure 5. Microsoft Azure Login

Once logged in, the following information will be displayed in the terminal, “client id", “client
secret’, “subscription id” and “tenant id".

Append the following information to the ".bashrc™ file, see Figure 6.

Figure 6. Azure CLI local settings

Now the Azure command should work in the terminal.

2.3 Terraform commands

Once the AWS CLI and Azure CLI are configured, the following Terraform commands can
run in both AWS and Azure Terraform modules.

e “terraform version - Displays the current installed Terraform and Terraform provider
versions.

e ‘terraform validate™ - Validate all Terraform files in the current folder, and display any
errors found.

e “terraform init” - Initialise the Terraform environment and install all the dependencies.

e ‘terraform plan’ - Generate a Terraform execution plan for provisioning cloud
resources.

e ‘terraform apply” - Generate a Terraform execution plan and provision the cloud
resources based on the plan.

e “terraform output” - Print all the values from the output file.

“terraform destroy” - Destroy all cloud resources according to the Terraform files.
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e ‘terraform graph” - Generate a Terraform dependency graph based on the Terraform
file.

e “terraform workspace new/delete/showl/list™ - Create and delete Terraform workspaces.

e Terraform state list” - List all values form the Terraform state file.

3 AWS Infrastructure

To provision AWS cloud resources, simply download the code form github.com, see Figure 7.

Figure 7. Clone Git Repository

Initialise the Terraform environment by running “terraform init" command, see Figure 8.

Initializing the backend...

Initializing provider plugins...

Figure 8. Terraform init

Generate a Terraform execution plan by running “terraform plan® command, see Figure 9.



Figure 9. Terraform plan

Orchestrate the infrastructure by running “terraform apply” command, see Figure 10.

Do you want to perform these actions?

Enter a value: yes

aws_ecs_cluster.app: Creating...

aws_1iam_role.aws_exec_role: Creating...

aws_iam_role.ecs_app_execution_role: Creating...

aws_vpc.main: Creating...

aws_iam_role.ecs_app_execution_role: Creation complete after 1s [id=ecs_app_execution_role]
aws_iam_policy_attachment.ecs_app_execution_role_attachment: Creating...

aws_1iam_role.aws_exec_role: Creation complete after 2s [id=aws_exec_role]
aws_ecs_task_definition.app_task_definition: Creating...

aws_ecs_task_definition.app_task_definition: Creation complete after 0s [id=app-task]
aws_1iam_policy_attachment.ecs_app_execution_role_attachment: Creation complete after 1s [id=ecs_app_execution_rol
aws_vpc.main: Still creating... [10s elapsed]

aws_ecs_cluster.app: Still creating... [10s elapsed]

aws_ecs_cluster.app: Creation complete after 11s [id=arn:aws:ecs:eu-west-1: b:cluster/application-clust
aws_vpc.main: Creation complete after 12s [id=vpc-0155a3f9515c22430]

aws_1internet_gateway.igw: Creating...

aws_subnet.public_2: Creating...

aws_subnet.public_3: Creating...

aws_subnet.public_1: Creating...

Figure 10. Terraform apply.

Delete all resources by running “terraform destroy’ command, see Figure 11.




_subnet.public_2: Destroying... [id=subnet
_subnet.publi : Destroying... [id=subnet-
_subnet.public_1: Destroying... [id=subnet-0b913b241d8

_ecs_task_definition.app_task_definition: Destroying... [id=app-task]
alb_target_group.ecs_app_alb_target_group: Destroying... [id=arn telasticloadbalancing:eu-west-1:

y_group.ecs_sg: Destroying... [id=sg- 11e487c5]
_ecs_task_definition.app_task_definition: Destruction complete after Os
iam_role.ecs_app_execution_role: Destroying... [id=ecs_app_execution_role]
_iam_role.aws_exec_role: Destroying... [id=aws_exec_role]
_ecs_cluster.app: Destruction complete after
s
_subnet.public_2:
_subnet.publi : Destruction complete after
_subnet.public_1: Destruction complete after 0
_security_group.ecs_sg: Destruction complete
c.main: Destroyi .. [id=
m_role.ecs ion_role: Destruction
am_role.aws_exec : Destruction complete after 1s

/pc.main: Destruction complete after 1s

[
Figure 11. Terraform destroy

4 Azure Infrastructure

Similar to the AWS environment, run “terraform init™ to initialise the Azure environment, and

then run “terraform plan’ to generate the execution plan for the Azure infrastructure, see Figure
12.

# azurerm_virtual_netw

Figure 12. Terraform plan

Run “terraform apply" to provision the resource in Azure, see Figure 13.



Do you wa

Enter a value:

azurerm_resource_group.app_resource_group: Creating...

azurerm_resource_group. _res ce_group: Creation complete after ©s [id=/subs
azurerm_virtual_network v : Creating...

lazurerm_publi i Freating. .

azurerm_storage_ac Creating...

azurerm_public_ip _publlu _ip: Freution complete after 2s [id=/subscriptions/
rosoft.Networ icIPAddresses/app-public-ip]

azurerm _ work \" Creation complete after 4s [id=/subscriptions
icrosoft. W J allh «<s/app-vnet]

dLurerm_submet.publln_cubnet 3: Creating...

fazurerm_subnet.public_subnet_1: Creating...

azurerm_subnet.public_subnet_2: Creating...

Figure 13. Terraform apply

criptions/

eb57c-b391-43b1-8ef

57c-b391-43b1-8efc

Run “terraform destroy" to delete all the resource in Azure, see Figure 14.

azurerm_container_group.app_container_group: Destruction complete after 2s
azurerm_storage_share. Destroying... [id=https ddy11ippp.file.core.win
azurerm_storage_share. Destruction c mplete after 1s
azurerm_storag ount.caddylllppp: Destroying... [id=/subscriptions/
torage/storag
azurerm_storage_account.caddylllppp: Destruction complete after 3s
azurerm_subnet.public_subnet Still destroying... [id=/subscriptions/
azurerm_public_ip.m ic_i Still destroy [id ubscriptions
azurerm_subnet.publ _ Still destroying. [id=/subscriptions
azurerm_subnet.publ Still destroying... [id=/subscriptions;
azurerm_subnet.publ : Destruction complete HftEr 11s
azurerm_public_ip.m ic Destruction uomplete after 11s
azurerm_subnet.publ Still destroy «o. [1 ubscriptions
zurerm_subnet.publ s _1: Still destroying... [i subscriptions/
azurerm_subnet.publ : Destruction c after 21s
zurerm_subnet.publ Still destroying... [id=/ scriptions/ b57c-
zurerm_subnet.publ Destruction complete

a

a

urerm_virtual_net < : Destroying... [id=/ scriptions/ 57c-b391-

rtualNetwork
_ pp_vnet: Still destroying... [id=/subscriptions/e20eb5
virtual_network.app_vnet: Destruction uonplete after 11s
azurerm_resource_group.app_resource_group: Destroying... [id=/subsc
azurerm_resource_group.app_resource_group: Still de=tro.1mg . [id=/subscription
azurerm_resource_group.app_resource_group: Destruction complete after 15s

i

Figure 14. Terraform destroy
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