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Introduction: 

In this research project we did the parallel execution of the two docker 

images for the detection of the vulnerabilities which is achieved by 

implementation of a multithreading method using python where two docker 

images can be scanned simultaneously and the workload is split between the 

threads. This configuration manual is a step-by-step guide to install, setup, 

implement and automate complete workflow. 

 

Configurations: 

 

Tool Version 

Ubuntu 20.04 

Git 2.25 

Python 3.7 

Java (for jenkins installation) openJDK 17.0.9 

Jenkins 2.435 

Trivy 0.48.0 

Docker 24.0.5 

 

Implementation: 

 Step: 1 Setting up Logger.py and exception.py modules for tracking and 

handling the errors during the application run time. (krishnaik06, 2023) 
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Step 2: Get the images for scanning is obtained by reading the 

docker_img_list.txt where image names that needs to scanned are stored 

 
 

Step 3: In the multiprocess.py module the scanning method is 

implemented for scanning the images. 
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Step 4: Bind the scanning function with the multithreading function to 

achieve parallel scanning in the app.py module. 

 

 
 

 

Automating the Process: 

Jenkins used for automating the pipeline.  
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Setup the environment: 

Create the AWS EC2 instance with t2.medium and ubuntu 20.04 AMI. 

In the AWS dashboard click “Launch Instance” and choose Ubuntu server 20.04 

LTS as a AMI and Instance type as t2.medium 

 

  

Install required packages: 

● Jenkins 

● Trivy 
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● Docker 

The above said packages are installed by shell scripts inside the installation 

directory 

 

Step:5 Once installed, it's accessible at the port number <public_ip>:8080 from 

the server. 

By adding the new item in the dashboard, we can add the new job based on the 

type of pipeline. 

 

 
 

Step: 6 This job type takes a Jenkins file from the GitHub repository which is 

written in the groovy language which can be modified easily according to the 

needs of the user. 

The configuration of the pipeline is shown below 
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Step : 7 The above pipeline has three stages 

● SCM checkout 

● Image Build 

● Image Scan 

Step: 8 For a docker image, a sample to-do list application is used from official 

docker hub documentation. It can be found here, https://docs.docker.com/get-

started/02_our_app/ 

 

 

https://docs.docker.com/get-started/02_our_app/
https://docs.docker.com/get-started/02_our_app/
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Step: 8 All the artifacts and the code has been stored in GitHub repository and 

GitHub webhook is then integrated with Jenkins pipeline to trigger the pipeline 

in case any changes occur. 

 

 
 

 

 

Step: 9 Now,  our pipeline is ready to run the jobs which can be triggered 

automatically if any event happens in the github repository. 

 
 

Step: 10 The result files can be found in the jenkins workspace which is “ 

/var/lib/jenkins/workspace/ 

<job_name> “ 
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