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Image Ownership Protection Through Hybrid
Approach

Aishwarya Tidke
22100377

Abstract

Protecting images from cyber attacks on social media has become a challenge
as technology evolves. The growing concerns over preserving the ownership of di-
gital photos uploaded online are addressed by this research. The study presents
a novel and hybrid approach that includes techniques for frequency domain di-
gital watermarking, such as RDWT (Redundant Discreet Wavelet Transform) and
SVD (Singular Value Decomposition), as well as other techniques like XChaCha20-
Poly1305 that have never been used before in relation to digital watermarking,
chaotic logistic mapping, and Huffman coding that securely conceals ownership in-
formation in images, making it difficult for others to alter or steal them, especially
on social media. The research embeds watermarks resistant to common modifica-
tions such as noise and compression. Experiments show that this hybrid strategy is
effective at preserving image quality while also ensuring robust security, with eval-
uation metrics such as a Peak signal-to-noise ratio (PSNR) of 46 dB, a Structural
Similarity Index (SSIM) of around 1, and resistance to noise, filtering, and JPEG
compression attacks when compared to existing approaches. Overall, this research
outlines improved imperceptibility and robustness by providing a scalable method
of managing digital rights, stimulating additional developments in the domain of
image ownership protection. The paper also notes its limitations in terms of coun-
tering increasingly sophisticated attacks and makes it suitable for a wider range of
media such as video and audio.

1 Introduction

Social media networking has become popular as a platform for users to participate in and
exchange multimedia content such as pictures, text, audio, and videos Soomro and Hus-
sain [2019]. As per the statistics in 2016 by1,around 64% of the photographer’s work has
been used in an unauthorized way. The increased sharing of photos on social media in the
digital age has generated questions regarding the ownership and confidentiality of digital
images. As photographs are transmitted without proper attribution, this widespread
sharing frequently results in arguments over copyrights and sources. Furthermore, there
is an increasing need to insert sensitive information as a watermark into these pictures
for purposes such as covert communication, metadata tagging, or copyright verification.
In today’s digital landscape, balancing image quality, security, and payload capacity in
digital watermarking is critical Pal et al. [2023].

1https://www.pixsy.com/image-protection/protect-images-online
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This research aims to develop a robust technique that will preserve privacy and own-
ership of images shared over social media with better performance than previously de-
veloped methodologies in the domain. Those techniques are homomorphic transform-
ation, RDWT, invisible zero watermarking, SVD with improved encryption techniques
such as XChaChaPoly-1305, and chaotic logistic map techniques that improve the res-
istance of digital photographs against unlawful use and manipulation. Regardless of
technical improvements, it is critical to establish procedures that maintain the integrity
of the original image while also assuring high levels of security and efficiency.
Research Question:
How can a hybrid approach that integrates invisible watermarking, XChaCha20- Poly1305
encryption, chaotic logistic mapping, Huffman coding, homomorphic transformed image
RDWT, and SVD be optimized to ensure secure and imperceptible embedding of confid-
ential information within digital images, protecting image ownership and confidentiality
on social media platforms?

2 Related Work

With respect to the extensive development of the Internet and multi-media technologies,
digital picture watermarking has become a vital method for protecting digital content
from illegal utilization and distribution. In research Allwadhi et al. [2022], a detailed
survey on state-of-the-art digital watermarking techniques is carried out, highlighting
watermarking domains, such as spatial and transform domains. It portrays that transform
domain techniques are more robust and secure than spatial hence, in the given research,
frequency domain techniques such as RDWT and SVD are utilized.

The research Kumar et al. [2023] provides a comprehensive review of existing wa-
termarking techniques and the challenges associated with each of them. The present
research focuses on embedding a watermark on RONI (Region Of Non-Interest) instead
of ROI(Region Of Interest) as Mousavi et al. [2014] research suggests embedding the
watermark in RONI (Region of Non-Interest) to secure ROI (Region of Interest).

2.1 Spatial domain digital watermarking

According to the study by Wang and Su [2022], spatial domain watermarking embeds
the watermark directly into the image’s pixel values. One of the simplest watermark-
ing techniques in this domain is LSB (Least Significant Bit) which is used by Devi and
Bharti [2022] research. It helps by utilizing LSB in MATLAB and aiming for higher
PSNR and capacity. Trade-offs between data hiding and image quality could lead to
future drawbacks. It is also used aligned with Canny edge detection in research provided
by Faheem et al. [2023] that achieves a PSNR of roughly 53. Block segmentation, gradi-
ent calculation, convolution mask application, and LSB embedding are all part of the
process; substitution box scrambling provides extra security against chaos. Nevertheless,
the strategy might not be as effective against sophisticated attacks like steganalysis, com-
pression, or content-preserving modifications. The current study decided not to use LSB
because of the results’ alleged lack of robustness.

Another work Sakshi et al. [2022] explores the least significant bit of steganography
as a spatial domain method for text and image hiding. The method involves substituting
the most important bits of the secret data for one to eight bits of the carrier image’s
initial component of pixels. Although simple to use, the approach has a trade-off with a

2



low peak signal-to-noise ratio (PSNR 43.33) and a high mean square error, which suggests
that the final image will have more noise.

2.2 Frequency (transform) domain digital watermarking

Ramos et al. [2023] highlights a self-embedding fragile watermarking algorithm that uses
DWT to securely detect and recover from picture tampering by integrating BCH code
and chaotic bits. The trade-off between imperceptibility and recovery is evident even
when competitive performance is attained, and sensitivity to certain attacks such as Salt
and Pepper points to possible areas where digital image security might be improved.

According to Savakar and Ghuli [2019], a hybrid strategy combines blind and non-
blind watermarking approaches to improve resilience and copyright protection in the
quickly changing field of digital picture watermarking. The method uses Singular Value
Decomposition (SVD) and Discrete Wavelet Transformation (DWT) to integrate a hidden
binary image with non-blind watermarking into an outside cover image after it has been
embedded using a blind watermarking process. While not explicitly utilizing RDWT, this
method’s merging of DWT and SVD aligns with its ideas. The suggested method aims
to solve some drawbacks, such as content-preserving changes and potential vulnerability
to sophisticated attacks.

With a particular application in the medical industry, Rani et al. [2023] suggested
study focuses on improving protected digital image watermarking. Although effective, the
literature indicates that DCT methods may have computational costs and may degrade
the effectiveness of picture data concealment, especially when it comes to low PSNR
values.

2.3 Hybrid watermarking

According to studies conducted by Barlaskar et al. [2023], watermarking digital images is
an essential technique for protecting copyrights in the digital domain. Their method,
which combines discrete wavelet transform (DWT) and singular-value decomposition
(SVD), tries to preserve image quality, provide resilience against attacks, and make wa-
termarks undetectable. When combined with SVD, DWT outperforms traditional DWT
against Gaussian noise, compression, and cropping attacks as per Çerkezi and Çetinel
[2016] Finding the ideal balance between robustness and imperceptibility in these sys-
tems is still difficult, though.

Redundant Discrete Wavelet Transform was outlined by researchers as being more
resilient to additive noise than wavelet. By using SVD and RDWT in the YCbCr color
space, Dwivedi and Srivastava [2022] suggests image watermarking technique improves
multimedia data security through undetectable embedding. Its effectiveness is demon-
strated by evaluation criteria including PSNR, SSIM, and NC. The proposed methodology
uses this method to insert a watermark in the LL subband which has proven to be more
resistant to attacks such as Gaussian noise, salt & pepper, median filter, shift, histogram
equalization, and JPEG compression according to Lagzian et al. [2011]. Nevertheless, the
paper notes that there could be attacks and recommends using encryption algorithms to
add extra security.

Lozada-Gonzalez et al. [2023] outlines the use of zero watermarking which would
maintain the integrity and authenticity of an image. It is combined with the SHA-1
algorithm, the cellular automata CA criteria, and the spread spectrum via DS-CDMA.
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With the BER (Bit Error Rate) of 0.5, It is effectively proven a good choice of meth-
odology. Whereas, Morales-Ortega and Cedillo-Hernandez [2022] solely implements zero
watermarking algorithm along with matching-pixel criterion in the spatial domain in
conjunction with data concealing through bit replacement, compression, and encryption.
Potential host picture distortions, susceptibility to sophisticated attacks, and comput-
ing efficiency issues are some of the challenges associated with zero-watermarking. The
proposed research uses this technique as it hardly makes alterations in an original image
while going through the watermarking process.

A new approach that combines discrete wavelet transform (DWT), discrete cosine
transform (DCT), and singular value decomposition (SVD) for digital picture water-
marking in the medical domain is presented in research by Amel Ali Alhussan [2023]
To enhance security, the suggested approach utilizes several encryption levels and trans-
formations. Testing against various attackers reveals great stability and imperceptibility
findings. It represents PSNR greater than 35 dB.

2.4 Data Compression

With the help of hybrid prediction and Huffman coding, the research Sui et al. [2023]
suggests a high-capacity reversible data hiding technique for encrypted images. By using
picture redundancy and a hybrid prediction methodology based on the most significant
bit-plane and remaining bit-planes of an original image, the method maximizes embedding
capacity. Another research that proves the veracity of Huffman coding is done by Macarie
et al. [2022]. This study compares the analyses of Shannon-Fano coding (SFC) with
Huffman coding (HC). Theoretically, Huffman coding is the best option for symbol-by-
symbol coding techniques, providing a productive means of representing symbols with
probabilistic variable-length codes. Therefore, for the specified approach, the use of
Huffman coding is chosen.

2.5 Chaotic Systems in Digital Watermarking

With tamper localization and recovery, the research Neena Raj and Shreelekshmi [2023]
described here presents a strong picture authentication technique. To enable pixel-by-
pixel authentication and provide 100% recovery of the original image if it is untampered
with, the technique incorporates a very secure and fragile watermark. Incorporating
chaotic sequence as a crucial element, the research clarifies the importance of increasing
unpredictability in the process of choosing pixel locations for watermark embedding. The
watermarking process’s security is probably improved by the chaotic logistic mapping.

M et al. [2021] presents a multi-media encryption system that makes use of linear
feedback shift registers (LFSR) and chaotic logistic maps. This method uses hybrid en-
cryption techniques for video security, creative schemes like the imitating jigsaw method
for chaos-based image encryption, and chaotic maps like Henon, Baker, and Arnold maps
for image encryption to give the encryption algorithm the confusion and diffusion prop-
erties necessary for robustness and efficiency. Notwithstanding, shortcomings in the cur-
rent encryption protocols are recognized, underscoring the necessity for enhanced en-
cryption techniques to prevent cyberattacks. Hence, the proposed approach includes an
XChaCha20-Poly1305 encryption method for the robustness of the embedded watermark.
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2.6 Encryption techniques for data and images

The suggested Huffman coding-based method Singh et al. [2019] adds to the expanding
body of knowledge by presenting a unique set of methods designed specifically for picture
encryption. The utilization of Huffman coding offers a methodical and effective way to
encode pixel data, however, spatial translation complicates the encryption procedure.
The literature review does, however, also point forth possible directions for development
and research.

Ayad et al. [2021] focus on determining the best chaotic map for picture encryption.
Various chaotic maps, such as the Tent map, Logistic map, Sine map, and Arnold’s Cat
map, were investigated for their efficacy in picture encryption. The work identified the
special needs provided by picture encryption, given the large size and complicated pixel
interactions.

Kao et al. [2021] work presents a revolutionary approach for IoT (Internet of Things)
data encryption, XChaCha20-poly1305. This solution overcomes the difficulties associ-
ated with network data encryption, particularly in the setting of unprotected networks.
This algorithm is known for its speed and effectiveness in Sensor networks, providing a
promising answer to the growing concerns about safe data transfer in multimedia tech-
nologies and communication networks.

The importance of encryption in preserving data confidentiality and integrity has
been repeatedly highlighted by Adak et al. [2023]. It included a two-step data masking
scheme, which incorporates AES 256 for initial encryption and RSA 2048 for subsequent
column-level encryption at the database level. Decryption times in the double encryption
process are dramatically impacted, highlighting a trade-off between greater security and
computing efficiency.

2.7 Social Media Platforms and Image Manipulation Threats

The paper Karteris et al. [2023] outlines the cyber threats that are present on social media
platforms. According to the paper’s findings, the suggested approach and technology
identify pertinent tweets about cyber security threats on Twitter with a respectable
efficacy of 73%. Whereas, The Venugopal [2020] explores the complicated terrain of digital
image copyright protection, including aspects of ownership, infringement detection, and
legal defenses. This study gives insights into technological and legal complexities in the
context of suggested research, matching with the development of novel approaches for
digital image copyright protection and the global issues creators confront in defending
their rights.

Reference Techniques Used Key Aspects Evalu-
ated

Metrics Values

Wang and Su
(2022)

LSB (Least Significant
Bit), Canny edge de-
tection.

Strengths and trade-
offs between data hid-
ing and image quality.

PSNR. 40 dB PSNR
value.

Ramos et al.
(2023)

DWT, BCH code,
chaotic bits.

Imperceptibility, re-
covery, sensitivity to
attacks.

Not specified. Competitive
performance.
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Reference Techniques Used Key Aspects Evalu-
ated

Metrics Values

Savakar and
Ghuli (2019)

SVD, DWT. Resilience, copyright
protection, drawbacks
in existing methods.

Not specified. Not specified.

Rani et al.
(2023)

DCT methods. Protected digital
image watermarking,
computational costs.

PSNR values. Effective,
but with
potential
degradation
in PSNR.

Barlaskar et
al. (2023)

DWT, SVD. Image quality, resili-
ence against attacks,
undetectable water-
marks.

Not specified. Difficult to
achieve ideal
balance.

Dwivedi and
Srivastava
(2022)

SVD, RDWT. Multimedia data se-
curity, effectiveness.

PSNR, SSIM,
NC.

Effective, but
recommends
additional
encryption.

Lozada-
Gonzalez et
al. (2023)

SHA-1, cellular auto-
mata, DS-CDMA.

Maintaining integrity
and authenticity of an
image.

BER. Effective with
BER of 0.5.

Amel Ali Al-
hussan (2023)

DWT, DCT, SVD,
multiple encryption
levels.

Security, imperceptib-
ility, stability.

PSNR. PSNR greater
than 35 dB.

Sui et al.
(2023)

Hybrid prediction,
Huffman coding.

Embedding capacity,
reversible data con-
cealing.

Not specified. Large embed-
ding capacity.

Macarie et al.
(2022)

Shannon-Fano coding,
Huffman coding.

Symbol-by-symbol
coding techniques,
variable-length codes.

Not specified. Huffman cod-
ing chosen.

Neena
Raj and
Shreelekshmi
(2023)

Chaotic sequence,
tamper localization,
recovery.

Pixel-by-pixel authen-
tication, recovery of
the original image.

Not specified. Chaotic
logistic map-
ping improves
security.

M et al.
(2021)

LFSR, chaotic logistic
maps.

Linear feedback shift
registers, chaotic
maps for encryption.

Not specified. Recognizes
shortcomings
in current
encryption
protocols.

Singh et al.
(2019)

Huffman coding. Encoding pixel data,
challenges in spatial
translation.

Not specified. Offers pos-
sible dir-
ections for
development.
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Reference Techniques Used Key Aspects Evalu-
ated

Metrics Values

Ayad et al.
(2021)

Chaotic maps (Tent,
Logistic, Sine,
Arnold’s Cat).

Efficacy in picture
encryption, and per-
formance comparison.

Not specified. Identifies
special needs
in picture
encryption.

Table 1: Summary of literature review

In Table 1, a summary of the literature mentioned above is provided.
As a result of the broad literature review, a gap in comprehensive research is identified.

The proposed strategy of integrated techniques to improve metrics like PSNR, SSIM,
and NCC (Normalized Cross Correlation Coefficient), which balance imperceptibility and
robustness, overcomes this gap.

3 Methodology

The research methodology outlined for this research is centered around a complex ap-
proach to image enhancement, watermarking, encryption, and data embedding. It uses a
combination of Homomorphic transformation Khare and Srivastava [2021], chaotic logistic
mapping Abu-Faraj et al. [2023], XChaCha20-Poly1305 encryption Manullang [2020],
Huffman coding Sui et al. [2023], invisible watermarking, redundant discrete wavelet
transforms (RDWT), and singular value decomposition (SVD) Dwivedi and Srivastava
[2022]. The methodology is detailed step-by-step below:

3.1 Research methods

• Analysis of Existing Methods: The state-of-the-art methods for digital water-
marking, steganography, data hiding, and encryption techniques were analyzed and
studied in this phase. The literature review in section 2 highlighted the strengths
and limitations of the existing methods which has set the foundation for the devel-
opment of the proposed approach.

• Data Preparation and Collection: It involved searching and collecting high-
resolution images which are used as cover images. The cover images are the stand-
ard images retrieved from a SIPI (Signal And Image Processing Institute) dataset
(Baboon and Pepper)2and Mathship technologies web source (Lena, Barbara and
Zelda) 3. These are the classic images used in digital watermarking algorithms. The
Grayscale and colored images are selected as Lena, pepper, Barbara, baboon, Zelda
and used as classic testing images in previous research in this domain. QR code
watermark images are generated as per the owner’s data to represent ownership
information.

• Algorithm Development: By the literature review, all of the described al-
gorithms are conducted on the cover image and QR image with ownership data.

2https://sipi.usc.edu/database/database.php?volume=misc
3https://www.hlevkin.com/hlevkin/06testimages.htm
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To improve image quality, a homomorphic transformation is applied to the cover
image. On the other hand, the QR image, which is to be watermarked, is encryp-
ted using the XChaCha20-Poly1305 encryption technique and randomized using a
chaotic logistic map. To make the image more concise it is compressed using the
Huffman coding compression algorithm. Finally, the QR image is watermarked into
the cover image utilizing invisible zero watermarking RDWT (Redundant Discreet
Wavelet Transform) and SVD (Singular Value Decomposition) techniques, with a
focus on visual quality and attack resistance.

• Implementation and Integration: The developed algorithms are combined
into a cohesive hybrid method and applied to a picture data collection. This pro-
cess guarantees that all components are compatible with one another and operate
together to fulfill the research’s objectives.

• Performance Analysis: Rotating, compressing, adding noise, filtering, and other
changes to the watermarked photos evaluate the watermarking technique’s resilience
and imperceptibility. As recommended by Sara et al. [2019], performance measure-
ments like Peak Signal-to-Noise Ratio (PSNR), Mean Squared Error (MSE), Struc-
tural Similarity Index (SSIM), and Normalized Cross-Correlation (NCC) are used
to assess the approach’s capability, robustness, and imperceptibility.

• Comparison with Existing Techniques: To measure the effectiveness of the op-
timized hybrid strategy against current encryption and watermarking techniques,
a comparative analysis is carried out. This analysis emphasized the benefits of the
suggested system by focusing on the trade-offs between robustness and impercept-
ibility.

Figure 1 depicts the high-level flow of the research approach, showing the stages from
the original image and watermark QR image via different transformation and encryption
methods, ending in the watermarked image.

3.2 Evaluation Strategy

The proposed approach is meant to evaluate against imperceptibility, robustness, own-
ership authentication, and resilience to attacks such as compression, noise addition, and
filtering.

3.2.1 Imperceptibility evaluation

The first criterion for evaluating images is quality. Imperceptibility relates to whether or
not the watermark is visible on the cover image to maintain the quality of the watermarked
image. As stated below, measurements like PSNR (Peak Signal-to-Noise Ratio), Mean
Squared Error (MSE), and SSIM (Structural Similarity Index) can be used to compute
these.

• Peak Signal-to-Noise Ratio (PSNR)

The PSNR (Peak Signal-to-Noise Ratio) compares the quality of the watermarked
image to the original image. It computes the similarity between a watermarked image
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Figure 1: Overview of proposed methodology

and an original image. A higher value of PSNR denotes that the watermarked image is
less visible from the cover image. It is calculated using the following formula 4:

PSNR(x, y) = 10 · log10
(

max(max(x),max(y))2

MSE(x,y)

)
where max denotes the image’s maximum potential pixel value.

• Mean Squared Error (MSE)

The average squared difference between the original and watermarked photos is quantified
by the Mean Squared Error (MSE). It is calculated as follows: It is computed as 4

MSE = 1
N

∑N
i=1(I(i)−K(i))2

where k(i) and k(i) are the pixel values of the original and watermarked images at
location i, and N is the total number of pixels.

• Structural Similarity Index (SSIM)

The structural similarity between the extracted and original watermark data is eval-
uated using the Structural Similarity Index (SSIM). The SSIM value scale goes from -1
to 1, with 1 denoting an ideal match 5.

SSIM(x, y) = (2µxµy+C1)(2σxy+C2)

(µ2
x+µ2

y+C1)(σ2
x+σ2

y+C2)

Where, µ denotes average of variable,σ denotes standard deviation and C1, C2 are constants
4https://en.wikipedia.org/wiki/Peak_signal-to-noise_ratio
5https://en.wikipedia.org/wiki/Structural_similarity
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3.2.2 Robustness evaluation

Robustness is the watermarked image’s capacity to cope with diverse attacks and cir-
cumstances while retaining its security and integrity. This approach will make sure that
the embedded data can still be found and extracted even after the watermarked image
has undergone standard image processing operations like noise addition (Gaussian, Salt
& pepper), compression, filtering, or other image alterations. One quantitative indicator
that can assess robustness is the Normalized Cross-Correlation (NCC) Shukla and Singh
[2023]. The similarity between the two images is higher when the NCC values are closer
to 1. A high NCC indicates more resistance to specific kinds of attacks or distortions
for the watermark. When it comes to watermarking, a low NCC could indicate that the
watermark was severely impacted or destroyed during the application of attacks.

NCC can be calculated as 6

NCC(X, Y ) =
∑n

i=1(Xi−X̄)(Yi−Ȳ )√∑n
i=1(Xi−X̄)2

∑n
i=1(Yi−Ȳ )2

Where X and Y are compared images, Xi and Yi are intensity values at i, X̄ and Ȳ are
means, n is the sample size.

3.2.3 Ownership authentication

In the proposed approach, ownership authentication is evaluated to identify and validate
the legitimate owner of the cover image file. This authentication can be achieved by
extracting QR watermark data from the cover image, which provides information that
uniquely identifies the owner or source.

4 Design Specification

The Design of a proposed architecture involves techniques such as homomorphic trans-
formation of the cover image, XChaCha20-Poly1305 encryption algorithm, chaotic logistic
map, and Huffman coding on the QR image. The following section will discuss it in detail.

4.1 Algorithm Functionality

The initial point of the suggested approach is the original high-resolution image. It goes
through the following functional components.

• Homomorphic trasformation:

This method, which is cited in Zaheeruddin and Suganthi [2019], is used to improve the
illumination and contrast of an original image. It involves processing the image using a
homomorphic transform module, which first uses the Fourier transform to convert the
image from the spatial domain to the frequency domain. Next, a logarithmic operation
is carried out, high pass filtering is applied, and finally, the image is converted back to
its original form in the spatial domain using the Inverse Fourier transform, but with
enhanced features. The overall processing is featured in the Figure 2

6https://xcdskd.readthedocs.io/en/latest/cross_correlation/cross_correlation_

coefficient.html
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Figure 2: Processing of Homomorphic transformation

Figure 3: Working of Chaotic logistic map

• XChaCha20-Poly1305 Encryption

In the proposed method, the XChaCha20-Poly1305 encryption algorithm Manullang
[2020] is used to produce and encrypt a QR code that represents ownership informa-
tion, providing a high level of security. It is an authenticated encryption with associated
data (AEAD) algorithm. It works by taking a random 256-bit key, a 192-bit nonce, and
the plain-text QR image as input. The HChaCha20 function is called upon to produce
a subkey by supplying it the original key and the first 16 bytes of a 24-byte nonce. This
subkey is then utilized as the key for ChaCha20, together with the remaining 8 bytes of
the nonce. This combination creates a larger and more secure nonce space by effectively
extending the nonce size.7

The working of ChaCha20Poly-1305 is explained in reference 8

• Chaotic logistic map

A chaotic logistic map, which introduces an element of randomness to the encrypted
data output from XChaCha20Poly-1305 algorithm Patel et al. [2020]. This technique
scrambles the encrypted data and provides unpredictability in the generated output. In
the suggested system, The sequence of the logistic map is initialized with x0 as 0.5 which
acts as an initial parameter to generate chaotic sequence. r is the bifurcation argument
that determines the behavior of the map which is set as 4. The logistic map equation
is then applied iteratively, updating the current value x and saving the outcome in the
array. The computed values are then saved in the array as unsigned 8-bit integers after
being converted to integers in the range [0, 255]. The working flow is represented in the
Figure 3

7https://pycryptodome.readthedocs.io/en/latest/src/cipher/chacha20_poly1305.html
8https://en.wikipedia.org/wiki/ChaCha20-Poly1305
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Figure 4: Working of Huffman coding

• Huffman coding

Huffman coding 9 in the suggested approach given in the Figure 4 works by noting
frequencies, allocates shorter binary codes to more common symbols. Through frequency
analysis, a Huffman tree is constructed, with nodes standing in for symbols and their
corresponding frequencies. By going through the tree and allocating ’0’ for left branches
and ’1’ for right branches, Huffman codes are produced. These codes are then used to
encode the input data, producing compressed data.

• RDWT (Redundant Discreet Wavelet Transform) and SVD (Singular
Value Decomposition)

The scrambled and encrypted QR code image is then embedded into the original image
using the watermark embedding algorithms RDWT and SVD. RDWT is applied to the
original image to obtain different subbands such as LL, LH, HL, and HH subbands of
an image at multiple scales. This algorithm produces RDWT coefficients which generate
more flexibility while signal processing. Focus is maintained on the LL subband obtained
from RDWT and RGB space. SVD is applied on LL to gain U, S, and Vt which are rep-
resented as left singular vectors, singular values, and right singular vectors, respectively.
Watermark is embedded by modifying singular values. This way encrypted and com-
pressed watermark image gets embedded in the original image. The process elaborated
above is shown in Figure 5

Given techniques are integrated to form a hybrid approach of digital watermarking
having better performance.

5 Implementation

With an emphasis on the concrete outcomes of the implementation process, the imple-
mentation outlines the last phase of the suggested approach.

5.1 Tools and Languages Used

Python programming language and several libraries were utilized in the implementation:

• Python: The main programming language used to construct the watermarking
process, which included image processing, QR code generation, and the use of
cryptographic tools is Python.

• OpenCV (cv2): It is used for reading, writing, and transforming images due to its
broad image processing capabilities.

9https://www.geeksforgeeks.org/huffman-coding-greedy-algo-3/
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Figure 5: Image watermarking process

• NumPy: It is used because of its effective array and matrix manipulation, essential
for image modification procedures such as SVD.

• SciPy: It offered more scientific computing tools and techniques, such as the SVD
function.

• qrcode: A tool for creating QR codes with ownership data embedded in them.

• Cryptography Library: To improve security, the QR codes were encrypted using
the XChaCha20Poly1305 module.

• Zlib: It is used to compress the encrypted data to minimize the watermark’s visual
impact on the image.

• Heapq and Struct: Huffman coding was implemented with the help of these mod-
ules, which made for effective data representation.

• PyWavelets (pywt): The Python wavelet transform library is called PyWavelets. It
is a component of the image processing pipeline for this project, offering redundant
discrete wavelet transform (RDWT) processes that provide multi-resolution ana-
lysis.

• scikit-image.metrics: SSIM, MSE, and PSNR: The scikit-image. metrics module
contains metrics commonly used to evaluate the quality of images.

5.2 Input and Outputs

The following section describes the inputs provided to the proposed approach and the
outputs derived from it.
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5.2.1 Inputs provided

• Cover Images: Standard test images are used as explained in section 3

• QR image: QR image is generated from user info using the qrcode library in Python.
This picture is used to incorporate as a watermark on the cover image.

5.2.2 Outputs produced

• The main output produced is the cover image watermarked with the QR image that
has been compressed, and encrypted.

• The procedure generates several intermediate outputs,

– The first of which is a gray-scale image that has been illuminated and enhanced
with contrast via homomorphic transformation.

– Whereas, the QR image is encrypted using the XChaChaOPoly-1305 algorithm,
resulting in an encrypted image that ensures the robustness of the ownership
data.

– Following that is a chaotic logistic technique in which an encrypted QR image
is fed, which scrambles and generates a chaotic sequence of watermark data.

– Later, the Huffman data compression technique is applied to chaotic sequences,
resulting in encoded data streams that ensure the watermark data takes up
the least amount of space in the image.

5.3 Implementation Process

The implementation process followed these steps:

• The initial step was to collect significant images to serve as cover images. These
images are preprocessed to standardize their size and format.

• Homomorphic filtering is applied to those preprocessed images. The mathematical
functions for homomorphic filtering are included in Python’s OpenCV (cv2) module.
It produces a bright and contrasted image.

• On the other hand, based on the user’s information, a QR code image is generated
for use as a watermark using the qrcode python package.

• The QR code image is encrypted using the XChaCha20-Poly1305 technique. For en-
cryption, the cryptography.hazmat.primitives.ciphers.aead module’s ChaCha20Poly1305
function was used. The ChaCha20-Poly1305 AEAD (Authenticated Encryption
with Associated Data) algorithm is implemented in this function, which is part of
the cryptography package. ChaCha20-Poly1305 is well-known for its speed and ef-
ficacy in transferring secure data. The function uses the ChaCha20 stream cipher
for encryption and the Poly1305 authenticator for data integrity verification, res-
ulting in a robust and safe encryption procedure in the watermarking methodology.

• The chaotic logistic mapping applied to the encrypted QR image, which introduces
a random factor into the image data, is implemented with mathematical functions
and algorithms. NumPy Python package is used to construct chaotic sequences of
encrypted QR data.
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Figure 6: Cover images used and watermark QR image

• The Huffman coding function is used to encode the chaotic sequence of QR pic-
ture data. It rendered the use of Python modules such as heapq to manage the
priority queue and a dictionary to represent the Huffman tree and numpy for array
operations

• As demonstrated in Figure 5, the watermarking process watermarks encrypted
and compressed QR images on homomorphically transformed cover images using
Python modules like pywt for Redundant Discrete Wavelet Transform (RDWT) and
numpy for Singular Value Decomposition (SVD). By making it easier to incorporate
watermarking techniques into the image data, these libraries allow the secure and
invisible embedding of sensitive data.

6 Evaluation

The proposed hybrid watermarking study is thoroughly reviewed in a critical evaluation
using the various evaluation methods indicated in section 3 to determine whether the
objectives have been achieved. It is about assessing the system’s performance limits and
considering design trade-offs.

6.1 Experiment 1 - Imperceptibility analysis

This experiment aims to provide results in terms of watermarked image visual quality,
stating the similarity index between the watermarked image and the original image.
It is calculated by metrics such as PSNR, MSE, and SSIM. The suggested method’s
effectiveness is assessed using a variety of color test photos, including Lena, Baboon,
Barbara, Pepper, and Zelda as given in Figure 6. Both the QR watermark and the color
test pictures used as the cover image have dimensions of 512 x 512. MSE, SSIM, and
PSNR are the metrics used to calculate the suggested scheme’s imperceptibility.

The experiment is carried out in the programming environment where the evaluation
metrics mentioned above are calculated manually by using the Python library skimage.
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Images PSNR MSE SSIM
Lena 46.48 1.48 0.99

Baboon 44.31 2.4 0.99
Pepper 46.19 1.56 0.99
Barbara 46.51 1.45 0.99
Zelda 46.43 1.47 0.99

Table 2: Evaluation Metrics for imperceptibility

Figure 7: Alpha value impact on evaluation metrics

The outputs are shown in the Table 2 The output indicates the highest PSNR of around
46.51 dB. Higher PSNR (in dB) values indicate less distortion between the two images.
The SSIM value of about 0.99 is quite close to one which shows the similarity between
original and watermarked images. Lower MSE values suggest a higher degree of simil-
arity between the original and watermarked images, confirming the effectiveness of the
imperceptibility goal.

Another experiment on the imperceptibility of watermarked images was conducted to
see how visual quality varies when the value of alpha changes. In digital watermarking,
the alpha value relates to the intensity of the watermark. Higher alpha values indicate a
stronger watermark, but they may produce visual distortions in the watermarked image.
Figure 7 depicts the fluctuations in evaluation measures like as PSNR, MSE, and SSIM
of alpha values ranging from 0.10 to 0.40. in the case of a watermarked Lena image. It
demonstrates a PSNR of 45.66 dB with an alpha value of 0.40, which is less than the
achieved PSNR of 46.48 dB with an alpha value of 0.10.

6.2 Experiment 2 - Robustness evaluation

The objective of this experiment is to determine the robustness of a watermarked image.
It is calculated by subjecting it to a variety of attacks, including rotation attack, jpeg
compression, shift, speckle noise, Gaussian noise, and salt and pepper noise. The NCC of
the resulting image and the watermarked image are then compared. Higher NCC values
indicate greater robustness, implying that the watermark can withstand the stated attack.
Lower NCC values indicate that the attack had a bigger influence on the watermark.
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Attacks NCC - lena NCC - baboon Teoh et al. [2023] - lena Shukla and Singh [2023] - baboon
Gaussian noise 0.99 0.99 0.8993 0.95
Salt & pepper 0.96 0.95 0.96 0.9846

Filtering 0.99 0.91 0.7387 0.97
Speckle noise 0.99 0.99 0.6023 0.86

Shift 0.95 0.85 - 0.98
JPEG compression 0.99 0.97 0.98 -
Rotation attack 0.24 0.27 0.10 -

Table 3: NCC evaluation for robustness

Table 3 denotes the NCC values after each attack between Lena, baboon watermarked
images, and post-attack images.

The watermark seems to be quite resilient to JPEG compression and Gaussian noise,
somewhat resilient to filtering, shifts, and salt-and-pepper noise, and less resilient to
speckle noise and rotational attacks. In most situations, the Lena image appears to be
more sturdy than the Baboon image.

6.3 Experiment 3 - Ownership authentication

This experiment aims to confirm the watermarking process by extracting the encoded
watermark QR code and reversing all associated algorithms. The processes are carried
out in reverse order, and it extracts the watermark that validates the ownership data.
Therefore, validation was effective.
For in-depth evaluation, the decrypted QR code can be compared with the original QR
code, and check the similarity index between both images. The similarity derived is
close to 1 which indicates both images are nearly the same. The evaluation guarantees
that the encryption and compression operations are appropriately implemented and that
the decryption and decompression processes are reversible, preserving the original data’s
integrity.

6.4 Discussion

The experiments were structured to test the robustness and imperceptibility of the de-
veloped watermarking system across a range of attack scenarios. The choice of high-
resolution images for the study was intended to simulate real-world social media usage.

The results obtained are in terms of an average PSNR of 46dB, SSIM of approximately
1, and MSE of 1.67, indicating that the visibility of the watermark QR image in the cover
image is lower as per experiment 6.1.

The approach’s security is determined by applying attacks such as noise, shift, rota-
tion, filtering, and JPEG compression and calculating it using the NCC metric, which
results in around 1 indicating that the watermark will be intact with the cover image
in the experiment 6.2. According to Table 3, The results indicate that, in comparison
to the Baboon picture, the Lena image generally shows superior resistance to a range of
threats. However, depending on the type of attack, different vulnerabilities have different
characteristics. Furthermore, the Proposed approach’s Lena typically outperforms Teoh
et al. [2023] in the majority of situations, particularly when rotation attacks are present
and it retains higher image quality metrics.

The experiment 6.3 successfully proves ownership by extracting watermarks. The
integrity of the ownership data is ensured by reversing the algorithms. The high similarity
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index between the original and decrypted QR codes demonstrates that the watermarking
procedure is reliable.

The experiments performed in section 6 revealed a good watermarking strategy as per
Bull and Zhang [2021]. While the watermark remained largely undetectable, suggesting
a successful implementation of the invisibility objective, the robustness against certain
types of manipulation needs enhancement. This is a critical point of discussion from pre-
vious research, which often prioritized either robustness or imperceptibility. The current
design attempted to balance both, yet the findings suggest there is still a trade-off to be
addressed. The experiments also uncovered limitations. For instance, while the system
performed well under JPEG compression, which is common in social media platforms, it
showed vulnerabilities under shift and filtering, indicating a need for improved robustness
in these areas.

When compared to existing research, the hybrid approach shows significant improve-
ments in watermark robustness, particularly in its use of chaotic logistic mapping, Huff-
man coding, and XChaCha20-Poly1305 which were not commonly combined in previous
studies. However, these novel integrations also introduced complexity to the system,
potentially increasing the computational load and affecting the overall efficiency. The
robustness against JPEG compression aligns with findings from Teoh et al. [2023], while
the vulnerability to filtering suggests a gap that still exists in watermarking technology,
as indicated by Aberna and Agilandeeswari [2023]. The use of chaotic logistic maps for
security adds a new dimension to the watermarking discussion, building on the work of
Akter et al. [2014] and Mahdieh Ghazvini and Mirzadi [2017], who explored the integra-
tion of chaotic systems in encryption.

7 Conclusion and Future Work

The proposed method aimed to research how a hybrid watermarking methodology could
improve image ownership protection in the digital world, mainly on social media plat-
forms. The research question centered on the creation and validation of a hybrid sys-
tem capable of safely and imperceptibly embedding ownership information within di-
gital images using Homomorphic transformation, XChaCha20Poly-1305 encryption, lo-
gistic chaotic map, Huffman encoding, and SVD-RDWT digital watermarking techniques.
The study was mainly effective in answering the question given, with important findings
demonstrating that the hybrid strategy achieved a high level of imperceptibility by main-
taining an average PSNR of 46dB and robustness against typical forms of attacks, such
as JPEG compression. There are important implications for the digital rights manage-
ment industry from this research. The study shows how digital assets can be secured
using contemporary hybrid watermarking methods, which is essential in the era of social
media content sharing. Although the methodology has shown potential in certain scen-
arios, it has limitations, prominent among them being its resistance to shift and filtering
mechanisms. Overall, while the hybrid watermarking method has proven successful in
maintaining imperceptibility and improving robustness, there is a significant trade-off
that must be balanced.

The suggested watermarking system’s future scope spans multiple dimensions, offering
greater cross-media applicability by extending its capabilities to new media kinds, such
as videos, audio, and animated graphics. Wider attack scenarios could be included in
future experiments. A system to notify owners that their assets are being used in an un-
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authorized way and incorporating machine learning algorithms to predict and counteract
potential attacks on the watermark can also be part of the future scope. Real-world test-
ing, particularly on dynamic platforms such as social media, is critical for gaining practical
insights into the system’s performance and user experience. In terms of commercializa-
tion, incorporating the watermarking system into established digital asset management
solutions has the possibility of giving artists, photographers, and media corporations a
novel tool to protect their intellectual property.
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