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Configuration Manual

Athipan Thiyada Sridharan
x22135405

This guide provides step-by-step instructions for downloading, installing, and con-
figuring the essential libraries and tools required for our project. The focus will be on
Integrating the Random Forest model with the existing web application

1

2

Prerequisites

Operating System: Any popular OS

Python: Python 3.x

Node.js and npm: Required for running and building the ReactJS frontend.
Machine Learning libraries: Scikit-learn components

Flask and Libraries: Flask and other Python libraries as listed in ‘require-
ments.txt’.

Database: Anyone database server like PostgreSQL, MySQL, or SQLite.

Python Environment Setup

The playground application uses Python as the backend, thus it is necessary to have
Python 3 installed on the machine [pyt| (n.d.).

(base) athipants@athipans-Air ~ % python --version
Python 3.11.5

(base) athipants@athipans-Air ~ %

Figure 1: Python installation



3 Installation of Pandas

1. Open the terminal or command prompt.
2. Install Pandas by executing ”pip install pandas”

3. Verify the installation by running ”conda —version” pan| (n.d.)

(base) athipants@athipans-Air ~ % pip install pandas

Requirement already satisfied: pandas in ./anaconda3/1ib/python3.11/site-packages (2.0.3)

Requirement already satisfied: python-dateutil>=2.8.2 in ./anaconda3/lib/python3.11/site-packages (from pandas) (2.8.2)
Requirement already satisfied: pytz>=2020.1 in ./anaconda3/1lib/python3.11/site-packages (from pandas) (2023.3.postl)

Requirement already satisfied: tzdata>=2022.1 in ./anaconda3/1lib/python3.11/site-packages (from pandas) (2023.3)

Requirement already satisfied: numpy>=1.21.0 in ./anaconda3/1lib/python3.11/site-packages (from pandas) (1.24.3)

Requirement already satisfied: six>=1.5 in ./anaconda3/1ib/python3.11/site-packages (from python-dateutil>=2.8.2->pandas) (1.16.0)

(base) athipants@athipans-Air ~ %

Figure 2: Pandas Installation

(base) athipants@athipans-Air ~ % conda --version
conda 23.7.4

(base) athipants@athipans-Air ~ %

Figure 3: Pandas version check

4. This installs the scikit-learn library which is the machine-learning library that is
used for training our model.

5. Jupyter Notebook is also installed with this package, which is used to edit and
modify the Python codes.

4 Installation of Required Python Packages for Flask
Application

To set up the environment for your Flask application, you will need to install several Py-
thon packages. These packages provide the necessary functionality for your application’s
backend. Below is a step-by-step guide to install each of the required packages:

e Flask:

— Flask is a micro web framework for Python, which is used to create the back-
bone of the web application fla (n.d.).

— Installation: pip install Flask
e Flask-CORS:

— Flask-CORS is an extension for handling Cross-Origin Resource Sharing (CORS),
making cross-origin AJAX calls possible.



“~ Jupyter X22135405 Last Checkpoint: 16/11/2023 (autosaved) @ Logou

File Edit View Insert Cell Kernel Widgets Help Not Trusted ‘ Python 3 (ipykernel) O
+ < & B 4o ¥ PRin B C W Code M=
In [ ]: import pandas as pd

from sklearn.feature_extraction.text import TfidfVectorizer

from sklearn.model_selection import train_test_split

from sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import classification_report, accuracy_score

# Load the dataset
data = pd.read_json('./ml/malicious.json"')

# Add your preprocessing function

def preprocess_data(row):
combined_string = f"{row['api'l} {row['authorization']} "
combined_string += ' '.join([f"{k}={v}" for k, v in row['request_data'l.items()])
combined_string += ' '.join([f"{k}={v}" for k, v in row['cookies'].items()])
combined_string += ' '.join([f"{k}={v}" for k, v in row['headers'].items()])
combined_string += f" {row['response']}"
return combined_string

data['processed_data'] = data.apply(preprocess_data, axis=1

# Feature extraction

tfidf_vectorizer = TfidfVectorizer(max_features=1000)

X_tfidf = tfidf_vectorizer.fit_transform(datal'processed_data'])

y = datal'label'] # assuming you have a 'label' column indicating malicious (1) or normal (0)

# Split the dataset
X_train, X_test, y_train, y_test = train_test_split(X_tfidf, y, test_size=0.2, random_state=42)

# Train the RandomForestClassifier
classifier = RandomForestClassifier(n_estimators=100, random_state=42)
classifier.fit(X_train, y_train)

# Predict on the test set
y_pred = classifier.predict(X_test)

Figure 4: Jupyter Notebook

— Installation: pip install Flask-CORS
e Flask-SQLAlchemy:

— Flask-SQLAlchemy is a SQL toolkit and Object-Relational Mapping (ORM)
framework. This framework helps to connect with the DB and handle the
requests to the DB .

— Installation: pip install Flask-SQLAlchemy
o Flask-Session:

— Flask-Session is an extension for Flask that adds support for server-side ses-
sions to your application.

— Installation: pip install Flask-Session
e Joblib:

— Joblib is used for saving and loading Python objects that make use of NumPy
data structures, efficiently.
— Installation: pip install joblib

— This library is used for integrating the trained model with out web application.
e Logging:

— Logging module is part of the Python Standard Library, used for tracking
events that happen when some software runs.



— Installation: Not required as it comes with Python.

@ EXPLORER < @ serverpy X impact_log.json normal.json malicious_log.json Xss.json v O
\ PYTHONSERVER @ server.py > @ get_request_data
actiats from flask import Flask, make_response, request, jsonify, session, abort

@ activate_this.py from flask_cors import CORS
from flask_sqlalchemy import SQLAlchemy

1
2
3
$ activate.csh 4
5 from flask_session import Session
6
7
8

$ activate fish

X from joblib import load

activate.nu

> activate.ps1 import logging
flask 9 import json

U pip 10 import os

11 import secrets

pip3
: 12 import re
pip3.8 5
python hd 14 impact_data_log = []
python3 9 15
python3s o 16 app = Flask(_name_)
e 17 # Enable CORS for all routes and allow credentials
18 CORS(app, supports_credentials=True, resources={
wheel-3.8 19 r/api/*": {"origins": "http://localhost:3000"}})
wheel3 20
wheel3.8 21 model = load('model. joblib')
> O 22 vectorizer = load(vectorizer.joblib')
) 23
© _gitignore 2
-Python © 25 USERBOOKS_JSON_PATH = “/Users/athipants/AthisProject/PythonServer/userBooks. json”
& pyvenv.cfg 2
EE 27 app.configl'SESSION_TYPE'] = 'filesysten'
1 economic-and-socia.. 28  app-configl'SESSION_FILEDIR'] = *./sessions’
29 app.configl'SESSION_COOKIE_SECURE'] = False
@ hello.py 30 app.config['SESSTON_COOKIE_HTTPONLY'] = False
impact_log.json 31 app.configl'SESSION_COOKIE_SAMESITE'] = 'Lax' # or 'Lax' or 'Strict’
@ LR_result.docx 32

malicious_log.json 33 Session(app)

Bzh +v M @ - ~ X

MEEEETD PROBLEMS ~ OUTPUT  DEBUG CONSOLE  TERMINAL
@ serverpy
@ TitanicProjectipynb  virtualenv 20.19.0
e e Werkzeug 2.2.3 '
& Untitled.docx wheel 2,331 .
userBooks.json zipp 1.2.0 n
o '
vectorizer.joblib [notice] A new release of pip is available: 23.0.1 —> 23.3.1 .
& vulnScanner.ipynb [notice] To update, run: /Library/Developer/CommandLineTools/usr/bin/python3 -m pip install —upgrade pip H
® (base) athipants@athipans-Air PythonServer % pip show
WARNING: ERROR: Please provide a package name or names.
> OUTLINE ® (base) athipants@athipans-Air PythonServer % pip show all 1
WARNING: Package(s) not found: all h]
> TIMELINE (base) athipants@athipans-Air PythonServer % [| | |

Ln123,Col24 Spaces:4 UTF-8 LF {J Python 3.11.4 (myenv':venv) Snyk Security - Code, Open Source Dependencies, laC Configurations @ Prettier & (2

Figure 5: Flask Application code

5 Installation of Front-end Dependencies for React
JS Application

Setting up the front-end environment for a React JS application involves installing several
key dependencies.

e Node.js and npm:

— Node.js is a JavaScript runtime environment that is necessary to run JavaScript
code outside a web browser nod (n.d.). npm (Node Package Manager) is
included with Node.js and is used to manage JavaScript packages (n.d.).

— Installation: Download and install Node.js from the official website.

— npm will be installed automatically with Node.js.

e React and React-DOM:

— React is a JavaScript library for building user interfaces, and React-DOM
provides DOM-specific methods used in a web application (n.d.).

— Installation: Typically, these are included when creating a new React app
using Create React App. If manually installing, use npm install react

react—-dom.



@ EXPLORER counter.js U # index.css M LoginForm.js U UserLogin.js U LibrarianLogin.js U X apijs U App.js M index.js M ™ oD -
\/ COUNTER-APP src > components > LibrarianLogin.js > %2 LibrarianLogin > 42 handleRemoveBook
> ai 1 import React, { Component } from 'react';
> idea 2 ) )
3 class LibrarianLogin extends Component {
> node_modules . . _
5 X state = {
> public 5 booksInstock: [I,
v sre 6 bookId: ',
“ components 7 newBookTitle: ', // New state variables to store book information
. . 8 newBookAuthor: ',
e 9 newBookPublishedYear: '', // New state variables for additional book data
1 counter.js v 10 newBookISBN: ',
% counters.jsx U 11 newBookAvailable: **
LibrarianLogi... U 12 newBookUserID: '*
R C 13 changed: false,
14 3
rough.txt u e
UserLoginjs U 16 componentDidMount () {
v images 17 this. fetchBooksInStock();
= bg.jpeg u 18 i
& user.jpe u I
= CEH=Y 20 handeRemoveBook = (id) => {
# App.css 21 console. log(*Removing book with ID: ${id}'); // Check if the ID is correct
App.js M 22
J5 App.testis 23 /7 Send a request to your API to remove the book by ID
3 e o 24 fetch("http://localhost:5000/api/removeBook/${id}", {
R 25 method: 'DELETE',
index.js M 26 credentials: 'include’, S
‘m logo.svg 27 9]
reportWebVitals.js 28 .then((response) => {
setupTests.js 29 if (tresponse.ok) {
. 30 throw new Error('Network response was not ok');
© _gitignore M 31 )
package-lock.).. M 32 return response.json();
package.json M 5 3
® README.md PROBLEMS ~ OUTPUT ~ DEBUG CONSOLE ~ TERMINAL Blrode Al +v @D @ -~ ~ X
Compiled successfully!
You can now view counter-app in the browser.
Local: http://localhost:3000
On Your Network: http://192.168.178.41:3000
Note that the development build is not optimized.
To create a production build, use npm run build.
> OUTLINE

webpack compiled successfully

> TIMELINE
< Pmaster+ d Q0A0 Ln25, Col 24 Spaces:2 UTF-8 LF {3 JavaScript Snyk Security - Code, Open Source Dependencies, laC Configurations + Prettier &7 0

Figure 6: React JS code

6 Installation of Scikit-learn and Training with Data-
set

The Scikit-learn library is widely used for machine learning tasks in Python. It provides
efficient tools for data analysis and is built on NumPy, SciPy, and Matplotlib. Below are
the steps for installing Scikit-learn, training a machine learning model with a dataset,
and integrating the trained model into a Flask application @ .

Installation of Scikit-learn

e We dont need to install Scikit-learn package separately, as conda itself installs the
package into our machine.

Training with Dataset

e Data Loading and Preprocessing:
— Load your dataset using Pandas
e Feature Extraction:
— Use TF-IDF for converting the string into numerical vectors.

e Model Selection and Training:



(base) athipants@athipans-Air ~ % conda list scikit-learn

# packages in environment at /Users/athipants/anaconda3:

#

# Name Version Build Channel
scikit-learn 1.3.0 py31lh7aedaa7_0

(base) athipants@athipans-Air ~ %

Figure 7: Scikit-learn installation

— Use RandomForestClassifier for classification tasks.
— Split the data into training and testing sets using train_test_split.

— Train the model using the training data and evaluate its performance on the
test set.

Integration with Flask Application
e Export the Trained Model:
— After training, export the model using joblib: joblib.dump(model, ’model.joblib’).
e Integrate Model into Flask:

— In your Flask application, import the trained model: model = joblib.load(’model.joblib
— Now, the model is ready to be used |[job| (n.d.).

model = load('model.joblib")
vectorizer = load('vectorizer.joblib"')

Figure 8: Joblib integration

7 Installation of PostgreSQL

PostgreSQL is a popular relational database management system which is used for the
playground application.

7.0.1 Download PostgreSQL

The suitable file based on the chosen environment, need to be downloaded from the official
site pos (n.d.). https://www.postgresql.org/download/

6


https://www.postgresql.org/download/

7.0.2 Select Version

Choose the appropriate version for your operating system. Click the download link for
the chosen OS.

For macOS users, you can use Homebrew for a straightforward installation. Open the
terminal and execute the following command:

brew install postgresql@15

This command can be used in the terminal to install the psql, as shown in the fig. 7?7

t ..byopt foptjhomebrew/Library/Homebrew/brew.rb install postgresql@15

HERURBHRBBRURRERBERRBRERRYRRBBEURBBRBBRURBERBBRUHRRERRBBRURERRBBRBBRURBERRBRURBURRBRERRERRBBRUREERBBRURRERBERBBRERBERRBRERRERRBBRURERRBBRRARERBB R ARG HAYE 100
Downloading https://www.openssl.org/source/openssl-3.2.0.tar.gz
bia e s ddasdasaaddadasaddadagasdaddasdadaidadasdaddadiagadiasdasiadadsdasdaddadisdaddasdasaaddasiaddaddadasdadasiasissdasiaddaigasisidad
Fetching krb5
Downloading https://ghcr.io/v2/homebrew/core/krb5/manifests/1.21.2
HERRRERRABBRRRERBERRRBERRERRBBRRRERRBBRERRERRBRRRRERRERRRBERRBRRRBRURRERRBRRRRERRERRRRERRBRRRBRERBERBRRERRERRBBRRRERRBRRRRRRRBBRRRRE BB RRRBERRERRBRRRRY
Downloading https://ghcr.io/v2/homebrew/core/krb5/blobs/sha256:b6dd4f6d440efce85e407f663b288586919fc99e442e94d0eb04f9371b34a65d
faasdasiassdasssiasssssdadasiasdadasisiasssssdasisiadasssdssasiadadasissasssdsdasisdadagisdasisssdasadiadasasdsissisdadasisiassssdasisiadssasisssssisis
-=> Fetching readline
Downloading https://raw.githubusercontent.com/Homebrew/homebrew-core/6bd4c17dff@5ec3fb00995226923599f7a80286f/Formula/r/readline.rb
faasdasdadsdagssiasssssdsdssisdadasisiasssssdasisiadasssissasiadadasiasssssdsdasisdadasisdasisssdassdiadasasisiasisdadasisiasssssdasisisdssssiassisiaiy
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-001
HERURBHRBBRUHRRURBYRRBRERRBRRBBRURBERBBRURRERBBRRARERRBERUBEURBERBBRURBERRBRURRERRBBRUREURBBRUBRERBERRBRERRERRBRRUREERBBRURBERBBRRARERRBRRBBERRBBRBHBRURY
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-002
HERRHERRARBRARERBERRRBERRERRBRRRRERRBBRURRER BB RRRRERRBRRRBERRBRRUBRERBERBRRRRRERRERRRRERRBRRRRRERBERRRRERRERRBBRRRERRBBRRRRRR BB E BB RRRBERRRRRBRRURY
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-003
faasdasdassdagssiasssssdsdssisdadasisdasisssdasisisdasssissasisdadasissasssdsdasisdadagisdasisssdasadiadasasdaiasisdadasisiassssdasisisdssasisssisiaiy
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-004
HERURBHRBBRUARERBURRARERRBRRBBRURBERBBRERBERBBRRARERRBERUBRURBBRBBRURBERRBRRARERRBBRUREURBBRUBRURBURRBRERRERRBRRURGERBBRURBERBBRRARERRBRRBBRRRBBRBBRURY
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-005
HERURBRRBBRURRERRERRRRERRERRBBRRRERRBBRURRER BB RRRRERRERRRBRRRBRRUBRURRERRBRURRERRERRRRERRBRRRBRURBERRRRERRERRBBRRRERRBRRURRRRBBRRRRE BB RRBBRRRERRBHRRURY
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-006
faasdasdadsdagssiasdsssdsdssisdadasisdssisssdasidisdasssissisdsdadasissasssddaisdadasisdadisssdasdiadasasisiaisdadasisiaissadasisisdassiassisdsiy
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2-patches/readline82-007
HERURBHRBBRUARERBBRRARERRBRRBBRURBERBBRURBERBBRRARERRBERUBRURBERBBRURBERRBRRRRERRBBRUREURBBRUBRURBERRBRERRERRBBRURBERBBRURBERBBRRARERRBRRBBRURBBRBHBRURY
Downloading https://ftp.gnu.org/gnu/readline/readline-8.2.tar.gz
HERURERRBBRURRERBERRRRERRERRBBRRRERRBBRUHRRER BB RRRRERRYRRRBRRRBRRUBRERBERRBRRRRERRBRRRRERRBRRRRRURBERRRRURREHRRBBRRRERRBRRURRRR BB R E BB BERRER BB RY
Fetching postgresqleis
Downloading https://raw.githubusercontent.com/Homebrew/homebrew-core/6bd4c17dff@5ec3fb00995226923599f7a80286f/Formula/p/postgresqle15.rb
HERURARRBBRURRERBERRRRERRERRBBRURBRRBRURRER BB RRRRERRBRRRBERRBRRUBRURBERRBRURRERRBRRRRERRBRRRBRURBERRBRERREHRRBBRRRERRBBRURRER BB E BB BRRRERRBHRRURY
Downloading https://ftp.postgresql.org/pub/source/v15.5/postgresql-15.5.tar.bz2
fEa e dadsdassdiasdsssdsdsdisdadasisasiisisdssidisdassdissisisdadasissadssdadadisdadasiadadisssdasdiaddsasisiadisdadasisiadissdasissdssiasisisisiy
Installing dependencies for postgresql@15: gettext, ca-certificates, openssl@3, krb5 and readline
Installing postgresql@l5 dependency: gettext

./configure --disable-silent-rules --with-included-glib --with-included-libcroco --with-included-libunistring --with-included-libxml --with-emacs --with-1

Figure 9: PostgreSQL download

7.0.3 Installation of PG Admin

For a user-friendly database management interface, install PG Admin. Visit their official
site:

https://www.pgadmin.org/download/pgadmin-4-macos/

Download the appropriate dmg or exe file, install it on your system, and launch PG
Admin. Figure [10| provides a preview of PG Admin.
shows the preview of PG Admin.



https://www.pgadmin.org/download/pgadmin-4-macos/

Browser

v £ servers (1)
v @ spw

v = Databases (2)

>

> Casts

mydb

postgres

> 9 Catalogs
> [ Event Triggers

> 8 Extensions

>

Foreign Data Wrappers

Languages

> @ Publications
v 9% Schemas (1)

v & public
Aggregates
41 Collations
® Domains

>
>
>

[y FTs Configurations

[y FTS Dictionaries
Aa FTS Parsers

FTS Templates
[ Foreign Tables

{&} Functions

Materialized Views

i Operators

) Procedures

1.3 Sequences

> [5 book_transactions

ables (4)

v [ books

>

>
>

>

B Columns

» 4 Constraints

&, Indexes

() RLS Policies
Rules

3+ Triggers

s

B % Q>

Properties SQL  Statistics Dependencies Dependents Processes g public.books/postgres/root@SPW
& | public.books/postgres/root@SPW s
BN~ BRIV ad - Nolimt ~ ®m| »p v B @Y % B = @

Query  Query History

1 SELECT * FROM public.books
2 ORDER BY book_id ASC

Data Output Messages  Notifications

S RvO0 s 8 &2 |~

book_id title author

[PKlinteger #  character varying (255) 4 character varying (255)
1 242 athi test
2 2324  Wishdon Howard
3 32342 Mystry of death RH. Robert

Total rows: 30f 3 Query complete 00:00:00.291

M Scratch Pad X

published_year , isbn available
integer 4" character varying (20) 4 boolean
52342 242
2022 2324
2023 32342

Figure 10: A view of PG admin

user_id
integer

4

Ln1,Col1



References

fla (n.d.).
URAL: https://flask.palletsprojects.com/

job (n.d.).
URL: https://joblib.readthedocs.io/

nod (n.d.).
URL: https://nodejs.org/en

npm (n.d.).
URL: https://docs.npmjs.com/

pan (n.d.).
URL: https://pandas.pydata.org/docs/

pos (n.d.).
URL: https://www.postgresql.org/

pyt (n.d.).
URL: https://www.python.org/

rea (n.d.).
URL: https://legacy.reactjs.org/

sci (n.d.).
URL: https://scikit-learn.org/



	Prerequisites
	Python Environment Setup
	Installation of Pandas
	Installation of Required Python Packages for Flask Application
	Installation of Front-end Dependencies for React JS Application
	Installation of Scikit-learn and Training with Dataset
	Installation of PostgreSQL
	Download PostgreSQL
	Select Version
	Installation of PG Admin



