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1 Introduction

This document captures the detailed information regarding necessary software and hardware
components to build and execute python programs for homomorphic encryption and
decryption of Sample open banking API payloads. It would help reader understand and set up

similar environment as the researcher to successfully, in a practical manner.

Rest of the document has following key sections —
= Environmental setup
= Coding Implementation
= Sample Payload Encryption
= Sample Payload Decryption

2 Environmental Setup
Your second section. Change the header and label to something appropriate.

2.1 Hardware Requirements

e Available RAM — 32GB
e  Minimum RAM - 8GB
e Disk space —1 TB SSD

2.2 Software Requirements

e Windows 10
e Python 3.8.10
o C++17

2.3 Additional Tools
e Visual Studio Code

2.4 Libraries
The list of libraries used and required have been listed in the table below.

Table 1 : Libraries

Library Description




Pyfhel! It is an optimized Python API library for C++ based backend for
homomorphic encryption schemes such as BGV, BFV and CKKS.

Numpy? It is a Python library which supports large, multi-dimensional
arrays and a number of mathematical operations on the arrays.

Base64® This Python module offers functions for encoding binary data into
printable ASCII based strings and for decoding ASCII character
based strings into Binary data.

Json* Itis a library used to parse JSON from string or files on the file
system.

3 Coding Implementation

3.1 Encryption Programs

In the following section, screenshots are provided for Pythong programs built to
homomorphically encrypt transaction and party API payloads based on BFV scheme, using
Pyfhel and other libraries mentioned above.

3.1.1 Encryption of Transaction API using BFV

np
rt Pyfhel, PyPtxt,

e import datetime

my_dictionary(dict):

__dnit_ (self):
self = dict()

add(self, key, value):
self[key] = walue

is_timestamp(attributeval):
try:
time.strptime(attributeval, "%

alueError:
return

base64ofitem(data):
return base64a.b64encode({data).decode( utf-8")

encryptPiiIntvalue(piivalArr, HE):

cipherPiival E.encryptInt(piivalArr)
decryptedPii E.decryptInt(cipherPiival)[@e]
print(”all » decryptedPiivl)

return bas tem(cipherPiival.to_bytes())

1 https://github.com/ibarrond/Pyfhel

2 https://numpy.org/doc/stable/release/1.26.0-notes.html
3 https://docs.python.org/3/library/base64.html

4 https://docs.python.org/3/library/json.html



encryptPiiIntArray(piivalArr, HE, len):
cipherStringval = HE.encryptInt(piivalArr)
decryptedPiivl = HE.decryptInt(cipherStringval)[:len]
print(“all » decryptedPiivl)

irn baseb4ofitem(cipherStringval.to bytes())

encryptPiistringvalue(piivalueString, HE)

char_array = np.fromstring(piivalueString, dtype='s1")
print(lis
myChrToIntlis
for character in char_array :
chrint = ord(character)
print(chrInt)
myChrToIntlist.append(chrInt)
piichrvalArr = np.array(myChrToIntlist, dtype=np.int64)
ryptedCharArray = encryptPiiIntArray(piichrvalArr, HE, len(myChrToIntlist))
irn encryptedCharArray

setHeContextAndsave(data):

HE = Pyfhel()

HE . contextGen(scheme=" n=1624, t = 65537)

HE . keyGen()

s_context = HE.to bytes context()

data.update({" text": basebdofitem(s context)})
s_public_key = HE.to_bytes_public_key()

data.update({" base6dofitem(s_public_key)})
s_secret_key = HE.to_bytes_secret_key()
data.update({"priv (ey": basebdofitem(s_secret_key)})

encryptionRoutine(item, value):
if item piiAttributes
print("PII
mylist =[]
mylist.append(value)

piivalArr = np.array(mylist, dtype=np.int64)
return encryptPiiIntvalue(piivalArr, HE)
t (valueError):
if is timestamp(value):
(" ng ti amp er D)

urn encryptPiistringvalue(value, HE)
return value

recursiveEncryption(item, value):
if isinstance(value, dict):
for nestItem in value:
print(nestItem)
nestItemvalue = value[nestItem]
recursivekEncryption(nestItem, nestItemvalue)
S ELH
encryptedval = encryptionRoutine(item, value)
for idx, itemToUpdate in er ate(transactionData):
if item itemToUpdate:
transactionItem = transactionData[idx]
transactionItem.update({item: encryptedval})




f = open("transac

data = json.load(f)
transactionData = data[ Tr:
piiAttributes = {'Transactio

HE = setHeContextAndSave(data)
for keyvalue in transactionData:

for item in keyvalue:
value = (keyvalue[item])
recursiveEncryption{item, value)

with open("TransactionOutput.json”, "w") as outfile:
106 .dumpdata, outfile)

f.close()

3.1.2 Encryption program for Party API

__init  (self):
self = dict()

add(self, key, value):
self[key] = value

is timestamp(attributeval):
ne.strptime(attributeval,
urn
t ValueError:

return

basebsdofitem(data):
return base64.bé4encode(data).decode( " utf

encryptPiiIntValue(piivalArr, HE):
cipherPiival = HE.encryptInt(piivalArr)
decryptedPiivl = HE.decryptInt(cipherPiival)[e]

print(”all 1 ", decryptedPiivl)
return baseedofitem(cipherPiival.to bytes())



encryptPiiIntArray(piivalArr, HE, len):
cipherStringval = HE.encryptInt(piivalArr)
decryptedPiivl = HE.decryptInt(cipherStringval)[:len]

print(“all good ", decryptedPiivl)
return base6dofitem(cipherStringval.to bytes())

encryptPiiStringValue(piivalueString, HE)

char_array = np.fromstring(piivalueString, dtype='51")
print(list(char _array))

myChrToIntlist =[]

for character in char array :

chrInt = ord(character)
print(chrInt)

myChrToIntlist.append(chrInt)
piichrvalarr = np.array(myChrToIntlist, dtype=np.int64)
encryptedCharArray = encryptPiilntArray(piichrvalarr, HE, len(myChrToIntlist))
return encryptedCharArray

setHeContextAndsave(data):

HE = Pythel()

HE.contextGen(scheme="bfv', n=1024, t = 65537)

HE . keyGen()

s_context = HE.to bytes context()

data.update({’ “: basebdofitem(s context)})

s _public key = HE.to bytes public key()
data.update({"publickKey": base6dofitem(s public key)})
s_secret key = HE.to bytes secret key()
data.update({"pr “: base6dofitem(s secret key)})
return HE

encryptionRoutine(item, value):
if item piiAttributes :
print(“PII attribute™)
mylist =[]
mylist.append(value)
try:
piivalArr = np.array(mylist, dtype=np.int64)
return encryptPiiIntvalue(piivalArr, HE)
(valueError):
if is_timestamp(value):

("skipping timestamp en ion")

eturn encryptPiistringvalue(value, HE)

return value



PécursiveEnéryptiontitem, vélue);
if isinstance(value, dict):
for nestTtem in value:
print(nestItem)
nestItemvalue = value[nestItem]
recursiveEncryption(nestItem, nestItemvalue)

else:
encryptedval = encryptionRoutine(item, value)
for idx, itemToUpdate in e ate(transactionData):
if item itemToUpdate:
transactionItem = transactionData[idx]
transactionItem.update({item: encryptedval})

= json.load(f)
transactionData = data[ "Part
piiAttributes = {'Name', 'Full
HE = setHeContextAndSave(data)
for keyvalue in transactionbData:
for item in keyvalue:
value = (keyvalue[item])
recursiveEncryption(item, value)

with open("Part pu ", "w") as outfile:
.dump(data, outfile)
14 F.close()

3.2 Decryption Programs

In the following section, screenshots are provided for Pythong programs built to
homomorphically decrypt transaction and party API payloads based on BFV scheme, using
Pyfhel and other libraries mentioned above.

__init_ (self):
self = dict()

add(self, key, value):
self[key] = value

if (item == °
contextBinary b 54 .b64decode(value)
HE.from_bytes context(contextBinary)
if (item == ‘publi /
publicKeyBinary D bé4decode (value)
HE.from_bytes_public_key(publicKeyBinary)
if (item == ° ratek 8
privateKeyBinary 64.b64adecode(value)
HE.from bytes_secret_key(privateKeyBinary)

decryptionRoutine(item, value):
if item piiAttributes :
ciphertextBinary = 64 .b64decode(value)
ciphertextBinary = PyCtxt(pyfhel-HE, bytestring-=ciphertextBinary)
plaintext = HE.decryptInt({ciphertextBinary)
print(“plain text ar ", plaintext)
plaintextArr = plaintext[plaintext 1= @]
if(len(plaintextArr) > 1) :




actualtext = *".join(chr(code) for code in plaintextArr)
print( ual text"”, actualtext)
urn actualtext

return plaintextArr[e]
turn value

recursiveDecryption(item, value):
if isinstance(value, dict):
for nestItem in value:

nestItemvValue = value[nestItem]
recursiveDecryption(nestItem, nestItemvalue)
else:
decryptedval = decryptionRoutine(item, value)
for idx, itemToUpdate in ate(transactionData):
if item itemToUpdate:
transactionItem = transactionData[idx]
transactionItem.update({item: decryptedval})

£ = open( 'Pa p
data = json.load(f)
transactionData = data[ 'Pa
piiAttributes = {"Name
contextAttributes

ut. ]

HE = Pythel()
for item in data:
if (item == nt
contextBinary

HE.from bytes context(contextBinary)

if (item == 'public
publicKeyBinary = ba .beddecode(data[item])
HE.from bytes public key(publicKeyBinary)

if (item == 'p o
privateKeyBinary ase64.beAdecode(data[item])
HE.from bytes secret key(privatekeyBinary)

* key in contextAttributes :

data.pop(key)

- keyValue in transactionData:
for item in keyvalue:
value = (keyvalue[item])
recursiveDecryption(item, value)

with open("D ) dTransaction.json”, "w") as outfile:
json.dump(data, outfile)




3.2.2 Decryption program for Transaction API

1 Js 1

tmp_dir = tempfile.Temporar
tmp _dir name = tmp_dir.name

ct):

__dinit_ (self):
self = dict{)

add(self, key, wvalue):
self[key] = value

setHEContext(HE, item, wvalue):
if (item == * c
contextBinary ba .beadecode(value)
HE . from_bytes_context(contextBinary)
if (item == ‘publick
publicKeyBinary 4 .beadecode (value)
HE .from_bytes_public_key{publicKeyBinary)

it (item == 'p ) =
privateKeyBinary = ba >4 . b6adecode(value)
HE . from_bytes secret key(privateKeyBinary)

decryptionRoutine(item, wvalue):
if item piiAttributes
ciphertextBinary = b 54 . b6dAdecode (value)

ciphertextBinary = PyCtxt(pyfhel=HE, bytestring=ciphertextBinary)
plaintext = HE.decryptInt(ciphertextBinary)
print("plain text ", plaintext)
plaintextArr = plaintext[plaintext != 0]
if(len(plaintextArr) > 1) :
actualtext = '*.join(chr(code) for code in plaintextArr)
print(“actual text", actualtext)
return actualtext

rn int(plaintextArr[@])
return value
recursiveDecryption(item, value):

if isinstance(value, dict):
for nestTtem in value

nestItemvalue = value[nestItem]
recursiveDecryption(nestItem, nestItemvalue)

else:
decryptedval = decryptionRoutine(item, value)
for idx, itemToUpdate in enumerate(transactionData):
if item in itemToUpdate:
transactionItem = transactionData[idx]
transactionItem.update({item: decryptedval})

T = open('Transa

data on. load(f)
transactionData = data[ 'Trans
piiAttributes = {"Tra
contextAttributes = {




HE = Pythel()
for item in data:
if (item == ‘context’) :
contextBinary = be4decode(data[item])
HE.from bytes context(contextBinary)
if (item == 'publ
publicKeyBinary = b bé4decode(data[item])
HE.from bytes lic_key(publicKeyBinary)
if (item == 'pr eKey') :
privateKeyBinary = base64.bé4decode(data[item])
HE.from bytes secret key(privateKeyBinary)
for key in contextAttributes :
data.pop(key)

for keyvalue in transactionData:
for item in keyValue:
value = (keyvalue[item])
recursiveDecryption(item, value)
with open("DecryptedTransaction.json”, "w") as outfile:
json.dump(data, outfile)

4 Sample Payload Encryption and Decryption

4.1 Pary API Sample payloads (before encryption, after encryption, and
after decryption)

4.1.1 Party API Payload Before Encryption

"PartyId":

"LegalStructure
"BeneficialOwnel
"AccountRole"
"EmailAddress
"Relationship
"Account”

"AddressType™: "
"StreetName"
"BuildingNu
"PostCode":
"TownName™ :
"Country™: "




4.1.2 Party API Payload After Encryption

{"Party”: [{"PartyId”: "PABC123", "PartyType": “"Sole", "Name": "XqEQBAAAAABXQAAAAAAAADSTUXETFLIrCSmrQuWg

+OEOGLcUBFB11m6TfaclIEar1 AATAAAAAAAAAAAQAAAAAAAABAAAAAAAAAAAAAAAAAPA /

AQAAAAAAAABEORAEAAAAABhAAAAAAAAAAABAAAAAAAA ] COUDAAAAAMP T e gMAAAAAQT M1 AQAAAADIWCECAAAAANUS CAMAAAAA

+MqSBWAAAACC IS CHAAAAAPXRBE TAAAAAXQCEBAAAAAAQPEQHAAAAATDY IQTAAAAABDL dAQAAAADTedWDAAAAAG T SHQMAAAAAL FASAQAAAAD+ENADAAAAAEabXAEAAAAALHD

+BQAAAABF I SSEAAAAAGCHMQIAAAAA+XVSAAAAAAC]SAQFAAAAAP 31 0ATAAAAACG T 1ABAARAATWEMEAAAAACYY+QQAAAAAP SANBQAAAAD/

zeIDAAAAAL BZKAIAAAAAPFOMBWAAAADZ Pt CDAAAAAB ] FNAYAAAAAINBQBAAAAAANjGAAAAAAAN7 ALQEAAAAAY 1 PABWAAAACASKKGAAAAAGGEWQAAAAAAFYMEAEAAAABONATBAAAAAGYML g
UAAAAAYOYSAZAAAABU SbkFAAAAALS FWEQAAAAAC lBVAgAAAA(OSCUAAAAAA(VSEIgAAAAAA7 ZlngAAAADida SCAAAAADS ] 2WUAAAAATPUVAAAAAABNGGSBAAAAAMKUTIQAAAAAA
+34TAQAAAADr 400HAAAAAL CTWQQAAAAAE 1 05BEAAAABA9Y 8HAAAAANG t EAEAAAAAOMNHAQAAAABACMAHAAAAAMVE FWEAAAAADDVAAAAAAABRChODAAAAANNDAWMAAAAAPS UDAWAAAACT /
TYCAAAAAEXO5QUAAAAAGSABBAAAAAC mSJESGAAAAAPBbAAIAAAAAkjnUAAAAAA(ea

+YCAAAAATOJagYAAAAAKrPRAQAAAAB 6T tkAAAAAABYDEAEAAAAAT 2 SHAEAAAADS QI SHAAAAATKWVWAAAAAAOKU

+AAAAAAAT TOICAAAAAFZgeQAAAAAAQMT EAQAAAAB2UhBGAAAAAHEDAQTAAAAAS TMABEAAAADY LOQDAAAAAHHVHET AAAAANhWIAAAAAADXWF K EAAAAABU7 M gCAAAAA
3I‘BBgAAAAA‘Fr‘pA[AAAAACVX1AIAAAAA1j NNBAAAAAC73WIDAAAAACSS 1QYAAAAAESEKAQAAAACENDBBAAAAADE ] CWUAAAAA]gViAwAAAAAxdtkEAAAAAHVBKgF‘mAAAAhqu EQAAAAAj eM4
CAAAAALYMOEQAAAAAIKGDBAAAAABBD XOGAAAAAN1DDETAAAAAMNOABEAAAADWCY IDAAAAAT IMXAYAAAAAGBXWAGAAAAAF ] ESFAAAAANOWUAUAAAAACN J 1BQAAAADL uJOCAAAAAN7RIQUAA
AAAASVTBAAAAADAFAWCAAAAAOCTIGAUAAAAA+YBNBQAAAAAUXQSFAAAAADXAHAEAAAAAB rq ngAAAABwZBSFAAAAADUNZgAAAAAAS atvAAAAAADL 1WOBAAAAAB ingUAAAAAl“NR/
BQAAAABPX+IAAAAAATQOVAAAAAAAANMIAQAAAABL ST THAAAAAT 27 KQAAAAAAWNC BAAAAAAAYGDECAAAAAK

+XOQMAAAAACMVOAQAAAACVNOBCAAAAAPSCEECAAAAATTqUBEAAAAD 33K SGAAAAAALE f QAAAAAAV UBEBQAAAADTLNg FAAAAAAKANAEAAAAAAXY JAWAAAAAVOGYHAARAAA /

2YQIAAAAAEXBCBEAAAAAhZ DMHAAAAABP 2 +WQAAAAATOZbBEAAAAC SNZYFAAAAAKG69hACAAAAAL XOKBAAAAAB+T CKAAAAAAPWITQAAAAAAGNT 1 BEAAAAD LT CMBAAAAAHT TgYAAAAAX /
NAQAAAACL ShQAAAAAANSTXZEAAAAA2 IDNAAAAAABNRNCHAAAAAT EACAEAAAAAT7OCSAWAAAADX peOEAAAAAL UTXEEAAAAAK hNnHBWAAAABUINUEAAAAAMTUUEEAAAAArZSeAgAAAADWakoBA
AAAAL9L1gQAAAAAD316BEAAAABZRAKFAAAAAOTbZSEAAAAAXMRGBEAAAADIX 2 KCAAAAAC 2 f g CAAAAAMKZ MAWAAAAD Qg CAAAAAC 7QWQAAAAAT 11 pBQAAAADKNC CHAAAAAMh20AEAAAA
Ab7j17AWAAAACHOWSHAAAAAETTBQTAAAAACGSBBEAAAAA ] PKUDAAAAAB /1 jgUAAAAAD

+I1IBgAAAADTEEYFAAAAATNI ZWQAAAAAKK 7 yBQAAAADAHEKF AAAAAMXT SATAAAAAKIWIWBEAAAABT K SEHAAAAAC 1 VOAMAAAAAS AYQAWAAAACPY 8ICAAAAABMONECAAAAADL D
+AQAAAACZRGEGAAAAADUVUE TAAAAAEHNTBEAAAAC3AF BFAAAAAA 7 JQQAAAAAN/ MWAAAAAAAST L ABAAAAAL j rSECAAAAA JCXPAAAAAAAS 3 C8FAAAAAGEBNQAAAAAAS 1 4
+BAAAAABP|3I».'SAAAAAAI/NZQUAAAAA|J1' uMEgAAAAAdBMBHAAAAAI eimgEAAAAAgFQUEwAAAAA}eqFAAAAAO+V6AQAAAAAZ rIWAWAAAADL G34BAAAAAC/

SRECAAAAADSCDAQAAAAB jGDUCAAAAAAAX JWUAAAAATKXGAAAAAAC3DAAFAAAAABXL BQUAAAAANK / AAWAAAAANSL OAAAAAAGTRMQY AAAAAVD  bAAAAAAAGURUGAAAAAD
+FBQUAAAAAZmCPBEAAAAArKU SGAAAAATQWRACAAAAASh L/AQAAAA(Yq/gGAAAAAOJ 3ZwQAAAAAOVHhIBQAAAAC (OlMEAAAAAanygVAAAAADS‘FAANAAAABt /
PYBAAAAALVIWWEAAAAAIVBVBQAAAAAW/

1EDAAAAAHXACEQAAAAACWWXAZAAAAC IWTEGAAAAAETdmwYAAAAAWDWY AGAAAABOLEAGAAAAADA7 1AQAAAAADY1AAQAAAABHOFWEAAAAABWE 7 gAAAAAARVIEAQAAAADCUYWAAAAAADZWAEA
AAAAAlHVSEgAAAAB bOMkHAAAAAFHMIWAAAAAAT kBBBAAAAAASEpA(AAAAAEfHNAVAAAAAge‘FwAQAAAAArzlE FAAAAAL UWSWYAAAAAZSXUAQAAAAALACSBAAAAAEHVEAQAAAAAIQTSAWAAA
AASRLIBAAAAAGMIKWMAAAAAKX1eBWAAAABBE/

ACAAAAAFkDXAAAAAAAdXVGAwAAAAAlyGSHAAAAAEZNdeAAAAAquHEQAAAABta ZI(AAAAAEfjAAIAAAAAUkBBEgAAAABBngEAAAAAKVgFA!“IAAAAAanFAAAAAABX\I/
BAAAAAAEE1WCAAAAA jZIUAWAAAADE

4.1.3 Party API Payload After Decryption

{"Party”: [{"Par , "PartyType”: "s Name” : c", "FullLegalName tec Limit
PrivateLimit )8 "BeneficialOwnership™: , "AccountRol .OBIE. al", "EmailAddress™:
"Relationships”: 1 "22289"}}, "Address™: [{"AddressType": ' reetName” :
"PostCode”: 0 | }}l

4.2 Transaction APl Sample payloads (before encryption, after
encryption, and after decryption)

4.2.1 Transaction API Payload Before Encryption

{} Transaction.json > [ ] r:
£
“Transaction™:

"AccountId
“TransactionId
"TransactionReferenc
“Amount” :

“Amount”

“Currency
B>
"CreditDebitIndicator™:
"status™: ™ "
"BookingDateTime
“"ValueDateTime"™
"TransactionInformation
"BankTransactionCode

"Proprietary
“Ccode™: “Tr

“Issuer™:
3>
"Balance"
“Amount”
Amount

Currency™: "GB

10



4.2.2 Transaction API Payload After Encryption

I["Tr'ansaction" : [{"AccountId”: “22289", “TransactionId”: “123", “TransactionReference”: "XqQEQBAAAAABXQAAAAAAAADEfUXLTFLIirCSmrowg
+OEOGICUBFB11m6TfaclIEar LAATAAAAAAAAAAAQAAAAAAAAB; PA/
AQAAAAAAAABEORAEAAAAABhAAAAAAAAAAAEAAAAAAADTHET DAAAAAOOTHAEAAAAA bBgAAAADUUTAGAAAAATINGAMAAAAA
+b8YBWAAAAChMrAAAAAAAT cZ JAEAAAAAPEDS AWAAAAD7 FEEGAAAAAE QL 3WMAAAAAUVC JBQAAAABO T SUBAAAAAC JMI gYAAAAAQWAVBWAAAADL 20QBAAAAAPKT gAUAAAAASK3+AAAAAADRN
+OFAAAAAEHUZQQAAAAAD JANAWAAAADWL CY CAAAAAANT YWAAAAAA / 6 QAQAAAADEIGAHAAAAAGM3dEUAAAAAL DIy AAAAAAC3+dOHAAAAAL e STWYAAAAAD FQYBQAAAADZ Se SDAAAAAA /
djQCAAAAASUSZBQAAAADZ N'VAFAAAAAAAINWEAAAAACY 7bBWAAAADGWC OEAAAAAT F jKACAAAAAVQEIBQAAAAB L KSEBAAAAAFP kSEUAAAAA2 2 X KAZAAAABIWDZ SEAAAAATWAUEYAAAAAUBMK B

QQCAAAAAD7 LqwAAAAAAYNS50AZAAAAB T 07 gAAAAAAT 69 FWMAAAAAULGKAQAAAACCYUTGAAAAANS I BAEAAAAAY X6 AAAAAABOXQUCAAAAAF /T

WEAZAAAACO JWAHAAAAAPEMOQMAAAAAr tbaAgAAAACSXCSEAAAAATYIWKAQAAAAACKOUBAAAAABTOQOAAAAAATEQIWUAAAAADCHABAAAAAASKSTAAAAAACCU

+HWAAAAAAAUEXAQAAAABUUAWF AAAAAL E9NAEAAAAARZ a6 AWAAAADE6ZYDAAAAANT 11WYAAAAATQN+ASAAAABS YWWCAAAAATQVKAYAAAAAY SG] BWAAAADDXOKAAAAAAFMB /
QMAAAAAY aXbBAAAAAD7EGUCAAAAAB+JMZQAAAAAHMKCBAAAAABESWAE AAAAAGT 7 TQAAAAAASTB1 BQAAAAACZ dBCAAAAAT Ti EYAAAAAL CreAWAAAADD i
+8DAAAAAMI dGEQAAAAASh1OBWAAAACK JXIGAAAAACUOLgMAAAAAAY+GBQAAAADY d
+@BAAAAAHSOUWUAAAAATVR eAQAAAAACF TWGAAAAAMCOAQMAAAAA TKPAAQAAAAAHD 2KGAAAAADAMI gEAAAAAF HXKBAAAAADS 7 e AGAAAAABXEAWAAAAAADQL ZBQAAAADY VIWACAAAAAT 1 7QAU
AAAAAEXS JAQAAAABHHOOCAAAAADC MVQQAAAAAAD AHBAAAAABDWSWHAAAAAKMUTQTAAAAAAY J JAWAAAAADL 7 EDAAAAACOSBAMAAAAAS j 7 TAAAAAAAHY KB EAAAAAF WV EWEAAAAANNYQBWAAA
AD/FWAGARAAADDK SQEAAAAAACKBBWAAAABGEVYEAAAAAHUCGEMAAAAAZVZQBAAAAAAEY JBGAAAAAT 1 JFACAAAAAUTZKAEAAAABY XEAAAAAAAGALKEEAAAAA]aSOBQAAAAD/
ZQCAAAAAAPabVvWIAAAAANE j
+BAAAAAASOPQFAAAAAEGHWQCAAAAAYMI VAAAAAABEPTAHAAAAACrRCAUAAAAAB 1OAEAAAABUKAAAAAAAATAE pWAAAAAABdY DAGAAAADSQVE EAAAAANAVPAMAAAAAZ SO ] BWAAAAAGOYAAA
AAAAN] S SQEAAAAAVCCXAAAAAAC JNMEEAAAAACHMMWCAAAAAMhTTBEAAAADXD / TEAAAAAOVS bAMAAAAAZ NWABWAAAAD /
hSgAAAAAAHFbbgUAAAAAKY z JAZAAAAASOX SAAAAAAT i OpWCAAAAADI TGAZAAAACFOdQGAAAAANT BYQQAAAAATNEOAQAAAABI Y
+AAAAAAANNZWAMAAAAAS PRUBZAAAABZAhKGAAAAATMOKWQAAAAALUNAAAAAAABY 1Y YDAAAAAGONHOMAAAAA2 vIMBWAAAACXOBOF AAAAAT 22 CQMAAAAAX LG AZAAAADOACACAAAAANTXNQA
AAAAANUCWAQAAAAD
+UGABAAAAAFXhagYAAAAAP 336BQAAAABCe TEBAAAAAL 1 YKACAAAAAWWMIBEAAAAAT XAACAAAAAF X7 XEYAAAAAAEDBAAAAAAC EZ QUAAAAAAL DBhQCAAAAAN3IMXAEAAAAD IOMACAAAAADGTO
ESAAAAAASG ] XBAAAAACSKPTAAAAAAGQSZQEAAAAATVCGBWAAAADY G TCFAAAAAAECT EYAAAAADSTYAAAAAACY 204GAAAAACIRXWIAAAAANC/
GBgAAAADH I KwFAAAAAMROWWMAAAAAMW T e BAAAAADTOZMEAAAAACT P LWMAAAAAAUMIAQAAAADaY 1 IGAAAAAOWIRAEAAAAAG T 7KBQAAAADI 7/
BAAAAAATXTOQAAAAAAZ27WAQAAAABAFZCHAAAAA T TUWZY AAAAAMRNGAQAAAAADY 1AF AAAAAEPVQWUAAAAAO
+IrFBAAAAACTIATABAAAAAT UIUWEAAAAAULAUAQAAAACC35AF AAAAATVCNAMAAAAALODAAQAAAADN JTCAAAAAADPZ CAYAAAAAF IWr BWAAAACHI RYAAAAAAB ] 2EAYAAAAAIZ SUBAAAAABIOSA
EAAAAAE/ / AAAAAAAARDSMAWAAAACIWS 1 KEAAAAAHDVWEUAAAAAVI X TBQAAAAB/ Tb T FAAAAAGCAKACAAAAAT] Y OHAAAAAABRSBCAAAAAAKMIL JAEAAAAA
+OpBAQAAAAAWE FOBAAAAAF 1 3EGMAAAAAKV SVBWAAAAACI STGAAAAAF S JCZIAAAAAT D/ HAQAAAACSBTBCAAAAALAY JAUAAAAAOF JTBQAAAAC
+XCEGAAAAAEYV7WUAAAAAZ CM2AWAAAADeDaABAAAAAPME LW CAAAAATNNTAAAAAADGDB 8FAAAAADZMYECAAAAAT1gHAAAAAAAL KLEGAAAAAOTWHQAAAAAABG S TBEAAAAAG UMFAAAAABICW
ZEAAAAAUAAUBWAAAACNOKK FAAAAAEATWAUAAAAAJGL TAQAAAABTOPWE AAAAANT bOWMAAAAA 1081 BZAAAABW] ykBAAAAANZ Z AYAAAAADYH] AQAAAABRN TEAAAAAAGKB CAEAAAAAKHMAAAA
AAADRWI sDAAAAAK CJOAQAAAAATKwZ BQAAAADOKOSDAAAAAOpe JQTAAAAAUahKBWAAAABZ SWEHAAAAANAqCg CAAAAAMA 01 BEAAAADE JBWAAAAAAKHI pWIAAAAAE 7WOBAAAAACOSWKEAAAAA
MQ7hAQAAAAATRMUBAAAAADGT
+CBAAAAAL pa3wIAAAAAX T 1 SAWAAAACANDE DAAAAAK XOHQCAAAAACaBIAWAAAARjVNEEAAAAAFDY FATAAAAAYKE6AWAAAAAPADWBAAAAAFRT j AQAAAAATCNHBWAAAABM1VMAAAAAAOR2AWT
AAAAALXESBWAAAACKD+YAAAAAAT STYEMAAAAAZA +TBWAAAAATLL rEBAAAAAE 1 pGAYAAAAAE " XKAEAAARACO

4.2.3 Transaction API Payload After decryption

"TransactionReference™: "Ref 1", "
okingDateTime 1 4 alueDateTime
h from Aut E: i e": { i C 1 SubCode”

)
proprietaryBankTransactionCode ("Code" A 3ank i e ["Amount”:
"CreditDebitIndicator™: it", "Type
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