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1 Introduction 
 

This document captures the detailed information regarding necessary software and hardware 

components to build and execute python programs for homomorphic encryption and 

decryption of Sample open banking API payloads. It would help reader understand and set up 

similar environment as the researcher to successfully, in a practical manner.  

 

Rest of the document has following key sections – 

▪ Environmental setup 

▪ Coding Implementation  

▪ Sample Payload Encryption 

▪ Sample Payload Decryption 

2 Environmental Setup 
 

Your second section. Change the header and label to something appropriate. 

2.1 Hardware Requirements 

• Available RAM – 32GB 

• Minimum RAM – 8GB 

• Disk space – 1 TB SSD  

2.2 Software Requirements 

• Windows 10 

• Python 3.8.10 

• C++17 

2.3 Additional Tools 

• Visual Studio Code 

2.4 Libraries 

The list of libraries used and required have been listed in the table below. 

 

  Table 1 : Libraries 

Library Description 
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3 Coding Implementation 

3.1 Encryption Programs 

In the following section, screenshots are provided for Pythong programs built to 

homomorphically encrypt transaction and party API payloads based on BFV scheme, using 

Pyfhel and other libraries mentioned above.  

 

3.1.1 Encryption of Transaction API using BFV 

 

 

 
 
1 https://github.com/ibarrond/Pyfhel 
2 https://numpy.org/doc/stable/release/1.26.0-notes.html 
3 https://docs.python.org/3/library/base64.html 
4 https://docs.python.org/3/library/json.html 

Pyfhel1 It is an optimized Python API library for C++ based backend for 

homomorphic encryption schemes such as BGV, BFV and CKKS. 

Numpy2 It is a Python library which supports large, multi-dimensional 

arrays and a number of mathematical operations on the arrays. 

Base643 This Python module offers functions for encoding binary data into 

printable ASCII based strings and for decoding ASCII character 

based strings into Binary data. 

Json4 It is a library used to parse JSON from string or files on the file 

system. 



3 
 

 

 
 

 



4 
 

 

 
  

3.1.2 Encryption program for Party API 
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3.2 Decryption Programs 

In the following section, screenshots are provided for Pythong programs built to 

homomorphically decrypt transaction and party API payloads based on BFV scheme, using 

Pyfhel and other libraries mentioned above. 

3.2.1 Decryption program for Party API payload 
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3.2.2 Decryption program for Transaction API 
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4 Sample Payload Encryption and Decryption 

4.1 Pary API Sample payloads (before encryption, after encryption, and 

after decryption)  

4.1.1 Party API Payload Before Encryption 
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4.1.2 Party API Payload After Encryption 

 
 

4.1.3 Party API Payload After Decryption 

 
 

4.2 Transaction API Sample payloads (before encryption, after 

encryption, and after decryption) 

4.2.1 Transaction API Payload Before Encryption 
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4.2.2 Transaction API Payload After Encryption 

 

4.2.3 Transaction API Payload After decryption 

 
 


