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1 Requirements

Wireshark installed
Snort installed

Server to act as firewall
Network environment

2 Configuration Setup

Wire shark installation
- Download latest version of Wireshark from official website
- Complete the installation as per commands
- Ensure that it is configured to capture traffic on particular network interface.

Snort Installation
- Download latest version of snort from official website
- Complete the installation as per commands
- Ensure that it is configured as per specific requiring of network

Network Topology setup
- Firewall server with network interface
- Configure IP address and subnet masks
Wire shark configuration
- Open Wireshark and select the appropriate network interface for testing
- Capture filters to focus the traffic type for analysis
- Set display filters for packet analysis of efficiency
- Use of different statistical analysis features
Snort Configuration
- Edit snort and set its configuration to defiedn network variables and preprocessors
- Configure rules based on policies and threats to monitor
- Set output plugin to log snort alerts and events
Testing and exploration
- To evaluate the functionality and threat detection capabilities of the firewall, introduce simulated
network traffic.
- Keep updated on Snort alerts for detected security events and Wireshark for in-depth packet analysis.
- Based on the observed outcomes, modify Snort setups and firewall rules.
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