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1 Data Gathering

The research paper data was gathered using Microsoft Forms. Both evaluation forms and
participants consent agreement were delivered using this solution.

1.1 Evaluation Forms

Microsoft Forms was used to collect the answer of the 30 participants that answered the 42
questions from the first and second evaluation forms. The questions and answers have been
added to the ICT Solution Artefact as their length was too large to be inserted here. Figure 1
shows the summary of number of participants and average time per evaluation. The first
evaluation form is called “Inf. Sec Awareness Knowledge Evaluation”, and the second form
is called “End of Training Knowledge Evaluation”. The first evaluation form contains 1 more
answer as a staff member has left the organisation during the training period.

Inf. Sec Awareness Knowledge Evaluation

31 25:01 Active

Responses Average time to complete Status
End of Training Knowledge Evaluation

30 42:24 Active

Responses Average time to complete Status

Figure 1 — Microsoft Forms summary of responses.

1.2 Full Dataset

In this section, the dataset that was used to record all the data collected from the research will
be displayed. This dataset was used in section 6 of the academic internship for evaluation of
the research. More details on what each column stands for are presented in the research

paper.



Table | — Research dataset

Group | ID Outcome | Completed | timestaff | timeit | Metric

B 13 0 100 173 70 0

A 35 5 0 0 192 0.026041667
C 24 8 100 426 110 0.072727273
D 23 2 100 236 130 0.015384615
D 20 -2 100 279 130 -0.015384615
A 29 0 0 0 192 0

B 28 3 0 0 70 0.042857143
D 11 0 100 210 130 0

D 7 0 100 252 130 0

B 6 5 100 251 70 0.071428571
B 16 2 100 205 70 0.028571429
A 34 3 0 0 192 0.015625

B 19 -2 100 244 70 -0.028571429
C 12 -8 100 395 110 -0.072727273
B 22 7 100 197 70 0.1

A 33 3 0 0 192 0.015625

A 31 3 0 0 192 0.015625

B 25 0 100 149 70 0

D 26 -2 100 301 130 -0.015384615
D 17 0 100 339 130 0

C 9 5 100 294 110 0.045454545
C 5 0 100 243 110 0

C 15 -7 100 924 110 -0.063636364
C 21 10 100 336 110 0.090909091
D 14 0 63.83 148 130 0

A 30 0 0 0 192 0

C 18 3 20 50 110 0.027272727
D 4 5 0 0 130 0.038461538
A 32 0 0 0 192 0

B 10 0 100 289 70 0

2 Wallpaper Images Configuration

The wallpaper configuration was separated in two sections. The first section was the setup of
Windows Server Group Policy Objects (GPO) and server scripts to allow the wallpaper
images to automatically rotate without the need of manual intervention. The second section
was to select relevant and informative image wallpapers from the cybersecurity awareness

tool to be displayed in the computers’ desktop.

2.1 GPO Setup

Windows Server provides a simple desktop wallpaper GPO that can set one wallpaper image
to be deployed across organisation computer. However, the method below describes the
process for creating a windows policy to automatically change the wallpaper of staff without
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the need of manually replacing the image every day as this was the set frequency for the
project.

The GPO was created with the name SETA Wallpaper. Figure 2 displays the first part
of the configuration which deployed the creation of a new folder in the staff computers.

SETA Wallpaper
Scope Detals Setings Delegation

Computer Configuration (Enabled)
hide
No settings defined.

User Configuration (Enabled)

Files

File (Target Path: C:\ Screenlimg.bmp)
Folders
Folder (Path: C:\ Screen)

Screen (Order: 1)

General

FFFELE

Action Update
Attributes
Path ©\Screen
Read-only Disabled
Hidden Disabled
Archive Enabled

‘Common
Options
Stop processing items on this extension if an efror occurs on this item No
Run in logged-on user's security context (user policy option)
Remove this item when # is no longer applied No
Apply once and do not reapply No

Figure 2 — Windows GPO folder creation.
Within the same GPO, we can set the image file to be copied from the source location to the

local drive of the staff computer. Figure 3 shows the setting, source and destination files.

F 8§

File (Target Path: C:\ Screen\ img.bmp)
img.bmp (Order: 1)

General

Action Replace
Properties
Source fie(s) Wipe sysvol IPU LOCAL scrig bmp
Destination file C\Screen\img brp
‘Suppress erors on individual fie actions. Disabled

Attributes
Read-only Disabled
Hidden Disabled
Archive Enabled

Figure 3 — Windows GPO file replacement.

It is now necessary to use the standard GPO setting to point out image file location and its
name. Figure 4 shows that the location path is set to C:\screen\img.bpm, the same location we
have previously set for the file to be copied.



User Configuration (Enabled)

DMX deved from the

¥
Desktop/ Desktop

Policy Setting Comment
Desktop Wallpaper Enabled

Wallpaper Name: C\ sereent img bmp.

Exanple: Using 2 local path: C:\ windows\ web\ wallpaper, hore jpg

Exarple: Using a UNC path: |\ Server Shars' Corp jpg

Wallpaper Stye: Fi
Policy Setting Comment
Enable Active Deskiop Enabled

Alows HTML and JPEG Wallpaper

—

Figure 4 — Windows GPO desktop wallpaper image selection.

This script was also setup to copy the new image every time a new logon happens to the user
while connected to the on-premises network.

Staff can be connected to the on-premises network within two scenarios:
e Being physically in the office
e Being connected via VPN.

Figure 5 shows the script being set to run in the same GPO.

User Configuration (Enabled)

Scripts
Lagon

For this GPO, Script order: Not configured

Name Parameters
CAWi SYsVoL U.LOCAL scripts\

Figure 5 — Windows GPO script execution.

2.1.1 Task Scheduler

In order to automatically replace the image, a scheduled task was created in the Active
Directory Windows Server. Figure 6 shows the setup of the General tab of the scheduled task
name “Update ScreenSaver images”.


file://///ipu-az-dc01/SYSVOL/IPU.LOCAL/scripts/screen/img.bmp

General Triggers Actions Conditions Settings History

Name: § Update ScreenSaver images

Location:  \
Author: IPU\masteripu
Description: ‘

Security options
When running the task, use the following user account:
masteripu

Run only when user is logged on

Run whether user is logged on or not

Do not store password. The task will only have access to local resource

Run with highest privileges

Hidden Configure for: wmdows Server 2019

Figure 6 — Task scheduler general tab.

The trigger of the scheduled task is set to run each 30 minutes. Figure 7 shows the 2 triggers
at evening time but with repetition after one hour for a duration of 24 hours.

General Triggers Actions Conditions Settings History

When you create a task, you can specify the conditions that will trigger the task. To change these triggers, open the task property pages using the Properties command.

Trigger Details Status
IDain At 21:17 every day - After triggered, repeat every 1 hour for a dura.. Enabled |
Daily At 21:47 every day - After triggered, repeat every 1 hour for a dura.. Enabled

Figure 7 — Task scheduler trigger tab.

The action of the task scheduler to run the scripted located in the server desktop as Figure 8
shows.

<

General Triggers Actions Conditions Settings History

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the Properties command.

Action Details
Start a program "C\Users\masteripu\Desktop\Ramdon Scrennsaver.bat”

Figure 8 — Task scheduler actions tab.

The content of the script is displayed below:




The script sets source and destination folder where the file need to be copied and replace. The
script also sets the file name that will be placed when the file is copied. Other parts of the
script set the randomisation of the files and uses all the source and destination variables to
replace the file in the destination.

2.2 Wallpaper Image Selection

Using the cybersecurity awareness tool, it is possible to navigate to the library of content and
chose to display only the wallpaper images for a simpler selection. Figure 9 displays one of
the 27 images that were selected in the process.

T El Pescador

a KnewBe4 company @
use commonly cracked e

passwords, like ‘letmein,”

or any variation of the DON'T

word ‘password,’ such use family names

as ‘p@ssword123." or birth dates or
pet's names.

PASSWORD = °
password easy for

DO use alon,
you to remember but 8

difficult for others
to guess. Think of
something you like,
such as your favorite
book or movie.

passphrase. For example,
you could use a quote
from your favorite book
or movie. imboingHori
zontafRunning' is

24 characters long,
making it hard to guess.

Figure 9 — Education desktop wallpaper image about secure passwords.

3 Phishing Simulation
Change the header and label to something appropriate.
Your third section. Change the header and label to something appropriate.



3.1 Setup

To create the delivery of email phishing simulations, the KnowBe4 tools was used. This is
done through the Phishing Campaign feature of the tool. When creating a new campaign, the
tool points out the predefined best practices and it is only necessary to adjust the section that
are specific to the organisation. Figure 10 shows that the frequency of the campaign was set
to weekly. The sending period was set up to business days and business hours. The specified
group “Group A — Wall+Phish” was selected with the appropriate participants. The field
template categories show the category that was created specifically for this campaign and
“Full Random” ensures that each user will get a different template, in most cases.

Edit Phishing Campaign

Press |F11 | to exit full screen

Note: A campaign will start 10 minutes after it is activated or created.

Campaign Name

Send to

Frequency

Start Time

Sending Period

Track Activity

Template Categories

Difficulty Rating

Phish Link Domain

Landing Page

Add Clickers to

Group A - Wall/Phis

NIV specific Groups 9]

Group A- Wall+Phis X -

One-time EAESCGMM  Biweekly ‘ Monthly ‘ Quarterly ]@

B 200112023 @ 0539 (GMT+00:00) London

(7) Send all emails when the campaign starts @

© send emails over | 3 working days AN G ]

Define Working Days and Hours Using Time Zone' (GMT+00:00) (3)

© 0900 @ 1700
] sun Mon Tues Wed Thur Fri (] sat
3 weeks ¥ | after the sending period ends @

Track Replies to Phishing Emails (2

Custom Reply-to Address Domain (7)
reply.xyzi2 @ ipu 2fa.telefon-de.com -

Keep reply content for later review ®

) Record out-of-office replies (2

-

Group A - WalliPhis X h Full Random (Randem email to each user)

[O) send Localised Emails (2)

All Ratings - @
Random Domain hd ®
Cybersecurity Starter Kit: Phishing - @
Select Group - @

() Send an email report to account admins after each phishing test
() Hide from Reports (2)

Update Campaign

Figure 10 — KnowBe4 phishing campaign configuration page.
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Figure 11 shows the seven participants of the group and other information. The names were
removed from the image to ensure anonymity.

& Back 10 Groups
Group A - Wall+Phis
Users
Status: Active > Type: al~ & Generale CSV Search by smail or niams Q-
User PFP Risk Groups Joined on Added on () Actions
2% 16.3 Staff, Training IT, Monthly ZRI022022 260872023
leamers, Group A - Wall+Phis
10% 3z Sta, Monthly keamers, Group oToX2022 26082023
A - Wall+Fhis
0% 171 Staff, Monthly keamers, Group IV0TR2023 26082023
A - Wall+ Phis
% 1685 Siafl, Monthly keamers, Groug 1VDBIZ023 28082023
A < Wall+ Phis
% 145 S1af, Monthly kamers, Group Qrnz022 267082023
A - Wall+Fhis
e 16.4 Staff, Monthly kamers, Group 15052023 26082023
A - Wall+ Phis
&% 278 Siaff, Monthly keamers, Group OTDI2022 26082023
A - Wall+ Phis

Figure 11 — Group A, wallpaper and phishing simulations group details.

Figure 12 shows the landing page selected for the campaign. The landing page is the web
page that the users are redirected to when clicking on the simulated phishing. This page
contains a short video to alert the user for the situation and some tips.

25 preview.euknowbed.com/pages/eScfalSes

[OOPS! YOU CLICKED ON A SIMULATED PHISHING TEST.

PHISHING

> 001/0:34

Figure 12 — Phishing landing page for simulation failures.
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3.1.1 Template Selection

Before the phishing campaign was created, the phishing templates were selected. KnowBe4
tool offers thousands of system and community templates. Only system templates were used
in this project. Figure 13 shows the process of searching for templates. A left-hand side panel
displays the categories of the templates and a search bar can be used to search for the

template name.

X Phishing Email Templates

Overview Campaigns Email Templates Landing Pages Domains Ignored IPs Reports

My Templates [ECVESURCULEE  Community Templates

English (Ireland) ® snow nigoen tems

System Categories

1 Templates [ 24751 ]
QR Code ©
Coronavirus/COVID-19 Phishing €3
Coronavirus Alerts (Not PST)
Coronavirus Alerts (Branded) (N
Reported Phishes of the Week
Current Event of the Week
Current Event of the Month

Scam of the Week (Not PST)

cooco00680

Scam of the Week (Branded) (N

(m]

(m]

(m]

O

S Template Name

Dunnes: Claim your £10 offt (Link)

Bank of Ireland: Weilcome to Bank of Irefand! (Linky

Adverts: Win 250 Euro! (Link)

Dropbox Data Breach: Security Breach Involving User
Information (Link)

Irish Rail: Your Booking Was Cancelled (Link)

Coronavirus - Communicable Disease Management Policy

(Link) (Spoofs Domain)

2 Updated

17/10/2019

21/03/2019

21/03/2019

08/09/2021

07/01/2020

12/03/2020

Phishing Templates (Beta)

Search
2 Difficulty  $ Catagory

English
Rk &I (Ireland)

English
Rk &I (Ireland)

English
Rk R (Ireland)

English
fadadodolel (Ireland)
English
fadadadoti (Ireland)
English

LRI A (Iretand)

a
Actions
e ©
e ©
@ o©
@ o©
@ o©
@ o©

Figure 13 — KnowBe4 phishing simulation email templates library.

The templates can be previewed before the selection and the content of the email contains
custom field that will automatically populate with your user information for an easy preview.
Figure 13 shows a simulated template impersonation a communication from Bank of Ireland.

Email Preview - Bank of Ireland: Welcome to Bank of Ireland! (Link)

From: Bank of Ireland <noreply@bank-activity.com>
Reply-to: Bank of Ireland <noreply@bank-activity.com>

Subject: Welcome to Bank of Ireland!

@ Sshow Remote Images

<
Bank of Ireland

Dear Jonas,

Template ID: 64191-203663

Send Me a Test Email

M Toggle Red Flags

Welcome to Bank of Ireland! The next step is to set up your 365 online account. You will

be prompted to enter your User ID and a temporary PIN in order to log in. Your temporary
PIN: 133138 will expire in 24 hours, on 14 November, 2023. If you have any questions or
need assistance with your account, please contact us.

Need help with your online banking?
View our helpful demo for a step-by-step guide to the most popular services available on 365 online
See Demo

We've put together a list of our top questions to help

you get started

Figure 14 — Bank of Ireland simulated phishing templated.
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Once the templates have been selected and added to the library, it is possible visualise all of
them within the system. Figure 15 shows some of the templates selected for the phishing
campaign.

Group A - Wall/Phis & show Higden lems Search Q
O % Template Name % Updated % Difficulty & Category Actions
Group A -
O Maui wildfire fundraiser (Link) (Spoofs Domain) 27/08/2023 wiwrdWiy P K ® ©
Wall/Phis
Group A -
O ZzixCorp: Sarah Butler has sent you a secure file (Link) 27/08/2023 WA w P ® ©
Wall/Phis
Your request was successfully completed (Link) (Spoafs Group A -
0 4 N y compisted (LINK) (SPOOT o70812025 e de e e 2 ® ©
Domain) (Branded) Wall/Phis
eFax: Your Customer has sent an eFax message - 4 Pages Group A -
(i ° ' . 955 271082023 SRty 2 @ o©
(Link) Wall/Phis
Apples: You recently requested a password reset for your Group A -
[ Apples: Yourecently requestedal € ! 2710812023 e de fe ety P e ©
Apples ID (Link) Wall/Phis
0 Micr detected a suspicious application on your 27/08/2023  dedrde ety Group A - e ©
system (Link) Wall/Phis
A e R R R . ) Group A -
[0 Amazom: Check Gift Card Balance (Link) 27/08/2023 i dr Ty X ® ©
Wall/Phis
. ) . e L ) Group A -
[0 Amazom: Your Account has been disabled (Link) 27/08/2023 Wi WTIvy X ® ©
Wall/Phis
Show | 25 & | perpage Page2of2 =< = 1 > w

Figure 15 — Selected simulated phishing email templates library.

3.2 Phishing Results

Figure 16 shows the summary of the Group A phishing campaign. Each lines represent each
time the campaign has ran. As the campaign was set to run weekly, we can see that it ran for
9 weeks. The number of participants remained seven across all weeks.

Campaign: Group A - Wall/Phis € Backlo Campaions

Weekly from category: Group A - Wall/Phis
Campaign ran from 28/08/2023 through 23/10/2023

Overview Phishing Security Tests & Download All Failures
Subject Status Started on Number of Users Phish-prone %

Random emails from category: Group A - Wall/Phis Closed 231012023 7 0% .
Random emails from category: Group A - Wall/Phis Closed 16/10/2023 7 0% .
Random emails from category: Group A - Wall'Phis Closed 09/10/2023 7 14.29% .
Randoem emails from category: Group A - Wall'Phis Closed 0210/2023 7 0% .
Randoem emails from category: Group A - Wall/Phis Closed 25/09/2023 7 14.29% .
Randoem emails from category: Group A - Wall/Phis Closed 18/09/2023 7 0% .
Randoem emails from category: Group A - Wall/Phis Closed 11/09/2023 7 0% .
Random emails from category: Group A - Wall/Phis Closed 04/09/2023 7 0% .
Random emails from category: Group A - Wall/Phis Closed 28/08/2023 5 0% .

Figure 16 — Summary of the simulated phishing email campaign by week.
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Figure 17 shows the overview of the campaign and the users that have failed. The users have
been removed from the image to ensure anonymity.
Campaign: Group A - Wall/Phis

Weekly from category: Group A - Wall/Phis
Campaign ran from 28/08/2023 through 23/10/2023

<€ Back to Campaigns

Overview Phishing Security Tests

Phish-prone % Over Time (one year) £ This Campaign
Click and drag in the plot area to zoom ir
Status, Not Running
Phish-prone
25/09/2023: 14.20%
2 15 1429 Last Phish-prone Percentage 0%
2 10 Phishing Security Tests 9

Top 50 Clickers

Name Email Clicks
1

1

Ahmat | Privacy Policy | Naad Haln? | @ 20123 KnawRad Ine All rinhts razarvad

Figure 17 — Overall summary of simulated phishing email campaign.

4 Evaluation
This section will display all the commands used in R during the evaluation along with a brief
explanation.

4.1 Importing Dataset

In this subsection, the commands used for data import and libraries installation will be
displayed. The full dataset is presented in the previous section 1.2.
1. install.packages(c("ggplot2", "ggpubr", "tidyverse", "broom", "AlCcmodavg"))
2. install.packages("ggcorrplot™)
3. library(ggcorrplot)
4. library(readxl)
5. Fullresults <- read_excel("Thesis Results Dataset.xlIsx",
6. + sheet ="FullResults", range = "Al1:131",
7. + col_types = c("text", "numeric", "skip",
8. + "skip", "skip", "numeric", "numeric",
9. + "numeric”, "skip", "numeric", "skip",
10. + "numeric"))
The lines one to four include commands that import different libraries that will be required to
the project. Lines five to the end are a series of commands that are choosing a excel
spreadsheet file and importing it with a sequence of specification. The commands are
ensuring only valid column and rows of the spreadsheet are imported and setting the data
type of each column as well as skipping columns that are not required.
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4.2 Analysing Data

The four commands below are to view and summarise the data. The first two command
display and summarise data related to the whole dataset. The last two commands summarise
specific variables and returns information like minimum and maximum number as well as
median and mean of the variables overall.

1. View(Fullresults)

2. summary(Fullresults)

3. summary(Fullresults$Outcome)

4. summary(Fullresults$Metric)

The commands below select two of the variables displaying the mean of the first variable
selected. In this case we are displaying mean of the outcome by group.

1. outcomegroup_mean <- tapply(Fullresults$Outcome, Fullresults$Group, mean)

2. print(outcomegroup_mean)

The commands below select two of the variables displaying the mean of the first variable
selected. In this case we are displaying the mean of the metric by group.

1. metricgroup_mean <- tapply(Fullresults$Metric, Fullresults$Group, mean)

2. print(metricgroup_mean)

4.3 Analysis of Variance (ANOVA)

The below commands generate the ANOVA table and displays its summary. The “aov”
command is the R command used to generate the calculation. Metric is set as the dependent
variable and Group as the independent variable. The command “data = Fullresults” stands for
the dataset being used in the calculation. The “summary” command gives the results of the
calculation and “anova” stands for the variable where the results are stored.

1. anova <- aov(Metric ~ Group, data = Fullresults)

2. summary(anova)

4.4 Analysis of Correlation

The command below analyses correlation among all the numeric variables presented in the
project dataset. Line one creates a subset of the data by removing the variable Group from the
“Fullresults” dataset. This variable is removed from the dataset as it is not a numeric variable.
Line two generates the correlation with the reduced data, rounding the values to a maximum
of two decimal places. Line three uses the “corr_matrix generated by line two and uses the
command “ggcorrplot” to generate a visual plot with all the variables values in an order. Line
four uses the continuation of line three with the ordering commands.

1. reduced_data <- subset(Fullresults, select = -Group,)

2. corr_matrix = round(cor(reduced_data), 2)

3. ggcorrplot(corr_matrix, hc.order = TRUE, type = "lower",

4. lab =TRUE)
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