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1 Introduction 

1.1 1.1 Overview 

Our integrated malware detection system addresses the limitations of traditional security 

methods by combining proactive measures with predictive threat mechanisms. Tailored for 

small to medium-sized businesses, the project utilizes Elastic Search and Kibana, integrating 

prebuilt detection rules and custom sigma rules for comprehensive malware detection and 

analysis. The system seamlessly coordinates through Fleet Server, with the Windows 10 VM 

serving as an endpoint. Leveraging the MITRE ATT&CK matrix, the project successfully 

analyzes malware attacks, generating custom sigma rules and alerts through Elastic Search 

and Kibana. This scalable solution not only fills gaps in outdated security but also empowers 

organizations to proactively tackle modern computer-based threats. 

 

1.2 System Environment 

Elastic Search and Kibana: 

Hardware: 

Base Memory:4608 MB 

Processor: 4 

Storage: 25 GB of free disk space 

Network: Intel Pro/1000 MT Desktop(Nat Network, ‘NatNetwork’) 

 

Software Dependencies: 

Java Runtime Environment (JRE) 8 or higher 

 

Fleet Server: 
Hardware: 

Base Memory:2597  MB 

Processor: 3 

Storage: 25 GB of free disk space 

Network: Intel Pro/1000 MT Desktop(Nat Network, ‘NatNetwork’) 

Software Dependencies: 

Elastic Search and Kibana (compatible versions) 

Elastic Agent installed on managed endpoints. 

 

Windows 10 VM: 
Hardware: 

Base Memory:3658 MB 

Processor: 4 
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Storage: 30 GB of free disk space 

Network: Intel Pro/1000 MT Desktop (Nat Network, ‘NatNetwork’) 

Software Dependencies: 

Windows 10 operating system 

Elastic Agent for Windows  
All

 
 
Fiure1: hardware environment of ubuntu, ubuntu and windows10. 
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All the machines are connected in Nat network. 

 
Figure : All machines are connected, with their respective IP addresses. 

2  Installation 

2.1 Elastic Search and Kibana 
Download the OVA file, install virtualbox, Open the link 
https://drive.google.com/file/d/1lXFobJOHrBvqJlVHivcLSFjNbLmoCG2k/view?usp=drive_link 
 

Step 1 — Installing and Configuring Elasticsearch 
 
Enter the following commands in Ubuntu 1 for installing elasticsearch, enter the elastic password provided by 
it. 
curl -fsSL https://artifacts.elastic.co/GPG-KEY-elasticsearch |sudo gpg --dearmor -o 
/usr/share/keyrings/elastic.gpg 
echo "deb [signed-by=/usr/share/keyrings/elastic.gpg] https://artifacts.elastic.co/packages/8.x/apt stable 
main" | sudo tee -a /etc/apt/sources.list.d/elastic-8.x.list 
sudo apt update 
sudo apt install elasticsearch 
sudo nano /etc/elasticsearch/elasticsearch.yml 
sudo systemctl start elasticsearch 
sudo systemctl enable elasticsearch 
curl -X GET "localhost:9200" 
 

 

 

 

https://drive.google.com/file/d/1lXFobJOHrBvqJlVHivcLSFjNbLmoCG2k/view?usp=drive_link
https://www.digitalocean.com/community/tutorials/how-to-install-elasticsearch-logstash-and-kibana-elastic-stack-on-ubuntu-22-04#step-1-installing-and-configuring-elasticsearch
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Step 2 – Installating and configuring Kibana 

 

 

After installing elasticsearch then enter this commands in ubuntu 1. 

sudo apt install kibana 

sudo systemctl enable kibana 

sudo systemctl start kibana 

 

The following figure is configuration file of Kibana adding encryption by generating 

encryption keys.  

 
Figure 1: Kibana configuration file. 

After installing above commands we can see elasticsearch and kibana are working. 

 
 

Figure 3 shows confirmation that elasticsearch and kibana are running. 
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2.2 Fleet Server and Fleet agent. 

Download the ova  file from the following link, open with virtual box, set the hardware 

settings are: 

https://www.dropbox.com/scl/fi/2lxrvbd02zwz47lvm0lvc/Fleet-

ubuntu.ova?rlkey=vprglxx36m98rdznoriml6z5n&dl=0 

After entering command given by Elastic when fleet integration added and also fleet agent 

command in ubuntu 2  

Download the ova file from the following link, open with virtual box set the hardware 

settings are: 

https://www.dropbox.com/scl/fi/8gp7px87ilba59ix6crox/windows.ova?rlkey=e3gvlggrmi54y

b9fl5f9v4pdq&dl=0 

windows machine respectively. We can see both the fleet server and the windows are 

working in fleet management. 

Figure: Fleet management. 

3  Implementation 

3.1 Integration of END POINT SECURITY, loaded prebuilt detection rules of elastic 

After installation fleet, Install Integration called Endpoint Security to Elastic 
which enable organizations to defend against a wide range of cyber threats at the 
endpoint level. Elastic Endpoint Security combines features like malware prevention, 
threat hunting, and behavioural analytics to provide real-time threat detection and 
response. It's designed to strengthen overall security postures by offering a unified 
approach to safeguarding endpoints within an organization's IT infrastructure, 
loaded prebuilt detection rules of elastic Prebuilt rules in Elastic Security are 
predefined detection rules designed to identify common security threats or suspicious 
activities. To use them, you access the Kibana interface, navigate to the Security app, 
and load or import these rules. After loading, it's essential to review and customize them 
to suit your specific security needs. Activating the rules enables monitoring, and alerts 
are generated in response to potential security incidents, enhancing your ability to 
detect and respond to threats efficiently. I enabled all the windows 57 rules for windows 
in order to get alert. 
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Figure: integration of endpoint secuirty and prebuilt detection rules. 

 

 

 

3.2 Analyzing Malware Patterns 

Executed different variants of malwares like emotet, trickbot, iced-id on windows 

vm.The whole setup until now will may or may not detect the malware, from the logs coming 

from windows, but to detect malwares with lesser falser positives, to add additional security I 
have crafted sigma rules for three different malwares like emotet, trickbot, IcedID by analysis 

different malwers and the extraction of Indicators of Compromise (IOCs). 
 

3.3 IOC HANDLING 
 

Identified different ioc’s like file path, destination.path, destination.port, event.action, 

process.name, file.hash.sha256, command line, powerhshell, The choice of various Indicators 

of Compromise (IOCs) such as file path, destination.path, destination.port, event.action, 

process.name, file.hash.sha256, command line, and PowerShell in crafting Sigma rules for 

malware is strategically aligned with the MITRE ATT&CK framework. MITRE ATT&CK 

provides a comprehensive matrix that categorizes adversary tactics and techniques, offering 

insights into the diverse ways malware can manifest and operate. By incorporating these 
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specific IOCs into Sigma rules, you create a rule set that covers a broad spectrum of potential 

malicious activities. 

 

 

 

3.4 Crafting Sigma Rules 
 

Sigma Rule for Iced-ID malware: 

 

 

 
 

 

Sigma rule for TrickBot malware: 
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Sigma rule for Emotet Malware: 
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4 Integrating Sigma Rules in Elastic Stack 
 
 

4.1 Integrating of Emotet malware into Elastic Stack 
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4.2 Integrating of Iced ID malware into Elastic Stack 
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4.3 Integrating of TRickbot malware into Elastic Stack 
 
 

 
 
 
 
 
 
 

 

7. Conclusion 

 
In conclusion, this research highlights the inadequacies of traditional security methods 

focused on either network or endpoint security, citing their outdated and simplistic nature. 
The paper introduces an innovative approach that combines proactive measures with 
predictive threat mechanisms to enhance detection and response speed. The proposed 
method, tailored for small and medium-sized businesses, integrates Elastic Search and 
Kibana, utilizing prebuilt detection rules from Elastic. Notably, endpoint security is 
integrated, and custom sigma rules are crafted for malware detection, addressing the 
vulnerabilities of existing security measures. 
 

The study successfully analyzes malware attacks using techniques from the MITRE 
ATT&CK matrix, creating custom sigma rules and alerts in Elastic Search and Kibana. The 
integration of Windows Elastic Agent facilitates the collection of metrics and logs from 
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Windows machines, enabling the visualization of data in Kibana. The research extends to 
practical experimentation, executing malware in a Windows VM, and formulating sigma 
rules based on Indicators of Compromise (IOCs) for specific malware types such as Emotet, 
IcedID, and Trickbot. Furthermore, SIEM rules are integrated into Elastic Search, enhancing 
the overall security setup by creating rules that trigger alerts in response to identified threats. 
This comprehensive system, spanning both network and endpoint levels, represents a robust 
and effective approach to malware detection and analysis in contemporary computing 
environments. 
Remember to include screenshots, code snippets, and examples where necessary to enhance 

clarity. Keep the language simple and provide clear instructions for each step. 
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