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1.Introduction 

The web application which is deployed is constructed using React.js which is the platform to show 
the proof of work for the novel secure communication protocol for the ADAS system which involves 
the combination of MIDM-AES-GCM with BLOCKCHAIN. The evaluation of the proof of work is done 
using GANACHE (a platform for testing etherium block chain concept) this is used to deploy smart 
contracts in the block chain which is coded in solidity language .These smart contracts are essential 
because they automate the actions that should be executed otherwise be completed by the parties 
in the agreement so here we deploying 4 smart contracts. The connection is established between 
the web application and block chain through a platform called Metamask . when the data gets 
encrypted in the start using the encryption method MIDM-AES-GCM we get as the cipher text this 
cipher text is then pushed into the etherium block chain (Ganache) through metamask by paying the 
gas price. So now we can see the block created in the Ganache platform . so during the decryption 
process the data gets fetched from the block chain and then it gets decrypted using the MIDM-AES-
GCM process and then with help of smart contracts the data is given back. 

2.Hardware Requirements 

Processor (CPU) : Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz, 1992 Mhz, 4 Core(s), 8 Logical 
Processor(s) 

Memory (RAM)  : 32gb RAM/4gb RAM(minimum) 

3. Software Requirements  

 Operating system : Windows 10 /Windows 8 (minimum) 
 React.js: The web application interface is built on react.js which act as base for the data to 

be fetched  
 Javascript libraries :This the part where it brings the cryptographic function of MIDM-AES-

GCM 
 Yarn(version 1.22.21): This needs to be installed to manage all the javascript project 

dependencies 
 Npm and node.js : This is installed to fetch the java libraries(which has the encryption part 

AES-GCM-MIDM) and the project dependencies . 
 Ganache platform : This can be downloaded from the truffle suite  
 Solidity Contract Deployment: compile the solidity code for the smart contract and deploy it  
 Metamask : If you are using the chrome browser u can install the Metamask extension from 

the chrome extension (Metamask chrome extension ) . 

4.Implementation 



First we deploy the smart contracts using truffle for that we install NPM and then we run the run the 
command “truffle init” his will generate a project structure with the following 
directories: contracts/ for Solidity contracts, migrations/ for JavaScript files helping deploy contracts, 
and test/ for test scripts then we compile the smart contract that is coded in solidity language then 
we migrate the data using the command truffle migrate which deploys the smart contracts . so in the 
below fig 1 ,fig 2,fig 3,fig 4 . we have deployed four smart contract namely  Sensordata ,Auth, migration 
and vehicle data . so now it goes into the block chain of ethereum. 

 

                                                                      Fig 1 

 
                                                                   Fig 2 

 

                                                                            Fig 3 



 

                                                                        Fig 4 

 

Setting up the ganache and Metamask : 

So in ganache we different Accounts comprising of ethereum which contains a Address and a private 
key(this is illustratively shown in fig 5 and fig 6 ) so we install the metamask and create a account 
and add the crypto wallet of the the account from ganache to metamask by pasting the private key 
into metamask where now metamask is the bridge between the browser and the ganache platform 
(ethereum cryptowallet)  this is illustratively shown in fig 7 and fig 8  so what we have done is 
created an account named “account 1” and transferred all the etherium to metamask which act as 
bridge . 

 

 

                                                                                     Fig 5 



 

                                                                                    Fig 6 

 

                                                              

                                                                                           Fig 7 



                                                                     

                                                                                            Fig 8 

 

 

 

Setting up the web application : 

 

We go the directory of the application and then we open a terminal in the directory (*if your using 
visual studio go to the directory open the terminal) so then we start yarn to deploy the web 
application. So the fig 9 depicts the terminal where the we started yarn and the application is being 
deployed on port 3000 in fig 10

     
                                                                                      Fig 9 



 

After the web application deployed we will have page as shown in Fig 10 where we have the 
application which act as the ADAS system containing all the sensor data and moreover to show the 
proof of work we have developed in a such a there is a button for encryption and decryption of the 
data . 

 

                                                                                              Fig 10 

Working of the encryption: 

So the working is very simple now The data gets fetched from the sensor (in real time) but now the 
data has been fetched from the application then we click on encrypt the data gets encrypted with 
AES-GCM in fig 11 and then pushes the data using Meta mask to the etherium block chain so the 
metamask pops up asking to pay the gas price of pushing the cipher text into the block chain 
(etherium) fig 12 then we have the proof that the data is created in the block chain through ganache 
we we click the block tab we see the data is created as per fig 13  

 

             

                                                                                             Fig 11 

 



                                                        

                                                                                   Fig 12 

 

                                                                                           Fig 13 

 

 



Decryption part: 

So when decrypt the data the data gets fetched from the particular block and the decrypts the AES-
GCM cipher then the sensor data goes through the ADAS system to pass it on through the respective 
sensors to executed as shown In fig 14 

 

 

                                                                                    Fig 14 

 


