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1.Introduction

The web application which is deployed is constructed using React.js which is the platform to show
the proof of work for the novel secure communication protocol for the ADAS system which involves
the combination of MIDM-AES-GCM with BLOCKCHAIN. The evaluation of the proof of work is done
using GANACHE (a platform for testing etherium block chain concept) this is used to deploy smart
contracts in the block chain which is coded in solidity language .These smart contracts are essential
because they automate the actions that should be executed otherwise be completed by the parties
in the agreement so here we deploying 4 smart contracts. The connection is established between
the web application and block chain through a platform called Metamask . when the data gets
encrypted in the start using the encryption method MIDM-AES-GCM we get as the cipher text this
cipher text is then pushed into the etherium block chain (Ganache) through metamask by paying the
gas price. So now we can see the block created in the Ganache platform . so during the decryption
process the data gets fetched from the block chain and then it gets decrypted using the MIDM-AES-
GCM process and then with help of smart contracts the data is given back.

2.Hardware Requirements

Processor (CPU) : Intel(R) Core(TM) i7-8550U CPU @ 1.80GHz, 1992 Mhz, 4 Core(s), 8 Logical
Processor(s)

Memory (RAM) : 32gb RAM/4gb RAM(minimum)
3. Software Requirements

e QOperating system : Windows 10 /Windows 8 (minimum)

e React.js: The web application interface is built on react.js which act as base for the data to
be fetched

e Javascript libraries :This the part where it brings the cryptographic function of MIDM-AES-
GCM

e Yarn(version 1.22.21): This needs to be installed to manage all the javascript project
dependencies

e Npm and node.js : This is installed to fetch the java libraries(which has the encryption part
AES-GCM-MIDM) and the project dependencies .

e Ganache platform : This can be downloaded from the truffle suite

e Solidity Contract Deployment: compile the solidity code for the smart contract and deploy it

e Metamask : If you are using the chrome browser u can install the Metamask extension from
the chrome extension (Metamask chrome extension ) .

4.Implementation



First we deploy the smart contracts using truffle for that we install NPM and then we run the run the
command “truffle init” his will generate a project structure with the following
directories: contracts/ for Solidity contracts, migrations/ for JavaScript files helping deploy contracts,
and test/ for test scripts then we compile the smart contract that is coded in solidity language then
we migrate the data using the command truffle migrate which deploys the smart contracts . so in the
below fig 1 ,fig 2,fig 3,fig 4 . we have deployed four smart contract namely Sensordata,Auth, migration
and vehicle data . so now it goes into the block chain of ethereum.

3_sensordata_migrations.js

Replacing 'SensorData'’

transaction hash:
Blocks: @
contract address:
block number:
block timestamp:
account:

balance:

gas used:

gas price:

value sent:

total cost:

Bxc017bf7b202958058960e86U8b215adcb9896e6a3a67d3e8091c25107bbb371c
Seconds: @
0xcd2611DA66Bcd8U85EEDCcO798BFFEAe58CU55C3A
5

1701350852
0xe13a3C603FOU50Fa9b2eD20ET3B7d113eBd7Eee3
99.995382198972027932

597565 (0x91e3d)

3.031984417 gwei

@ ETH

0.001811807768144605 ETH

Saving migration to chain.

Saving artifacts

Total cost:

2_deploy_migration.js

transaction hash

Blocks: @

contract address:

block number:
block timestamp:

gas price:
value sent:
total cost:

Saving migration
Saving artifacts

Total cost:

0.001811807768144605 ETH

Fig 1

0x27105b8bb98fd118U241bbcb5efae7a92190+cc17a77007d0a910a31390+91d7
Seconds: ©
Ox2f3E162046CeEF2435F612C1U6+8Fcdy25Ab26F9
3

1701350852
0xel3a3C603FOU50fa9b2eD20E73B7d113eBd7Eee3
99.997283535603534045

5041752 (0x8uU38)

3.178366198 gwei

© ETH

©0.001721886244498896 ETH

to chain.

©0.001721886244498896 ETH

Fig 2

Starting migrations

> Network name: ‘development’

> Network id: 5777

> Block gas limit: 6721975 (@x6691b7)

1_initial_migration.js

Replacing 'Migrations

0x63051a2235ccaceb6fa379a87685f6d338a2651ee2968eabld5955ff2112eed6
Seconds: ©
0x9E3aub794dF20ebd0C40a6A8ESda31D60cbB8O1A

transaction hash:

Blocks: @

contract address:

block number:

block timestamp:
> account:

balance:

gas used:

gas price:

value sent:

total cost:

1

1701350851
Oxel3a3C603FOU50fa9b2eD20E73B7d113eBd7Eee3
99.99915573025

250154 (©x3d12a)

3.375 gwei

® ETH

0.00084426975 ETH

Saving migration to chain.
Saving artifacts

Total cost: 0.00084426975 ETH

Fig 3



Replacing 'VehicleData'

transaction hash: 0x1ab983bd6acded@74lelf6f30563c593841e8f61edl1f216d7c583f546c0fucdf
Blocks: © Seconds: ©

contract address: OxEf825563aaa37d8UC8E30A31664U5694c54afEel
block number: 7

block timestamp: 1701350852

account: 0xe13a3C603FOU450Ffa9b2eD20E73B7d113eBd7Eee3
balance: 99.993552625169544023

gas used: 597565 (0x91e3d)

gas price: 2.918157168 gwei

value sent: © ETH

total cost: 0.600174378858809592 ETH

Saving migration to chain.
Saving artifacts

Total cost: 0.00174378858809592 ETH

Summary

> Total deployments: 4
> Final cost: 0.006121752350739421 ETH

Fig4

Setting up the ganache and Metamask :

So in ganache we different Accounts comprising of ethereum which contains a Address and a private
key(this is illustratively shown in fig 5 and fig 6 ) so we install the metamask and create a account
and add the crypto wallet of the the account from ganache to metamask by pasting the private key
into metamask where now metamask is the bridge between the browser and the ganache platform
(ethereum cryptowallet) this is illustratively shown in fig 7 and fig 8 so what we have done is
created an account named “account 1” and transferred all the etherium to metamask which act as
bridge .

ACCOUNT INFORMATION

ACCOUNT ADDRESS
0xe13a3C603F0450fa9b2eD20E73B7d113eBd7Eee3

PRIVATE KEY

0x146fdb76cdf18f1b05d56662a82fa77aa2d167814f5472b7¢c2596475e41374
ef

Do not use this private key on a public blockchain; use it for development purposes only!

DONE

Fig 5



ACCOUNTS

uemes  gimm sm umew s e o mecom e .. O |
MNEMONIC HD PATH
cinnamon ignore fatigue heavy rate demand west run furnace six coach magic m44'60'0"0account_index
ADDRESS BALANCE TX COUNT INDEX J
0xe13a3C603F0450fa9b2eD20E73B7d113eBd7Eee3  0.04 ETH 17 0
ADDRESS BALANCE TX COUNT INDEX J
0xEd7233FB8959a7b8b1A65A16B8AbcD859994fA1D 100.00 ETH 0 1
ADDRESS BALANCE TX COUNT INDEX
0x24f6DFF43142212571DD35ChbF62dOCTf1C1e9EC4A  100.00 ETH 0 2 &
ADDRESS BALANCE TX COUNT INDEX &;
0xe08b2E8caA9db42df7E2fad706A2B22F232459F4  100.00 ETH 0 3
ADDRESS BALANCE TX COUNT INDEX J
0xC997Ac557Ffe8Df430D1deD52324A49375414626  100.00 ETH 0 4
ADDRESS BALANCE TX COUNT INDEX J
0xA327524036FeCF611eFbbF15¢c37962c4ac08B7DD  100.00 ETH 0 5
ADDRESS BALANCE TX COUNT INDEX J
0x37333CD4d5Fbb358431537eb453Dd8Fb372E46D9  100.00 ETH 0 6
Fig 6
< Import account X

Imported accounts won’t be associated with your
MetaMask Secret Recovery Phrase. Learn more
about imported accounts here

Select Type Private Key v

Enter your private key string here:

4

( Cancel )

Fig 7



G v Q) Account1v (Y

0x840 3659 @

99.9552ETH

Send Swap Portfolio
Tokens NFTs Activity
Dec 15,2023
Uf Contracti... -0 ETH
Confirmed -0ETH
Dec 14,2023
L‘IG Contracti... -0 ETH
“onfirmed -0ETH
19°  Contracti.. -0 ETH
Fig 8

Setting up the web application :

We go the directory of the application and then we open a terminal in the directory (*if your using
visual studio go to the directory open the terminal) so then we start yarn to deploy the web
application. So the fig 9 depicts the terminal where the we started yarn and the application is being
deployed on port 3000 in fig 10

1 C:\WINDOWS\system32\cmd. X =

Microsoft Windows [Version 10.0.22631.2861]
(c) Microsoft Corporation. All rights reserved.

D:\iot_blockchain>yarn start
yarn run v1.22.21

Browserslist: caniuse-lite is outdated. Please run:

npx update-browserslist-db@latest

Why you should do it regularly: https://github.com/browserslist/update-db#readme
(node:7880) [DEP_WEBPACK_DEV_SERVER_ON_AFTER_SETUP_MIDDLEWARE] DeprecationWarning: 'onAfterSetupMiddleware' option is de
precated. Please use the 'setupMiddlewares' option.

d (Use ‘node ——trace-deprecation ...‘ to show where the warning was created)
(node:7880) [DEP_WEBPACK_DEV_SERVER_ON_BEFORE_SETUP_MIDDLEWARE] DeprecationWarning: 'onBeforeSetupMiddleware' option is
deprecated. Please use the 'setupMiddlewares' option.
-
ompiled

Failed to parse source map from 'D:\iot_blockchain\node_modules\stylis-plugin-rtl\src\stylis-rtl.ts' file: Error: ENOENT
: no such file or directory, open 'D:\iot_blockchain\node_modules\stylis-plugin-rtl\src\stylis-rtl.ts'

g Failed to parse source map: 'webpack:///../../src.ts/coders/abstract-coder.ts' URL is not supported

Failed to parse source map: 'webpack:///../../src.ts/coders/address.ts' URL is not supported

/
Failed to parse source map: 'webpack:///../../src.ts/coders/anonymous.ts' URL is not supported

Failed to parse source map: 'webpack:///../../src.ts/coders/array.ts' URL is not supported

Failed to parse source map: 'webpack:///../../src.ts/coders/boolean.ts' URL is not supported

Fig 9



After the web application deployed we will have page as shown in Fig 10 where we have the
application which act as the ADAS system containing all the sensor data and moreover to show the
proof of work we have developed in a such a there is a button for encryption and decryption of the
data .

5> € R @ localhost3000/#/admin/dashboard * O 0O ®rus

Pages / Dashboard
Dashboard

o Dashboard

My cars

BATTERY REMAINING NEXT CHARGING STATION TIRE PRESSURE NEXT SERVICE
185 % 65 km 84Psl 84 Days

ACCOUNT PAGES
s Profile
& Signin

« SignUp

Encrypt

Fig 10
Working of the encryption:

So the working is very simple now The data gets fetched from the sensor (in real time) but now the
data has been fetched from the application then we click on encrypt the data gets encrypted with
AES-GCM in fig 11 and then pushes the data using Meta mask to the etherium block chain so the
metamask pops up asking to pay the gas price of pushing the cipher text into the block chain
(etherium) fig 12 then we have the proof that the data is created in the block chain through ganache
we we click the block tab we see the data is created as per fig 13

s Lo Elements Console Sources Network Performance >> 3

P @ topvY © Fiter Default levels ¥ ~ Nolssues 1 hidden
65 toBlockChain Dashboard.js:227
encData 77_185_65_77_185_65_77 Dashboard. js:244
encEncrypt Dashboard.js:251
U2FsdGVkX1/ELZADrH6ERS8L/Xa7QcLxLfWywRXFZVYRnTvT65mtAr/o/pOrNKiQ
encDecrypt 77_185_65_77_185_65_77 Dashboard.js:254
enc »[] Dashboard.js:257

>

Fig 11



@ ganache

. Account1 ’ OxEf825...afEel

http://localhost:3000

OxEf825...afEel : CONTRACT INTERACTION @

L

DETAILS HEX

Site suggested > @

0.00012201
0.00012201 ETH
Very likely in <15 seconds Max fee: 0.00012201 ETH

Gas 0

0.00012201
0.00012201 ETH
Amount + gas fee Max amount: 0.00012201 ETH

Total

Fig 12

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS 'WORKSPACE
26 20000000000 6721975 MERGE 5777 HTTP://127.0.0.1:7545 AUTOMINING 10T BLOCKCHAIN
BLOCK MINED ON GAS USED
19 2023-12-13 01:27:08 47283
|
BLOCK MINED ON GAS USED
18 2023-12-13 01:26:28 47283
BLOCK MINED ON GAS USED
17 2023-12-13 01:25:43 47283
BLOCK MINED ON GAS USED
16 2023-12-13 01:13:59 47283
BLOCK MINED ON GAS USED
15 2023-12-12 23:34:32 47283
BLOCK MINED ON GAS USED
14 2023-12-12 23:34:15 21000
BLOCK MINED ON GAS USED
13 2023-12-11 07:31:57 47283
BLOCK MINED ON GAS USED
12 2023-12-11 07:22:56 47283
BLOCK MINED ON GAS USED
alal 2023-12-06 09:52:04 47283
BLOCK MINED ON GAS USED
10 2023-12-01 13:05:39 47283

Fig 13



Decryption part:

So when decrypt the data the data gets fetched from the particular block and the decrypts the AES-
GCM cipher then the sensor data goes through the ADAS system to pass it on through the respective
sensors to executed as shown In fig 14

decrypted » (7) ['77', '185°', ‘65°', '84°, "', ', "'] Dashboard.js:316

dcount Dashboard.js:322
» € {6: '77*, 1: '185°, 2: '65', 3: '84', 4: 'U2FsdGVkX1/ELZADrH6ERSS8L/Xa7Q
cLxLfWywRXjZVYRnTvT65mtAr/o/pOrNKiQ " }

dblock P WordArray {words: Array(8), sigBytes: 22} Dashboard. js:328
Speed: 77 Dashboard.js:342
Acceleration: 185 Dashboard.js:343
Engine Temperature: 65 Dashboard.js:344
Battery Level: 77 Dashboard.js:345

Fig 14



