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S Teja Pulleti Kurty
Student ID:x22120467

1 Introduction

The following manual contains how to run the cloud browser and benchmarking as well as
fingerprinting tool used in this research.

2 Tools Guide

2.1  How to run cloud browser

Step 1:Open any browser application on a mobile or pc device. Enter the url of the cloud browser service
provider. Here KASM and Network Chuck was used(need to create account and subscription fee is applicable)
The website will redirect to the dashboard.

Here for example a Chrome browser has been chosen as main browser, inside of which another instance of
browser will be run

Figure 1. Network Chuck Browser Interface

Step 2. Select any desired instance and click on ‘Launch Session’ Button.
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Figure 2. Launching cloud-browser session
Step 3: After clicking launch session a new browser instance will run inside main parent
browser, where normal browser operations can be done inside.
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Set up your browser in a few simple steps

Make Chrome your own

Figure 3. Chrome Browser Cloud Session inside a Browser

2.3 How to perform benchmark and fingerprint tests?
Speedometer

URL Access Link: https://browserbench.org/Speedometer2.0/
Step 1.Just need to click ‘Start Test’ on tool interface.



@ browserbench.org/Speedometer2.0f

Speedometer is a browser benchmark that measures the responsiveness of
Web applications. It uses demo web applications to simulate user actions
such as adding to-do items.

Start Test

About Speedometer

Figure 4. Speedometer Interface
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Figure 5. Sample Speedometer Test Result
MotionMark
URL Access Link: https://browserbench.org/MotionMark/



https://browserbench.org/MotionMark/
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@ browserbench.org/MotionMark/
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MotionMark is a graphics benchmark that
measures a browser’s capability to animate
complex scenes at a target frame rate.

More details about the benchmark are
available. Bigger scores are better.

For accurate results, please take your browser
window full screen, or rotate your device to
landscape orientation.

106.60

+5.85%

on a large screen (desktop)
Test Name Score
Multiply  403.67 +8.43%
228.28 +2.71%
Leaves 375.27 +503%
Paths 457.45 +503%
Canvas Lines 592.55 +10.25%
Focus 4.95
Images 28.40
Design  43.32
Suits  31.13

Canvas Arcs

+3.09%
*+3.49%
+4.82%

+11.11%

Figure 6. MotionMark Ul and Sample test Result

BrowserLeaks
URL Access Link: https://browserleaks.com/

Step 1: Open the given website and select any desired fingerprint metric. The test runs
automatically when a specific attribute’s link is accessed and the data displayed can be used

for analysis

@ Browserleaks - Check your b * =+

« > c

& browserleaks.com

BrowserLeaks is a suite of tools that offers a range of tests to evaluate the security and privacy of your web browser. These tests focus on
identifying ways in which websites may leak your real IP address, collect information about your device, and perform a browser fingerprinting.

By understanding these risks, you can take appropriate steps to protect your online privacy and minimize your exposure to potential threats

(=) IP Address

The main tools for checking IP address privacy showcase server-
side abilities to uncover a user's identity. These include
displaying your IP address, reverse IP lookup, and HTTP reqguest
headers, your country, state, city, ISP/ASN, and local time. The
tool also includes features such as IP address whois lookup,
TCP/fIP OS fingerprinting, WebRTC, DNS, and IPvE leak tests.

€ WebRTC Leak Test

The WebRTC Leak Test is a critical tool for anyone using a VPN,
as it leverages the WebRTC AP| to communicate with a STUN
server and potentially reveal the user's real local and public IP
addresses, even when using a VPN, proxy server, or behind a
NAT. This tool can help verify whether a real public IP is being
leaked.

W WebGL Report

The WebGL Report is a diagnostic tool to analyze your browser's
WebGL support and create a unique WebGL Fingerprint that can
potentially identify your web browser. This tool exposes
information about your graphics card and other WebGL and GPU
capal es, which can be used to differentiate your browser
from others.

° Geolocation API

The Geolocation APl allows websites to retrieve geographical
location information from the user's device, and this HTMLS
Geolocation API testing tool provides a detailed analysis of your
geolocation and browser permissions.

ik SSL/TLS Client Test

<[> JavaScript

By utilizing the basic functionality of JavaScript and modern Web
APls, it's possible to extract a wealth of data about the user's
system. This includes information such as User-Agent, screen
resolution, system language, local time, CPU architecture, the
number of logical cores, the battery status, network information,
installed plugins, and more.

ksl Canvas Fingerprinting

A tracking method known as Canvas Fingerprinting uses HTML5
Canvas code to generate a unique identifier for each individual
user. The method is based on the fact that the unique pixels
generated through Canvas code can vary depending on the
system and browser used, making it possible to identify users.

I. Font Fingerprinting

Font fingerprinting is a technigue used to track online activity by
analyzing the unigue characteristics of a user's system fonts. By
measuring the dimensions of text or individual Unicode glyphs,
enumerating fonts and finding rendering differences, this method
can create a unigue fingerprint that is difficult to spoof or alter.

‘ Features Detection

The Web Browser's Features Detection tool provides a detailed
list of HTMLS5 feature detectors, allowing you to determine which
features your web browser supports or lacks, and how modifying
them may impact your browser's digital footprint.

Content Filters

Figure 7.Browse Leaks Home Page
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Canvas Fingerprinting o]

The Canvas API, which is designed for drawing graphics via JavaScript and HTML, can also be used for online tracking via browser
fingerprinting. This technique relies on variations in how canvas images are rendered on different web browsers and platforms to create a
personalized digital fingerprint of a user’s browser.

Canvas Support Detection :

Canvas 2D API v True
Text API for Canvas v True
Canvas toDataURL v True

Canvas Fingerprint :

Signature 8972ABA549366BC43AD358943088B243
Uniqueness 99.99% (1 of 156078 user agents have the same signature)
Image File Detais BrowserLeaks,com FEERNEES 1.0
File Size 6981 bytes
Number of Colors 653
PNG Headers Chunk: Length: CRC: Content :
IHDR 13 477A703E  PNG image header: 220x30, 8 bits/sample, truecolor+alpha, noninterlaced
sRGB 1 AECE1CES  sRGB color space, rendering intent: Perceptual
IDAT 69N 3825DFC7  PNGimage data
IEND 0 AE426082  end-of-image marker

Signature Stats

It's very likely that your web browser is Chrome and your cperating system is Mac.

Operating Systems : Browsers : Devices :

Mac 1015 111 Chrome n Apple mn
Engines : Browsers by Version : Platforms :

Blink 120 11 Chrome 120 mn Macintel n

Figure 8. Sample Fingerprint results

AudioContext Fingerprint
URL Access Link: https://audiofingerprint.openwpm.com
Step 1. Need to click on ‘Fingerprint Me’ for the results

AudioContext Fingerprint Test Page

sts browser-fingerprinting using the AudioGontext and Ganvas APL Using the AudioContext AP to fingerprint does not collect sound played or recorded by your machine - an AudioContext fingerprint is a property of your machine’s audio stack tseff. As of March ¢
s test page no longer saves fingerprints for research purposes. When you view your fingerprint, no data is transferred to us. We also test a form of fingerprinting Using Flash f you have Flash enabled.

This page s a part of Princeton CITP's Web Transparency and Accourtabilty Project. For questions or concerns email arvindn@cs.princeton.ed and ste@cs. princeton.edu.

JS/CSS and Flash font detection methods provided by fingerprints? liorary,

Fingerprint me!

VISUALIZATION:

AupIoCOoNTEXT FINGERPRINTS

AudioContext properties:
Fingerprint using DynamicsCompressor (sum of buffer values):
Fingerprint using DynamicsCompressor (hash of full buffer):

Fingerprint using OscillatorNode:

Figure 10. AudioContext Fingerprint Webpage

BrowserAudit
URL Access Link: https://browseraudit.com/
Step 1. Need to click on ‘Test Me’ for the results


https://audiofingerprint.openwpm.com/

How secure is your browser?

BrowserAudit checks that your web browser comectly implements a wide variety of security standards and features.
Find out mere.

Hit the button below to run the tests — there are over 400, but they should only take a few minutes to run.

our test results will be sent back 10 us 1o help us improve BrowserAudit. You can 1umn off test result reporting if you'd prefer not to share them with us.

Choose Test Categories (advanced) b 4

We've preselected a set of tests you may like to run in your browser. If you'd prefer to run a different set of tests, you can choose the categories containing the tests you'd like to
run by checking the boxes next to the category names below.

® Al | O None

> Same-Qrigin Policy
Covers the browser's implementation of the same-origin policy.

> Content Security Policy
Covers the browser's implementation of the Content Security Policy 1.0, 2.0 and 3.0.

> Cross-Qrigin Resource Sharing

Covers the browser's implementation of the Crass-Origin Resource Sharing standard
> Cookies
> Request Headers

> Response Headers

Other Settings b 2

Figure 11. BrowserAudit Homepage

BrowserAudit

Passed Warning Critical Skipped

396 35 0 0

Test Details v

Same-Origin Policy

Content Security Policy (25 ]
Cross-Origin Resource Sharing (4]
Cookies

Request Headers (3]
Response Headers (3]



Figure 12. BrowserAudit Sample Test Result
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