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1 Introduction 
 

The following manual contains how to run the cloud browser and benchmarking as well as 

fingerprinting tool used in this research. 

 

2 Tools Guide 

2.1 How to run cloud browser 

Step 1:Open any browser application on a mobile or pc device. Enter the url of the cloud browser service 

provider. Here KASM and Network Chuck was used(need to create account and subscription fee is applicable) 

The website will redirect to the dashboard. 

Here for example a Chrome browser has been chosen as main browser, inside of which another instance of 

browser will be run. 

 
   Figure 1. Network Chuck Browser Interface 

 

Step 2. Select any desired instance and click on ‘Launch Session’ Button. 
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    Figure 2. Launching cloud-browser session 

Step 3: After clicking launch session a new browser instance will run inside main parent 

browser, where normal browser operations can be done inside. 

                
  Figure  3. Chrome Browser Cloud Session inside a Browser 

 

2.3 How to perform benchmark  and fingerprint tests? 

Speedometer 
URL Access Link: https://browserbench.org/Speedometer2.0/ 

Step 1.Just need to click ‘Start Test’ on tool interface. 
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   Figure 4. Speedometer Interface 

   
   Figure 5. Sample Speedometer Test Result 

MotionMark 

URL Access Link: https://browserbench.org/MotionMark/ 

https://browserbench.org/MotionMark/
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   Figure 6.  MotionMark UI and Sample test Result 
 
BrowserLeaks 

URL Access Link: https://browserleaks.com/ 

Step 1: Open the given website and select any desired fingerprint metric. The test runs 

automatically when a specific attribute’s link is accessed and the data displayed can be used 

for analysis 
 

 
Figure 7.Browse Leaks Home Page 
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  Figure 8. Sample Fingerprint results 

 

AudioContext Fingerprint 

URL Access Link: https://audiofingerprint.openwpm.com 

Step 1. Need to click on ‘Fingerprint Me’ for the results 

 
   Figure 10. AudioContext Fingerprint Webpage 

 

BrowserAudit 

URL Access Link: https://browseraudit.com/ 

Step 1. Need to click on ‘Test Me’ for the results  

 

 

 
 

 

https://audiofingerprint.openwpm.com/
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         Figure 11. BrowserAudit Homepage   
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      Figure 12. BrowserAudit Sample Test Result 
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