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1 Tools Used: 
 

• Python > 3.1.0 

• Juypter notebook > 7.0.6 

• Aws- Cloud  

• Data set: CMS buffer overflow 

 

2 Libraries used. 
 

• Pandas > 2.0.1 

• Numpy > 3.1 

• Matplotlib> 4.5.1 

• Seaborn> 3.9.4 

• Sklearn > 2.8.2 

• Boto3 > 3.8 

 

3 Algorithm Used: 

 
Machine Learning 
Logistic Regression 

Decision Tree 

Random Forest  

Gradient Boosting 

Random Forest and Extra Trees 

Ada Boosting 

Naïve Bayes 

Extra tree 

Ensemble Model 

Neural Network 

KNN 

SVM 
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4 Implementation 
Buffer Overflow threat detection  

 

Importing libraries: This is the base lib which has been used. 

 
Data preprocessing: Data info 

 
Label encoder 

 
Shape or Size 
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Distribution 

 
 

Validation and training models: Implementing different machine learning models 

 
Accuracy calculation  

 
 

AWS integration  

Install boto3 

 
 

Import pandas 
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Establishing cloud connection 

 
 

Import s3fs 

 
 

Import os 

 
 

Importing JSON 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



5 

 

 

References 
 

GeeksforGeeks (2023) Machine learning with python tutorial, GeeksforGeeks. Available at: 

https://www.geeksforgeeks.org/machine-learning-with-python/ (Accessed: 13 

December 2023).  

Hunt, M. (1994) Free, Amazon. Available at: 

https://aws.amazon.com/free/?gclid=Cj0KCQiAyeWrBhDDARIsAGP1mWSaAn1h5s2

y5SHvBl2-IS-X292fqdZU4a2Fn1-

nFW6MofU_CdGpgMUaAr1zEALw_wcB&trk=2738afd4-9401-4d18-8e3e-

1b1c194dea07&sc_channel=ps&ef_id=Cj0KCQiAyeWrBhDDARIsAGP1mWSaAn1h

5s2y5SHvBl2-IS-X292fqdZU4a2Fn1-

nFW6MofU_CdGpgMUaAr1zEALw_wcB%3AG%3As&s_kwcid=AL%214422%213

%21509606977827%21p%21%21g%21%21amazon+web+services%2112618685604

%21120373367976&all-free-tier.sort-by=item.additionalFields.SortRank&all-free-

tier.sort-

order=asc&awsf.Free+Tier+Types=%2Aall&awsf.Free+Tier+Categories=%2Aall 

(Accessed: 13 December 2023).  

 


