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1 Tools Used:

Python > 3.1.0

Juypter notebook > 7.0.6

Aws- Cloud

Data set: CMS buffer overflow

2 Libraries used.

Pandas > 2.0.1
Numpy > 3.1
Matplotlib> 4.5.1
Seaborn> 3.9.4
Sklearn > 2.8.2
Boto3 > 3.8

3 Algorithm Used:

Machine Learning

Logistic Regression

Decision Tree

Random Forest

Gradient Boosting

Random Forest and Extra Trees

Ada Boosting

Naive Bayes

Extra tree

Ensemble Model

Neural Network

KNN

SVM




4 Implementation
Buffer Overflow threat detection

Importing libraries: This is the base lib which has been used.

In [1]:
import pandas as pd
import numpy as np
import warnings
import matplotlib.pyplot as plt
import seaborn as sns
from sklearn.model_selection import train_test_split

from sklearn.feature_selection import selectkBest, f_classif
from sklearn.metrics import accuracy_score, precision_score, recall_score

from sklearn.linear_model import LogisticRegression

from sklearn.trese import DecisionTreeClassifier

from sklearn.ensemble import RandomrForestClassifier, GradientBeocstingClassifier, adaBoostClassifier, stackingClassifier, Extratr
from sklearn.svm import svcC

from sklearn.neighbors import kKNeighborscClassifier

from sklearn.naive_bayes import Gaussianng

from sklearn.neural_network import MLPClassifier

warnings.filterwarnings{"“ignors")

warnings.filterwarnings{"default", category=Deprecationwarning}
Data preprocessing: Data info

In [2]
df = pd.read_csv{'Datal.csv',sep="',"}

d¥.head(1s)

Label encoder

In [5]: |from sklearn.preprecessing import LabelEncoder

label_encoder = LabelEnceder()

df["vulnerability_name'] = label_encoder.fit_transform{df['vulnerability_name']}
df[ 'required_action®] = label_encoder.fit_transform(df['required_acticn'])
df['cwe'] = label_encoder.fit_transform{df["cwe']}

df['vector'] = label_enceder.fit_transform{df['vector']}

df['complexity'] = label_encoder.fit_transform{df[’'complexity'])

df[ 'severity"] = label_encoder.fit_transform({df[ ‘severity'])

df[ "'preduct®] = label_encoder.fit_transform({df[ ' 'product®])

df['cve_id'] = label_enceder.fit_transform{df['cve_id']}

df[ "vendor_preject'] = label_encoder.fit_transform(df[ "vendor_project'])

df[ 'date_added'] = label_encoder.fit_transform{df[ date_added'])
df['pub_date"] = label_encoder.fit_transform({df[ ‘pub_date'])

df['grp'] = label_encoder.fit_transform{df["grp']}

df['short_description'] = label_encoder.fit_transform{df['short_description®])
df[ 'notes'] = label_encoder.fit_transform{df[ 'notes'])

df['cvss'] = label_encoder.fit_transform{df['cvss"])

df['due_date"] = label_encoder.fit_transform{df[ 'due_date'])

Shape or Size
In [7]: | df.shape

out[7]: (774, 1&)



Distribution

In [15]: if df.isnull().values.any():
df = df.fillna(df.mean())

X = df.drop('severity', axis=1)

¥ = df['severity']

selector = SelectkBest(f_classif, k=12)

X_new = selector.fit_transform{X, v}

selected_features = X.coclumns[selector.get support()]

print{"selected Features:", selected_features)

Selected Features: Index(['cwve_id',
‘grp', 'pub_date',

dtype="'object')

‘ewss', ‘wector',

"vender_project', "date_added', 'required_action',
'complexity'],

‘due_date',

Validation and training models: Implementing different machine learning models

In [18]:
models = {

"Legistic Regression': Logisticregression(max_iter=1eeea),
‘Decision Tree': DecisionTreecClassifier(},
"Random Forest®: RandemForestClassifier(},

‘Gradient Boosting':

"AdaBoost': AdaBoostClassifier(),
"SWM': svC(probability=True},
: KMeighborsclassifier(},

"K-Nearest Neighbors'
'Gaussian Naive Bayes

: GaussianNB(),

GradientBoostingClassifier(),

"Meural Metwork': MLPClassifier{max_iter-=1eeea)},
"Extra Trees': ExtraTreesClassifier()

3

Accuracy calculation

out[2e]:

e Model Accuracy Precision Recall
0 Logistic Regression  0.803548 (0837455 0903543
1 Decizion Tree 0893548 (8287455 0003542
2 Random Forest 0.803548 0.087455 0.002543
3 Gradient Boostng 0803548 (037485 0.003542
4 AdaBoost 0.083548 0887455 0.883548
7 Gaussian Maive Bayes 0803548 0037455 0.9835423
9 Extra Trees 0993545 0.887455 0.893543
10 Ensemble Model 0.093548 0.887455 0901542
8 Meural Metwork  0.722581 (0.730848 0.722581
6  K-Mearest Meighbors 0812803 0816132 0612803

AWS integration

Install boto3
I In [1]: lpip install boto3

Import pandas

In [2]:  import boto3
import pandas as pd

s3Cloud = boto3.cliemt("s3')



Establishing cloud connection

In [3]: s23Cloud = botol.resocurce(
service_name="s3"',
region_name='us-east-1",
aws_access_key 1d="AKIAZ2TCIOZESYNUGATZ2',
aws_secret_access_key="AFNu+zfutofBni2 FT4TQoMNjtU2oXBXCcHIb20wmGhd |

Bt

Import s3fs

In [5]: | !pip install s3fs

Import os

In [&]: import os
os.environ[ “AWS_DEFAULT_REGION"] = "us-east-1'
os.environ[“AWS_ACCESS_KEY_ID"] = 'AKIA22TCIOZESYNUGATZ'
os.environ["AWS_SECRET_ACCESS_KEY"] = 'AFNu+zfutofBniZfFit4TQenjtuloXBXcHSb3gwahd'

Importing JSON

In [7]: |# upload Ffiles to 53 bucket
s53Cloud.Bucket('anjali-connecticn').upload_file(Filename='final_results.json', Key='final_results.jscn')
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