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1.Welcome: 

The Two-Factor Authentication System is a Python-based implementation that provides secure 

user authentication with two factors: password and Time-based One-Time Password (TOTP). 

This configuration manual guides users through the setup, usage, and analysis of the system. 

 

2. Prerequisites 

Before using the Two-Factor Authentication System, ensure the following prerequisites are 

met: 

 Python: Version 3.x installed 

 Required Libraries: Install necessary libraries using pip install -r requirements.txt 

3. Installation 

 Navigate to Project Directory: Open a terminal and navigate to the project directory. 

 Install Dependencies: Run the following command to install required dependencies. 

 pip install -r requirements.txt 

 

4. Usage 

4.1. Running the Two-Factor Authentication System 

 Open the terminal and navigate to the project directory. 

 Execute the main script: 

 python authentication_system.py 

 

The system will prompt you with options to register a user, login, or exit. 

 



4.2Use options: 

Register: 

 

Login: 

 

 

The system generates random registration and authentication times for illustration purposes. 

After interacting with the system, line graphs illustrating registration time, authentication time, 

and total execution time will be displayed. 

5. Results and Analysis: 

The line graphs provide insights into the execution times of the Two-Factor Authentication 

System for registration, authentication, and total execution. 

 



6. Interpretation: 

Registration Time: Time taken for user registration. 

Authentication Time: Time taken for user authentication. 

Total Execution Time: Sum of registration and authentication times. 

7. Conclusion: 

This configuration manual offers a comprehensive guide for users to set up and utilize the Two-

Factor Authentication System. The tool enhances security by combining password and two-

factor authentication. 
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