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Configuration Manual

Sriram Kalyanasundaram
Student ID: x21246734

1 Introduction:

To download and execute the SecureWeb: Elevating Web Authentication with PCCP and
Email-Driven OTP prototype successfully, it is important to meet specific software and
hardware requirements. The software stack used to develop this prototype was chosen with
careful consideration, as explained further below. In addition, some important functionality
of the prototype is mentioned as code for discussion.

2 Uploading Image:

The images uploaded to the system do not necessarily meet any requirements. It is preferable
to use images with more subject matter so that the click-able points are more, and it will
drastically increase the security.

The images shown in the prototype are random images downloaded across the internet
and used for predefined image authentication purposes.

3 Hardware Requirements:

 RAM: 8.00 GB
 The system type used for developing the application was 64-bit operating system,

x64-based processor.
 The application was developed and tested in a window 10 pro 22h2 version.
 Good internet connection is required as the application is hosted online on Azure.

4 Software Requirements:

 Windows 7,8 or the above versions of Operating Systems
 MySQL was used for storing the data for the application.
 The entire project was built in the Visual Studio Code 2022 development environment.

The front-end design was built with a combination of HTML, Bootstrap, and
JavaScript, while the server-side logic and data management were handled efficiently
with the.NET framework.

 Smtp protocol was used to configure an email trigger when the user requests a login.
 An email was created for this sole purpose “sriram.leodas@gmail.com” and was

integrated with .NET smoothly and the functionality was achieved.

mailto:sriram.leodas@gmail.com
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 As a web application, it was hosted on Azure account using the college email account,
and SQL server studio management studio 19 was used to visualize the data saved in
the application.(The IP address must be saved in the Azure account to visualize
the data that is stored)

5 Key functions of the project:

The function used to collect the click points when the points are clicked during
registration process.
(File name: RegM2.aspx.cs)

Figure 1(a): Pushing image into database

Figure 1(b): Pushing image into database
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Generating OTP:

Here a random binary of character 0 & 1 otp of three digits is created randomly for each
trigger and they are stored in the database. While triggering the email, the generated data
stored in the OTP table from the database based on the id is sent to the user who has
requested a login.

Figure 2: Generating an OTP for the SMTP trigger

Configuring SMTP protocol code Snippet:

The mail Id used here is sriram.leodas@gmail.com especially for the thesis mail triggering
functionality.Line 116 contains the code generated by Google for the SMTPprotocol to use
as a password to access the email each time an email is triggered. The triggered email
delivers an OTP to the user from which the inputs for the image are selected.

Figure 3: SMTP Protocol Configuration

After installing the Visual Studio Code and importing the file into Visual Studio code the
Solution Explorer looks as shown in figure 4.

mailto:sriram.leodas@gmail.com
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Figure 4: Solution Explorer of the code file when inserted in Visual Studio

6 Prototype flow:

Homepage:

The following options are available on the prototype's home page: To Register and Login.
If you are a new user, you must register; if you are an existing user, you can login using the
methods listed below. M1, M2, M3.
M1 - Traditional text-based password login.
M2 - To login with images uploaded by the user via an email.
M3 - Login using predefined images provided by the system via email.
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Registration:

Figure 5: Home Page

Users must provide the required information to begin the registration process as shown in
Figure 6. They will then proceed to the next step, which will involve the creation of a visual
password.

Selecting images:

Figure 6: Registration Page

After entering the required information, you will be redirected to this page where you will be
requested to upload an image of your choice following that a point on the image must be
selected which will be considered as the visual password as shown in the Figure 7. After an
image is uploaded and a point is selected it will be acknowledged on the screen that the point
is selected now the next button must be pressed as shown in Figure 8. This process is
repeated until three images are uploaded.
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Figure 7: Selecting Image window

Logging in:

Figure 8: Acknowledgment

When the user enters their username (as shown in Figure 9), they will receive an email with a
three-digit binary code (as shown in Figure 10) which will be the source of selecting the
correct or wrong point that was previously selected during the registration phase.

Figure 9: Login Page
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Figure 10: OTP
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