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1 Introduction 

1.1 Purpose of the Document 

The research project namely “HexaCha: A Lightweight Hybrid Encryption Model for 

Password and Message Protection” is a hybrid encryption between Chacha20 and Honey 

Encryption algorithm, The purpose of this document is to provide an in-depth explanation to 

get the flask server and python application up and running on a fresh system, this document 

will go through the minimum requirements, steps to install and run the application, how to 

interpret application’s output and finally a conclusion of all the key points discussed in every 

section.  

1.2 Document Structure 

The following structure will be followed in for this document to fulfill all the configuration 

and deployment requirements of HexaCha. 

Title Description 

General Requirements 

and Information 

This section will discuss the objectives of this research along 

with the general and minimum requirements needed by any 

user to setup and deploy the application on a new system. 

Deployment and 

Interpretation 

This section will discuss the procedure to execute the 

application, give inputs and interpret respective outputs given 

by the application. 
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2 General Requirements and Information 

2.1 Objective of Research 

The objective of the research was to create a lightweight, efficient, and economical hybrid 

encryption model comprising of Honey and ChaCha20 Encryption and compare it with an 

industry leading standard, in our case AES and Honey Encryption Hybrid, to validate the 

findings on which model would be best suited for low resource environments. 

2.2 Requirements 

This section will shed light on the system and software requirements needed by HexaCha, 

following table shows the minimum system requirements. 

Operating System Windows 10 or greater

Minimum RAM 1gb or more

System Type 64-bit operating system, x64-based processor

System Requirements

 

2.2.1 Visual Studio Code 

Initially we need to download and install the latest version of Visual Studio Code (VSCode) 

from the official Microsoft website [2]. Once the installation is completed we will need to get 

Python 3.0 [1] extension in it which can be done by the following steps: 

• Step 1: 

 

Figure 1: Extensions option 

Once VSCode is running, located on the left side, is the extensions option as shown in Figure 

1: Extensions option (highlighted on left side) and in the search box enter “Python” and 

install the extension as shown in Figure 2. 
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Figure 2 : Python Extension 

• Step 2: 

Now import the project file in VSCode for which we will extract the zip folder and follow the 

steps ‘File -> Open Folder -> Select the Application Code folder’ and the folder will be 

visible in ‘Explorer’ window. 

 

• Step 3: 

Once the folder is imported in VSCode, we need to install all the essential libraries which are 

imported in the primary python script, this can be done by browsing into the flaskapp folder 

as shown in Figure 3. 

 

Figure 3 : Flaskapp Folder 

Once in the folder right click on ‘flaskapp’ option of Explorer and select ‘Open in integrated 

terminal’ which opens the folder in a terminal as shown in Figure 4. 
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Figure 4 : Folder in Integrated Terminal 

In this terminal run the following command to install all the required libraries: 

   
pip install -r ./requirements.txt 

 

Once this is all done the system is ready to run the flask server and HexaCha. 

 

 

3 Deployment and Interpretation 
 

This section will explain how to get the server running and interpretation of application 

output.  

3.1 Deployment 

The application files and libraries were successfully imported in the system now to run and 

get outputs from HexaCha we will need to follow the below steps: 

In Explorer, select the ‘app.py’ file and either select the play button as highlighted in Figure 5 

or use “Ctrl + F5” shortcut while the python script is selected in Explorer. 

 

Figure 5 : Code Execution 

The script will start the server on localhost port 5000, of which the output is displayed in the 

terminal (Figure 6). 

Figure 6 : Terminal Output 
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3.2 I/O Operations and Interpretation 

Following a successful deployment this section will continue with the I/O operations and 

discuss how to understand the algorithm results. 

• Step 1: 

Opening any local browser and entering the localhost URL ‘http://127.0.0.1:5000’ will open 

the application interface (Figure 7). It consists of two options one for HexaCha and one for 

AES both of which have their independent hybrid algorithms. 

 

Figure 7 : Home Page of the Application 

• Step 2: 

 

Figure 8 : Input and Output of HexaCha 
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The above figure shows the working of HexaCha Algorithm with different user inputs, as 

depicted the snapshot, initially the user will input a password which will be used by 

ChaCha20 for encryption and a message which will be mapped to the original password and 

encrypted with the password using ChaCha20, then user clicks on ‘Honey Encryption’ button 

which generates a dictionary of honey words and maps them with their fake messages  and 

stores them in the system. If the user wants to decrypt and get the message, they will enter a 

decryption password along with an avalanche password which is used to calculate avalanche 

effect. If the decryption password matches the encryption password, then the original 

message is displayed which in our case is “We will meet at Spire at 12:15pm”. Similarly, if 

the decryption password matches to any of the honeywords then a fake message is generated 

by the system (Figure 9). 

 

Figure 9 : Fake message displayed. 

 

Similar mechanisms have been implemented for both AES and HexaCha, also the systems 

give out additional details such as encryption time, decryption time and avalanche effect 

calculations for all the relevant operations for comparative evaluation. 
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