
Detection and mitigation of DNS laundering
DDoS attacks

MSc Research Project

CyberSecurity

Kevin Salvador Garza Ruiz
Student ID: X22203788

School of Computing

National College of Ireland

Supervisor: Dr. Vanessa Ayala-Rivera

www.ncirl.ie



National College of Ireland
Project Submission Sheet

School of Computing

Student Name: Kevin Salvador Garza Ruiz

Student ID: X22203788

Programme: CyberSecurity

Year: 2023

Module: MSc Research Project

Supervisor: Dr. Vanessa Ayala-Rivera

Submission Due Date: 14/12/2023

Project Title: Detection and mitigation of DNS laundering DDoS attacks

Word Count: 5736

Page Count: 23

I hereby certify that the information contained in this (my submission) is information
pertaining to research I conducted for this project. All information other than my own
contribution will be fully referenced and listed in the relevant bibliography section at the
rear of the project.

ALL internet material must be referenced in the bibliography section. Students are
required to use the Referencing Standard specified in the report template. To use other
author’s written or electronic work is illegal (plagiarism) and may result in disciplinary
action.

Signature: Kevin Salvador Garza Ruiz

Date: 30th January 2024

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST:

Attach a completed copy of this sheet to each project (including multiple copies). ✓
Attach a Moodle submission receipt of the online project submission, to
each project (including multiple copies).

✓

You must ensure that you retain a HARD COPY of the project, both for
your own reference and in case a project is lost or mislaid. It is not sufficient to keep
a copy on computer.

✓

Assignments that are submitted to the Programme Coordinator office must be placed
into the assignment box located outside the office.

Office Use Only

Signature:

Date:

Penalty Applied (if applicable):



Detection and mitigation of DNS laundering DDoS
attacks

Kevin Salvador Garza Ruiz
X22203788

Abstract

Distributed Denial-of-Service (DDoS) attacks has raised new concerns during
the first half of the current year (2023) since longer and more intense attacks has
been detected. A recently observed raise of DDoS attack related to Domain Name
System (DNS) has been identified as DNS laundering DDoS attack, where the at-
tacker manages to send DNS request to the target through a DNS resolver making
the requests appear to be legit. This paper is presenting a solution for DNS laun-
dering DDoS attack and giving a comparison of the effectiveness given by existing
methods such as black-hole and rate limit. The proposed solution implies a device
that acts as DNS controller which can detect a DDoS DNS laundering attack, block
the attack, and keep the access to the targeted domain from users’ perspective. In
this work the comparison between different methods and the proposed solution is
given by experimentation, where in all cases when the proposed solution is applied,
more than 99.6 percent of the load sent by the attacker is dropped, a reduction of
11.54 percent on memory utilization against “under attack” state is achieved, and
finally 45.71 percent of swap memory utilization is reduced against “under attack”
state. All these results are given under the main approach of the proposed solution
that is giving access to legit users during the attack. The comparison given by
the experimentation shows that blackhole solution accomplish the task of block the
attack but failing on give legit users access to the targeted domain, on the other
hand rate limit is successful on give legit users access to victim´s domain but only
blocking partially the attack. Finally, the proposed domain is successful on blocking
the attack and give legit users access to the victim´s domain.

1 Introduction

DDoS attacks are based on a series of machines, bots, or botnets that floods a target that
could be a website or a web service with network traffic where the goal is to push real
users out, the result of the attack is to delay a service or even make it fail for a period
of time. One of the risks that a web service face during a DDoS attack is that security
vulnerabilities can be exploited and eventually gaining access to databases and getting
control over sensitive information [1]. Also DDoS attacks usually try to inundate with
queries the resources of the victim to affect the functionality of the victim´s resources
and avoid genuine users to access to the victim´s service [2].

The quantity of DDoS attacks has growth in 30.5 percent in the first half of 2023
compared with the first half of 2022 with a total of 7,858,705 attacks, this represents
a daily number of attacks of 44,000 where the most targeted area was EMEA (Europe,
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Middle East and Africa) with around 15,000 attacks, and the second one is APAC (Asia-
pacific) with around 9,000 attacks [3].

1.1 DNS laundering DDoS attacks

The Domain Name System (DNS) is a name resolution system that allows the translation
of IP addresses to domain names, this system is widely used since for humans is easier to
remember a domain name (for example google.com) that remember an IP address which
is composed by numbers (for example 192.168.100.109) [4].

DDoS DNS attacks has evolved since there are many types of them where some
examples are DNS flood and DNS amplification, in the first one a series of boots present on
internet of things devices target a DNS resolver in order to make legitimate users unable
to access to provider´s DNS services [5]. On the other hand, DNS amplification is based
on request with spoofed IP address where the source IP address has been substituted
with the target address, as a result, the victim receives a big amount of DNS requests
coming from DNS resolvers [6].

DNS laundering DDoS attacks is a type of DNS DDoS attack where the attacker make
the traffic appear legit by a laundering process using recursive DNS resolvers [7]. In this
type of attacks, the hacker sends queries containing subdomains of a domain managed
by the victim´s DNS server. The prefix of the domains is randomized and used only
once. Due to the randomization of the subdomains, the DNS resolver would never have a
response on the cache, then DNS resolver would forward the queries to the authoritative
DNS server of the victim´s domain. In consequence the authoritative DNS server of the
victim would be bombarded by legit queries [7].

The detailed steps presented on this type of attack are explained upcoming where I
clarify how DNS laundering attacks are being performed step by step with purpose to
have a clear understanding of the behaviour of the attacker, recursive DNS resolver and
authoritative DNS server under this particular type of attack.

Step 1: Figure 1 is showing the attacker sends randomized subdomain queries to the
DNS resolver

Figure 1: Randomized subdomain queries sent by the attacker
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Step 2: The recursive DNS resolver does not have any cached entrance for the subdo-
mains present during the attack, as showing in figure 2.

Figure 2: Recursive DNS resolver do not have cached entrance for the subdomains re-
ceived

Step 3: The DNS resolver forward the randomized queries to the authoritative DNS
server of the victim, as showing in figure 3.

Figure 3: The DNS resolver forward the queries of the attack

Using this methodology attackers can perform DDoS attacks to authoritative DNS
server by making their request genuine, since they are coming from a valid recursive DNS
resolver.
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1.2 Proposed solution

The primary goal of this paper is to simulate a potential solution for DNS laundering
DDoS attacks where malicious traffic is successfully blocked, and genuine users do not
lose access to the targeted domain. Also, another objective of this paper is to compare
the proposed solution with other types of solutions seen before and to contrast the main
advantages and disadvantages of the proposed method. As research question I am pro-
posing: Is the proposed method effective on detecting and mitigating a DNS laundering
DDoS attack while let the genuine traffic reach the targeted domain?

To accomplish the task of blocking a laundering DDoS attack and let genuine traffic
reach the targeted domain, I am proposing a method where a DNS traffic controller placed
between the authoritative DNS server and recursive DNS resolver can discriminate the
traffic that is going through by implementing an algorithm, this algorithm would analyse
the traffic and determine if the authoritative DNS server is under a DNS laundering
DDoS attack and act in consequence by blocking the attack while letting genuine traffic
go through.

From the protection perspective, the attack can´t be blocked by blocking the source
of the attack since it comes from a legit reputable recursive DNS server like google DNS.
This factor makes this type of attack very challenging to distinguish between valid queries
from malicious ones [7].

2 Related Work

In this section I discuss the different ways of mitigating a DDoS attack based on network
layer, I analyse their positive and negative aspects as a way of make a comparison to the
proposed method on this paper. Different methods and solutions have been approached
in past papers that give solution to some types of DDoS attacks. However, in this paper
I am studding the effectiveness of the proposed method against DNS laundering DDoS
attacks and comparing it to the solutions given by past works.

2.1 DDoS detection

Several approaches have been achieved to detect and mitigate a variety of types of DDoS
attacks in the past, e.g., Antonakakis [8] has developed a mechanism to classify do-
main generation algorithms (DGA) based domains using non-existent domain responses
(NXDOMAIN). On that work he was able to classify and detect different types of DGA-
based bots based on unsuccessfully resolutions However this method was no focused on
target randomly generated subdomains as DNS laundering DDoS attack is based on.

Also, Sommese [9] mentioned that ”Distributed anycast deployment is generally the
most effective method to operationally mitigate the effects of DDoS attacks on end users”.
Both previous mentioned works [8] [9] was developed on ISP (Internet Service Provider)
side. On this paper the proposed solution is given on the victim´s side, since DNS
laundering DDoS attack is focused to reach an authoritative server, it is a very focused
attack that can hardly be dissipated through different servers.

Soliman [10] has proposed a method to detect attacks coming from clouds through
a method called Hypervisor Ingress Filtering (HIF), which is useful to detect reflection
amplification DDoS attacks.
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Saharan [11] has proposed a solution for DNS amplification attacks where as men-
tioned on his work ”The solution presented here involves a set of geographically dis-
tributed routers, called a Barrier of Routers (BoR)”. the barrier of routers mentioned
by Saharan [11] have the task of drop the packets that comes from DNS amplification
attacks, by scanning the incoming an outgoing traffic.

Hasegawa [12]presented a solution for water torture DNS attack (which is another
name for DNS laundering DDoS attack) where applying a whitelist to incoming queries,
Hasegawa [12] accomplish to mitigate water torture DNS attack but certainly not to
ensure legit users to have access to the victim´s domain as mentioned on its report
”In other words, it is also highly possible that the FQDNs that users frequently resolve
are registered in the whitelist. Therefore, we hypothesize that legitimate users will not
be significantly affected by the false dropping of legitimate DNS queries even during
an attack.” [12]. Also the solution given on Hasegawa paper is implemented on DNS
resolver server, meanwhile in this paper is implemented on a DNS traffic controller next
to authoritative server.

2.2 Rate limit solutions

Rate limit solutions are given by determining a limit for the packets or information per
second that go through a system. As the conclusion given by Deccio [13] around 16
percent of authoritative servers implement a sort of rate limitation to the traffic when
they are under a DDoS attack, letting DNS server with connection to internet but with
the inconvenience that the bandwidth would be used for both genuine and malicious
traffic.

Wong [14] analysed a modification of Ganger’s NIC-based DNS detection scheme [15],
where the traffic is limited depending on previous DNS translation for the destination IP.
As Wong [14] mentioned ”for every outgoing TCP SYN, the rate limiting scheme permits
it through if there exists a prior DNS translation for the destination IP, otherwise the
SYN packet is rate limited”.

Rozekrans [16] Analysed a response rate limit method to limit the effectiveness of
DNS amplification attacks by dropping packet responses that overpass the rate limit
established.

Also, as mentioned by Rozekrans [16] and Wong [14] rate limiting is an effective way
to partially mitigate a DDoS attack but it comes with side effects like the actual DDoS
attack is never stopped just avoiding the server to be vulnerated by limiting the amount
of queries processed.

2.3 Black-hole Solutions

Black-hole solutions are given by deviating inbound traffic to a non-existent IP address,
by the this way DDoS attacks can be mitigated with a high effectiveness as implemented
by Jonker [17] using the BGP routing protocol.

Also, Ishibashi [18] implemented a method to mitigate a DDoS attack from ISP side
by blocking the source of the attack. Ishibashi [18] mentioned ”To mitigate the increase
in the number of queries, the operators of the DNS cache servers intercepted the negative
answers from the authoritative server, and returned a blackhole IP address to the users.
The blackhole address is an address that is not assigned to any users, and was configured
to be dropped at the edge router.”
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The negative side of this countermeasure is that source addresses are being blocked
which means that genuine users could be blocked as well, and for the specific case of
DDoS DNS laundering blocking the source IP address of the attack is not a viable solution
without blocking genuine traffic.

2.4 Traffic filtering

Traffic filtering systems has been developed by Rizvi [19], which as approach to mitigate
DDoS attacks, a system of constant observation of the DNS server to then apply a
mitigation filter depending on the behaviour of the DNS server resources with a system
called DDiDD that stands for DDoS defense in Depth. Rizvi [19] mentioned ”The full
DDiDD automatically chooses the best filter or combination of filters for each attack,
always achieving 93 percent or higher controlled load and at most 1.7 percent collateral
damage.” On the other hand, a DNS filter was implemented by Datta [20] where an
embedded devices is constantly sniffing DNS packets looking if the traffic overpass the rate
limit established to then apply a filter and ban permanently the source of the DNS packets
that overwhelm the network. In both cases a filter is applied which blocks the source of
the traffic, which in the case of DDoS DNS laundering is non-viable without restrict the
access to the targeted domain by genuine users, since on DDoS DNS laundering attacks
the malicious traffic is coming from a valid recursive DNS resolver.

2.5 Summary of previous works

Analyzing previous works we can see that effective methods against some kind of DDoS
attacks has been found in the past. However, facing this specific type of attack, those
methods of mitigation are not robust enough to neutralize DNS laundering DDoS attacks.
On figure 4 we can see clearly previous mentioned methods against the proposed method.

Figure 4: Comparisons of previous solutions and proposed solutions under DNS launder-
ing DDoS attack.

As we can see on figure4, the main aspect of the proposed solution compared to
black-hole and traffic filtering methods is that the proposed solution let genuine traffic
go through during the DDoS DNS laundering attack and the difference between the
proposed solution and rate limit method is that this last one does not block the source of
the attack. Also, the difference of the Hasegawa solution against the proposed method is
the allowance of legit users to reach the victim´s domain.
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3 Methodology

The proposed solution offers a comprehensive DNS traffic monitoring in order to achieve
the goal of block the source of the attack meanwhile keeps the targeted domain reachable
by legit users.

NXDOMAIN stand for Non-Existent Domain, and it is one the error responses given
by DNS servers to indicate that the pointed domain does not exist [21]. In this paper
I am using this type of response packets to identify if the authoritative DNS server is
under attack by implementing a DNS traffic controller that acts as a man-in-the-middle,
as previously implemented by [22].

The methodology implemented on this paper can be described in four phases: DNS
traffic monitoring, DNS laundering DDoS attack detection, blocking attack, and keep
targeted domain accessible by legit users.

The first stage, DNS traffic monitoring is given by the implementation of the previous
mentioned DNS traffic controller, which, with the execution of an algorithm developed
for this particular task, first the algorithm is detecting if the authoritative DNS server is
under attack by measuring the NXDOMAIN responses from the authoritative DNS server
to the recursive DNS resolver server. To perform this task a limitation for NXDOMAIN
packets throughput has been set. By this way The traffic that goes through authoritative
DNS server and recursive DNS resolver is being constantly analysed to discriminate DNS
traffic. In order to intercept traffic and be able to drop it if necessary, since man-in-the-
middle devices has the capacity of intercept, read and modify packets [23], the device
for DNS controller that will act as a man in the middle device would remain on passive
mode sniffing to detect NXDOMAIN packets [24] [25].

The second stage DNS laundering DDoS attack detection, is given when the limit on
throughput for NXDOMAIN packets has been over passed, once this point is reached
means that the authoritative DNS server is under DNS laundering DDoS attack.

The third stage blocking attack, is given by the algorithm of the DNS traffic controller
stopping the forwarding of the traffic between both DNS servers, once reached this point,
the attack is been blocked and the authoritative DNS server is not more under attack.

The last stage keep targeted domain accessible by legit users, is given by taking
advantage of the recursive DNS resolvers’ cache where they save the responses for a
period of time [26]. In order to keep genuine traffic go through the algorithm is keeping
the targeted domain alive on the recursive DNS resolver server by sending DNS requests,
allowing by this way the genuine traffic to reach the victim´s domain.

— As part of the proposed solution, I am taking advantage of the recursive DNS
resolvers’ cache where they save the responses for a period of time [26]. The methodology
proposed implemented two scripts written on python that ideally should be run on the
nearest router to the authoritative DNS server.

In order to keep genuine traffic go through the algorithm is keeping the targeted
domain alive on the recursive DNS resolver server by sending DNS requests, allowing
by this way the genuine traffic to reach the victim´s domain. This process allows the
malicious traffic to reach the targeted domain for a short period of time (for this work
that configuration is taken to three seconds), this with the goal of placing DNS entrances
on the recursive DNS resolver server.

After the initial detection of the attack, the legit traffic has always access to the
targeted domain, since DNS resolver has all the time the entrance for the targeted domain
in its cache.
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4 Design Specification

The proposed solution is given by two phases, the first one is given by implementing
DNS traffic controller device that acts as a man-in-the-middle between recursive DNS
resolver and authoritative DNS server, which implements an algorithm that is performing
a constant scanning of the network traffic between recursive DNS resolver server and
authoritative DNS server to measure the throughput of NXDOMAIN packets sent from
authoritative DNS server. When the throughput exceeds the limit, set as 1 Kilo bits for
test purposes, a traffic filter is implemented, this filter drops every DNS packet but allows
the rest of the traffic going through.

The second phase consists of keeping the targeted domain from authoritative DNS
server alive on recursive DNS resolver´s cache. The algorithm accomplishes this task
sending periodically DNS requests pointing the targeted domain to the recursive DNS
resolver. To carry out this task the traffic between the DNS servers gets allowed by
a short period of time, set on 10 seconds for test purposes, during that period, the
algorithm performs a scanning of the traffic to measure the NXDOMAIN packets again
and implement the filter if the throughput exceeds the limit.

This entire process is being in a loop during the attack since once the second phase
is done, and an exceeded throughput of NXDOMAIN packets is detected, the algorithm
goes back to the phase number 1. By implementing this and after the first time the
second phase is implemented, the targeted domain of the attack is always accessible by
legit users through the recursive DNS resolver.

I have created a topology to develop the proposed solution where the DNS traffic
controller is placed between the recursive DNS resolver and the authoritative DNS server.
This device can sniff the traffic that comes from both DNS servers and act like a man-
in-the-middle, by this way the device has the capacity of stop the DNS traffic between
both servers [27].

4.1 Step by step on DNS laundering DDoS attack proposed
solution

In this section I will explain the details of a DNS laundering DDoS attack proposed
solution as a way to have a better understanding of the steps taken to mitigate the DNS
laundering DDoS attack.

Step 1: The attacker sends randomized subdomain queries to the recursive DNS
resolver as seen on figure 5.

Figure 5: Attacker send queries to DNS resolver.
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Step 2: The DNS resolver does not have any cached entrance and forward the queries
to the DNS authoritative server as seen on figure 6.

Figure 6: DNS resolver forward the queries.

Step 3: The authoritative server does not have the subdomain requested by the quer-
ies, then it answers with NXDOMAIN packets to the recursive DNS resolver as seen on
figure 7.

Figure 7: The authoritative server answers with NXDOMAIN packets.

Step 4: The DNS traffic controller detects overflow of NXDOMAIN packets and stop
the DNS communication between Authoritative DNS server and DNS resolver as seen on
figure 8.

Figure 8: DNS traffic controller detects over flow of NXDOMAIN traffic
.

At this point the legit user has no access to the targeted domain “example.com” since
the communication between the authoritative DNS server and DNS resolvers is blocked
as seen on figure 9.
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Figure 9: DNS traffic controller blocks DNS traffic
.

It is important to point that this is the only moment when the legit user has no access
to the targeted domain, and this only happens the first round of the entire process.

Step 5: The DNS traffic controller keeps the DNS resolver´s cache updated by send-
ing DNS request as seen on figure 10.

Figure 10: DNS traffic controller keeps the DNS resolver´s cache updated
.

Step 6: DNS traffic controller allows DNS traffic to go through for a short period of
time to allow the DNS resolver to reach the authoritative DNS server. Also, this short
period of time the DNS packets are going through is used to measure the throughput of
the NXDOMAIN traffic and verify if the blocking of the DNS traffic is still necessary as
seen on figure 11.

Figure 11: DNS traffic controller allows DNS traffic to go through
.
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Step 7: DNS traffic controller would execute the same task of blocking the DNS
traffic between authoritative DNS server and DNS resolver in case the throughput of
NXDOMAIN traffic is high, with the only difference that the legit traffic would have
always access to the targeted domain because of the cached entries on the DNS resolver
as seen on figure 12.

Figure 12: DNS traffic controller execute task of blocking the DNS traffic
.

Step 8: The DNS traffic controller would do the task of measure the NXDOMAIN
traffic and keep the DNS resolver´s cache entrance alive for the targeted domain again.
This would be a cycle until the attack finish and the DNS traffic controller let the DNS
traffic go through as seen on figure 13.

Figure 13: The DNS traffic controller measures the NXDOMAIN traffic and keep alive
the cache of the recursive DNS resolver alive for the targeted domain

.

After the initial detection of the attack, the legit traffic has always access to the target
“example.com” since DNS resolver has all the time the entrance for the targeted domain
in its cache.

5 Implementation

In this section I am going to discuss the implementations I have done to perform in
first instance the execution of an attack carried out with the same characteristics of DNS
laundering DDoS attack. Also, the simulation of an environment properly created capable
to emulate a DNS laundering DDoS attack and the proposed solution in an accurate way.

I have implemented a simulation using virtual machines based on Kali. I have chosen
Kali due the tools that are already are installed in. Also, since Kali is capable to run
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in low system requirements due the amount of virtual machines it is needed to run the
simulation [28] [29].

The architecture diagram of the implementation it is seen on the figure 14. As the
topology shows on the implementation made, the DNS traffic controller can control the
communication between the two DNS servers, that means that even when the DNS traffic
controller has blocked the traffic, DNS servers has still access to the router.

Figure 14: Topology of the proposed solution

I have firstly implemented a DNS laundering DDoS attack without accomplish any
defense in order to compare the results of the attack to the proposed solution, black-hole
solution, and rate limit solution

I have analysed the results of the attack with SPSS data analyser software, I have
chosen this software due its reliability and effective data management.

Data coming from the data analyser software regarding DNS laundering attack with
a load of 15KB/s without any defense are shown on the figure 15

(a) 15KB/s normal load distribution (b) 15KB/s normal plot load distribution

Figure 15: 15KB/s attack normal distribution

on the figure 15 it is shown that the mean load is 15.88KB/s with a standard deviation
of 1.393 taking in account 60 samples.
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I have analysed the results given by SPSS software after the implementation of the
proposed defense when a load of 15KB/s is applied. The results from the software are
shown in the figure 16

(a) 15KB/s attack when proposed solution nor-
mal load distribution

(b) 15KB/s attack when proposed solution nor-
mal plot load distribution

Figure 16: 15KB/s attack when proposed solution normal distribution

As can be seen on the figure 16, the values for DNS laundering DDoS attack are not
properly distributed since the majority of the values are set on zero with some exception
peaks.

For black-hole solution, the incoming traffic presented on authoritative DNS server
analysed with SPSS software is given by the next figure 17.

(a) 15KB/s attack when black-hole solution nor-
mal load distribution

(b) 15KB/s attack when black-hole solution nor-
mal plot load distribution

Figure 17: 15KB/s attack when black-hole solution normal distribution

As seen on the last figure 17, the incoming traffic after applying black-hole solution
is no normally distributed since the majority of the samples are set to zero, but we can
observe some data that is still present, since the majority of the samples are zero this
represents a drastic reduction of the incoming data due authoritative DNS server is not
responding the queries from the attack.
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For rate limit solution, the incoming traffic presented on authoritative DNS server
analysed with SPSS software is given by the next figure 18 As seen on the figure 18, the

(a) 15KB/s attack when rate limit solution nor-
mal load distribution

(b) 15KB/s attack when rate limit solution nor-
mal plot load distribution

Figure 18: 15KB/s attack when rate limit solution normal distribution

incoming traffic after applying rate limit solution goes to low rates making the majority
of the samples low values. This means that the incoming traffic from the attack is still
present but in low rate values.

6 Experimental evaluation

In this section I am going to navigate through the results of the simulation where the
authoritative DNS server that servers the targeted domain is facing a DNS laundering
attack, In the simulations I got results from the behaviour of the DDoS attack, the
authoritative DNS server and last but not least, the behaviour of queries from legitimate
users.

It is important to mention that an extrapolation should be made to fit the results given
by this study to real world DDoS attacks, since any simulation that can be performed
by a study can extrapolate the data results to ”predict peak traffic based on self-similar
traffic” [30].

On the third quarter of 2023 a new record on DDoS attack request has been reached
with 71 million requests per second [31], the largest amount of requests per second reached
on this study is 203, then an extrapolation need to be done to fit this results on a real world
scenario. However in this paper it is studied the effectiveness of the proposed solution to
mitigate a DNS laundering attack meanwhile legit users still have access to the targeted
domain and the main advantages and disadvantages against different mitigation methods.

The results are divided in sections depending on the mitigation technique, as previ-
ously mentioned, those techniques are black-hole DDoS mitigation, Rate limit mitigation,
and the proposed solution.

The results are based on 4 factors: number packets received by the authoritative DNS
server, load in Kilo Bytes per second that those packets represent, memory utilization
and swap memory utilization. The CPU did not present relevant utilization during the
attack or either during the mitigation process.
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It is considered that the authoritative DNS server has a total RAM memory of 752
Mega Bytes and a swap memory of 1023 Mega Bytes, where in quiet conditions use
530MB from memory and 70MB from swap.

6.1 Behaviour of the targeted authoritative DNS server without
any mitigation technique applied

I have performed a DNS laundering DDoS attack with three different loads: 5KB/s,
10 KB/s and 15KB/s. The figure 19 illustrates the main aspect that is affected on
authoritative server when is under attack, memory compared to the load of the attack
and also the peaks of the load.

Figure 19: Comparisons table for DNS laundering attack

Swap memory used 140MB representing an increment of 100 percent compared to the
conditions of the server when is not under attack. this result was given on the three load
scenarios.

6.2 Behaviour of the targeted authoritative DNS server when
the proposed solution is applied

The results of the attack over the targeted server are shown on the figure 20

Figure 20: Comparisons table for proposed solution results

It is observed on the figure 20 that the load traffic decreased considerably compared
to the original load of the attack

However is been observed that the low rate traffic detected is control traffic from the
protocol ARP, which is used in networking to associate IP addresses to MAC addresses
on every device.Also, during the three load scenarios the legit traffic could reach the
targeted authoritative DNS server successfully.

In all scenarios the memory utilization was placed on 533MB during this attack, this
represents a decrement of 11.6 percent compared to the mean of memory conditions of
the server when is under attack. The swap memory was placed on 76 which represents
an decrement of 45.71 percent compared to the mean of memory conditions of the server
when is not under attack.
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On the figure 21 we can observe the results for memory utilization for the proposed
solution on the simulation done.

Figure 21: Results of memory utilization for proposed solution

The figure 21 shows that the memory decreased by 11.6 percent meanwhile the swap
memory decreased in utilization by 45.71 percent compared to the mean of memory
conditions of the server when is not under attack.

On the figure 22 we can observe the percentage of load received from the DNS laun-
dering attack on the authoritative DNS server.

Figure 22: Results of simulation for proposed solution

As we can see on the the figure 22, the load received from the DNS laundering attack
became almost zero, then we can say that the proposed solution for DNS laundering
attack was successful in prevent that a big quantity of data reach the authoritative DNS
server.

6.3 Behaviour of the targeted authoritative DNS server when
the black-hole mitigation is applied

During the DNS laundering DDoS attack with the black-hole as method of mitigation
was observed that the quantity of load received was reduced significantly, as shown on
the figure 23.
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Figure 23: Comparisons table for proposed solution results

The memory utilization for the three load scenarios was placed on 668MB, this rep-
resents an increment of 10.85 percent compared to the mean of memory conditions of the
server when is under attack. Also, the swap memory was placed on 413 which represents
an increment of 195 percent compared to mean of memory conditions of the server when
is under attack.

On the figure 24 we can observe the results for memory utilization for black-hole
solution on the simulation done.

Figure 24: Results of memory utilization for black-hole solution

On figure 24 we can observe that the memory increased for the three scenarios by 10.85
percent, and finally, it is shown that the swap memory utilized increased in a considerable
way, almost 3 times compared to the state of this swap memory when is under attack.

On the figure 25 we can observe the percentage of load received from the DNS laun-
dering attack on the authoritative DNS server with a black-hole defence.

As we can see on the figure 25, the load from the attack was significantly reduced
using a black-hole solution. However an important amount of load is still being received.

6.4 Behaviour of the targeted authoritative DNS server when
the rate limit mitigation is applied

During the DNS laundering DDoS attack with the rate limit as method of mitigation was
observed that the load received was reduced significantly, as shown on the figure 26
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Figure 25: Comparisons of load received against load from the attack in percentage for
black-hole solution

Figure 26: Comparisons table for rate limit solution results

The memory utilization for the three load scenarios was placed on 588MB, this rep-
resents an decrement of 2.42 percent compared to the mean of memory conditions of the
server when is under attack. Also, the swap memory was placed on 394 which represents
an increment of 181.42 percent compared to the conditions of the server when is under
attack.

On the figure 27 we can observe the results for memory utilization for rate limit
solution on the simulation done.

Figure 27: Results of memory utilization for rate limit solution in percentage
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On the figure 27 we can observe that the memory decreased for the three scenarios
by 2.42 percent compared to the mean of memory conditions of the server when is under
attack, and finally, it is shown that the swap memory utilized increased in a considerable
way, 2.8 times compared to the state of this swap memory when is under attack.

On the figure 28 we can observe the percentage of load received from the DNS laun-
dering attack on the authoritative DNS server with a rate limit defence.

Figure 28: Comparisons of load received against load from the attack in percentage

As we can see on the last figure 28, the load from the attack was significantly reduced
to levels near to the 50 percent in the case of the load of 5KB/s, and 10 percent in the
case of the load of 15KB/s.

6.5 Discussion

Taking in account the results given by the simulation, as the load received on the au-
thoritative DNS server side in comparison to the load generated by the attacker, memory
utilization, and intrinsic characteristics of the nature of the different methods implemen-
ted as mitigators, I have developed the table 29 to have a better and clear understanding
of the advantages and disadvantages of the methods compared.

Figure 29: Characteristics of the mitigation methods following the results from the sim-
ulation
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As we can see on the table 29, black-hole solution blocks in a partial way the source
of the attack, since even when dropping the queries received, this method still lets the
queries to reach the authoritative DNS server, for this method, legit users are not allowed
to go through while the attack is in process. On the other hand rate limit lets the legit
users to go through but keeps the source the attack unblocked and keep responding the
queries coming from the attacker, this is the only mitigation method that responds the
malicious queries. Last but not least we have the proposed solution that let the legit
traffic go through meanwhile blocks the source of the attack and does not respond the
malicious queries.

For the server resources section from the table, we can observe that black-hole solution
gives the worse approach in this section, since the swap memory presents a noticeable
increment compared to the swap utilization when under attack, meanwhile the memory
presents an increment as well but not so relevant, only of 10.85 percent. Rate limit
solution on the other hand, presents even a decrement on memory utilization, small but
still a decrement of 2.42 percent, but also presenting an increment of 2.8 times on swap
memory utilization. Finally, the proposed solution has presented an important decrement
on both memory and swap elements, when the first one is about 11.45 percent, the second
one comes to 45.71 percent.

With the results given by the simulation, I can assume the proposed solution had a
successful approach on mitigating DNS laundering DDoS attacks, since it blocked the
source of the attack and let the legit traffic go through. Also was been observed that the
proposed solution is more effective against DNS laundering DDoS attacks due the targeted
DNS server did not even receive malicious queries because the DNS traffic controller
blocked them before they could be able to find its way to the targeted server.

7 Conclusion and Future Work

I can conclude that the proposed solution is effective in detecting and mitigating DNS
laundering DDoS attacks while letting genuine traffic reach the targeted domain. Com-
paring the proposed solution to the other two methods analysed in this paper, I assume
it is a complete but narrowed solution to this specific type of attack. The principal
contribution of the proposed solution is that let the legit users access to the victim´s
domain through DNS resolver´s cache, which is being updated every minute to maintain
the victim´s domain active.

Limitations of this work are given by the resources of the machine where the simula-
tions is running, since it is necessary to run multiple virtual machines, resources of the
host machine are quickly exhausted. For this same reason, assumptions has been made
on results, since the data obtained need to be extrapolated to fit a real-world attack.
Also, another limitation is given by the fact that I am using only one virtual machine
that is performing the duty of attack, since in real world this task might be given by
hundreds of machines.

For future works a good approach will be implementing this solution mounted in the
traffic controller this time to a router, by this way the solution becomes more compacted
and elegant, since the implementation on routers would not demand the implementation
of an external device. Also, future simulations of experiments could be done implementing
this model by increment the load and the number o attacker machines.
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