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Cormac Frawley
Student ID: X21166277

1 AWS

A Standalone AWS account was created for the purposes of testing the below configuration. All infrastructure
provisioned on the AWS account was through Terraform.

1.1 Terraform Code

All Terraform code was written and executed in Visual Studio Code

1.1.1 providers.tf

The below code is used to form an authenticated connection to AWS so that the infrastructure and Sensitive
Data Protection function can be configured. For AWS the credentials where stored in a directory and accessed
once the code was executed. The AWS region is also specified.

aws =
source = "hashicorp/aws"

aws" {

region "eu-west-1"
shared_credentials files ["~/.aws/credentials"]
profile "cmac_thesis"

Figure 1 — AWS providers.tf code

1.1.2 main.tf

The main.tf file is the main configuration file and the Terraform code executed within it brings up the required
AWS cloud environment, storage element (S3 bucket), networking and adds the test files to the S3 bucket.

For AWS the below infrastructure was needed to facilitate the testing:
- VPC (virtual private cloud) is a virtual network within which infrastructure can be instantiated.
- Subnet—AVPCsubnet is required to allocate Ipv4 addresses and the availability zone (area within a
region where the resources are located) is also defined.
- S3 bucket — a standard S3 bucket is defined.
- S3 object —the S3 object defines a process to upload files from a specified location to the S3 bucket.
Each time the bucket is created the object code executes and uploads the correct files.

"aws_vpc" "cmac_dlp_vpc" {
cidr_block = "10.10.0.0/16"




enable_dns_hostnames
enable_dns_support

"cmac_vpc"

"aws_subnet cmac_dlp vpc _subnet" {

vpc_id aws_vpc.cmac_dlp vpc.id
cidr_block = "10.10.1.0/24"

map_public_ip on_launch
availability zone "eu-west-1a"

"cmac_vpc_subnet”

"aws_s3 bucket" "s3-dlp" {
bucket "s3-dlp"

tags = {
Name = "S3-dlp-bucket"

"aws_s3 object" "objectl" {

for _each = fileset("uploads/", "*")
bucket = aws s3 bucket.s3-dlp.id
key = each.value

source = "uploads/${each.value

Figure 2 — AWS providers.tf code

1.1.3 dip.tf

To enable the Sensitive Data Protection capabilities the dlp.tf file enables Macie (Sensitive Data Protection
function) and defines the account id for reference in the Macie policy. There are a number of ways of creating
the Macie policy, in the code referenced a one-time job was used as this executed immediately which was




useful for testing (AWS, 2023). The code also references a scheduled job type which would allow the policy to
trigger on a regular basis and would be used in production code. The policy references the S3 bucket but again
this could be configured to reference a number of buckets as required.

Finally Terraform/AWS configuration does not allow configuration of individual sensitive information types
(SITs) instead the code uses the default information types defined for Macie. For those SITs outside the default
group policies had to be created directly on the portal. This also included the custom information types. The
configuration for these will be referenced in the following section.

"aws_macie2 account" "cmac-macie-dlp" {
status = "ENABLED"

"aws_caller identity" "current" {}

"aws_macie2 classification_job" "cmac-macie-job-01" {

job_type "ONE_TIME"
name "cmac-macie-detection-job-01"

s3 _job _definition {
bucket_definitions {
account_id = data.aws_caller_identity.current.account id
buckets [aws _s3 bucket.s3-dlp.id]

}

depends_on = [aws_macie2 account.cmac-macie-dlp]

Figure 3 — AWS dlp.tf code

1.1.4 AWS Macie configuration for non default information types

For those SITs not part of the default group the Macie policies had to be configured in the AWS portal. The
AWS portal provides a web based GUI to configure all elements of the AWS environment from storage to
networking to access management. In this case it was used to add specific SITs to the Macie policy. Below
illustrates part of the GUI configuration.



Amazon Macie > Jobs > Create

Step 1
Choose S3 buckets Choose S3 buckets .
Ajob can analyze objectsin one or more 53 buckets. Specify how you want to choase buckets that contain objects for the job to analyze.

Step2
Review 53 buckets

O Select specific buckets O Specify bucket criteria

Manually select each bucket that contains objects for the job to analyze. If the job runs more than once, it Enter criteria that determine which buckets contain objects for the job to analyze. If the job runs more than

Step3 analyzes abjects in the same buckets each time it runs. ance, it can analyze abjects in different buckets each time it runs, as your bucket inventary changes over time.
Refine the scope
Step 4 Select S3 buckets (1)
Select managed data This table lists 53 buckets for your account. Select the check box for each bucket to include in the job's analysis.
dentifiers
Steps ‘ Y Add filter criteria ‘ 1
Select custom data
dentifiers

O Sensitivity ¥ | Bucket v | Account ¥ | Classifiable objects ¥ | Classifiablesize ¥ | Monitoredbyjob | Latestjobr
Step6 ] I 1 s3-dip 222373408984 0 0 No 14 days ago
Select allow lists

»

Step 7

Cancel
Enter general settings
Step 8
Review and create
Amazon Macie » Jobs > Create
Step 1 . e
Choose 53 buckets Select managed data identifiers we
A managed data identifier is a set of built-in criteria that detects a specific type of sensitive data. Specify the types of sensitive data to detect by selecting managed data identifiers for the job to use
Step 2
Review S3 buckets
Managed data identifier options
Step3 Ajob can use multiple managed data identifiers. Specify which ones you want the job to use.
Refine the scope
. © Recommended O custom

g Use all the managed data identifiers that AWS recommends for jobs. Select specific managed data identifiers to use, or don't use any.
Select managed data
identifiers

Recommended (35)
step 3 This table lists managed data identifiers that we recommend to detect common categories and types of sensitive data
Select custom data
dentifiers Q, Search ‘
Step& Sensitive data type v | Sensitive data category v
Select allow lists

AUSTRALIA_TAX_FILE_NUMBER PERSONAL_INFORMATION
Step 7
Enter general settings AWS_CREDENTIALS CREDENTIALS

BRAZIL_CPF_NUMBER PERSONAL_INFORMATION

vand create CANADA_DRIVERS_LICENSE PERSONAL_INFORMATION
CANADA_PASSPORT_NUMBER PERSONAL_INFORMATION

Figure 4 — AWS Macie portal configuration

Similarly the custom information types must be configured in the portal before being added in the Macie
policy through the portal. The below configuration shows a custom identifier using regex.

Amazon Macie > Settings » Custom data identifiers » Custom 2

Custom 2 info Evaluate

Id
Sample data

Se2d0d5c-c6e-42e5-9a46-327388503b80 - ;
Enter sample data to test your custom data identifier. The sample data can contain up to
1,000 characters

Created at

November 6, 2023, 21:29:14 (1 month ago)

Description

Contract

Regular expression
Enter the regular expression (regex) that defines the pattern to match.

AC.+:\s[0-9]{6}.[0-91{3}

Figure 5 — AWS Macie custom identifier configuration

1.2 Macie Sensitive Data Protection Jobs

Once configured the Macie job can be checked in the AWS portal example below.



cmac-macie-detection-job-24 X

Job ID: 58be80d1a7f5a1050a13e16e573cb6aa

Show results [} ¥

General information

Job ARN  arn:aws:macie2:eu-west-
1:222373408984:classification-
job/58beB0d1a7f5a1050a13e16e573cb6aa

Created MNovember 26, 2023, 17:34:00 (12 days ago)
Last run time  MNovember 26, 2023, 17:34:05 (12 days ago)

Status (&) Complete

Statistics

Approximate number of 0
objects to process

Number of runs 1

Scope
Jobtype Onetime

Sampling depth 100

S3 buckets
Total accounts 1
Total buckets 1

Account ID: 222373408984
Figure 6 — AWS Macie policy

The results or findings can also be checked in the portal. The documents that triggered for each particular
Macie job or policy are listed. For each document the SITs which triggered and the number of occurrences are
given. This information can be exported as json or sent to CloudWatch for analysis as part of operation and
maintenance procedures.

P S B S 6 F B Sy SensitiveData:S30bject/Personal @ @ X

Finding ID: 0152¢526083916494cd843175d64035¢
Findings (5) info

This table lists findings for your organization. Select a finding to show its details. You can also filter, group, and sort findings based on specific fields and field
values.

Suppress findings Saved rules ‘ No saved rules v ‘ Overview

@) The 53 object contains personal information such as names, mailing addresses, or
driver's license identification numbers. Learn More [

Severity  High aa

Finding status Filter criteria Region  eu-west-1 @a

Current v ‘ ‘V\ ® Job ID: 58be80d1a71521050a13e16e573chbaa_ @ | Add filter saverule X ‘ AccountID 222373408984 Qa
1 Resource  s3-dlp/Passports-DOC-15.docx [4

Created at  November 26, 2023, 17:38:20 (12 days ago)

[m] Severity v | Finding type v | Resources affected
Updated at  November 26, 2023, 17:38:20 (12 days ago)

] SensitiveData:s50bject/Personal s5-dlp/Passports-DOC-15.docx I Origintype  SENSITIVE_DATA_DISCOVERY_JOB aq
m] SensitiveData:530bject/Personal s3-dlp/Passports-PDF-15 pdf

Result
] [ +igh ] SensitiveData:S30bject/Personal s3-dlp/Passports-XLS.xlsx JobID  58beB0d1a7f5a1050a13e16e573ch6aa [4 Qa
m] SensitiveData:530bject/Personal s3-dlp/Passports-TXT-15.txt Details

Status @ COMPLETE @a
S itiveData:S30bject/Pe L 3-dlp/P: ts-CSV-15.4
0o ensitiveData:S30bject/Personal s3-dip/Passports. esv st dossied | 1518
‘ »

MIME type  application/vnd.openxmiformats-
officedocument.wordprocessingmldocument

Detailed result location  s3://[export-config-not-
set]/AWSLogs/222373408984/Macie /eu-west-
1/58be80d1a7f5a1050a13e16e573cb6aa/222373408
984/04692bc5-7671-306d-b832-
43ddc58436ac jsonlgz [4

Sensitive data



Sensitive data
Total count 9
Reveal samples  Enter settings [

Personal information

Canada passport number 1 @ Q
France passport number 6 @ Q
Usa passport number 2 @ Q

Resources affected (S3 bucket)

Bucket name  s3-dlp @
Public access NOT_PUBLIC @a
Encryption required by  No @& aQ

bucket policy
Default encryption  AES256 @ Q
Created at  October 195, 2023, 21:59:49 (2 months ago)
Owner cormacfrawley @ Q
Tags
Name  S3-dlp-bucket @

Resources affected (53 object)

Key Passports-DOC-15.docx @ Q

Public access  false @ Q

Default encryption  AES256 @ Q
Size 15KB

Last modified MNovember 26, 2023, 17:34:01 (12 days ago)

Additional information
Archived false
Figure 7 — AWS Macie policy findings

2 GCP

2.1 Terraform Code

All Terraform code was written and executed in Visual Studio Code

2.1.1 providers.tf

The below code is used to form an authenticated connection to GCP so that the infrastructure and Sensitive
Data Protection function can be configured. Also indicates where stored credentials are located. In this
instance the credentials are stored as a json file on the local directory.

"google" {

project = "cmacsaff"
region = "europe-westl"
credentials = "c:/Cloud DLP Thesis/GCP/cmacsaff-76c7db658b5c.json"

Figure 8 — GCP providers.tf code



2.1.2 main.tf

The main.tf file is the main configuration file and the Terraform code executed within it brings up the required
GCP cloud environment, storage element (GCP bucket), networking and adds the test files to the bucket.

All storage infrastructure (GCP bucket) is provisioned in the main.tf file along with code to upload files from a
directory into that storage. The required infrastructure needed to test is listed below:

- GCP standard storage bucket

- Additional GCP bucket for storing logs

- BigQuery dataset which is a container for generated data

- BigQuery table which is used to stored the data in rows similar to a database

- Object —the object is used to automatically upload files to the storage bucket

"google storage bucket" "cmac_dlp" {
name = “"cmac_dlp bucket"
location = "europe-westl"
storage_class = "STANDARD"

uniform _bucket level access =

logging {
log_bucket = "cmac_dlp_logging bucket"

"google storage bucket" "cmac_logging"
name = “"cmac_dlp logging bucket"
location = "europe-westl"
storage class = "STANDARD"

uniform _bucket level access =

"google storage bucket object" "object2" {

bucket = google storage bucket.cmac_dlp.name

for _each = fileset("c:/Cloud DLP_Thesis/AWS/uploads/", "*")
name = each.value

source = "c:/Cloud DLP_Thesis/AWS/uploads/${each.key}"

"google bigquery dataset" "source_dataset" {
dataset_id = "cmac_dlp dataset”




description "Input BQ Dataset"
location "europe-westl"
default_table_expiration_ms 3600000

"google bigquery table" "default" {
dataset_id = google bigquery dataset.source dataset.dataset id
table id = "cmac_dlp dataset table"
deletion protection =

time_partitioning {
type = "DAY"
}

labels = {
env = "default"
automation = "true"

Figure 9 — GCP main.tf code

2.1.3 dlp.tf

GCP Sensitive Data Protection capabilities are enabled through the dlp.tf code. A basic DLP template is created
which aligns to a GCP account and states the SITs which should form part of the policy. Unlike AWS all SITs can
be configured through the Terraform code including custom identifiers using regex. Next a trigger for the
policy is required which states the scanning interval, the BigQuery dataset and the bucket to be scanned and
finally the files types to be included (GCP 2023).

"google data loss prevention inspect template" "basic" {
parent = "projects/cmacsaff"
description "Basic user data identification"
display name "Basic User Data"

inspect_config {




info_types
name =

info_types
name =

info_types
name =

}

info_types
name =

{
"AWS_CREDENTIALS"

{
"ENCRYPTION_KEY"

{
"BASIC_AUTH_HEADER"

{
"HTTP_COOKIE"

info_types {

name =

"JSON_WEB_TOKEN"










min_likelihood = "LIKELY"

limits {
max_findings_per_item
max_findings_per_request

"google data_loss_prevention_job_trigger" "basic-bucket-job" {
parent "projects/cmacsaff"
description "Reoccuring search on cmac_dlp bucket"
display name = "Special-Data Bucket Job"

triggers {
schedule {
recurrence_period_duration = "86400s"

inspect_job {
inspect_template name =
google data_loss_prevention_inspect_template.basic.id
actions {
save_findings {
output_config {
table {
project_id "cmacsaff"
dataset id "cmac_dlp dataset

storage_config {




cloud_storage options {
file set {
url = "gs://cmac_dlp bucket/"

}
file_types = ["TEXT_FILE", "PDF", "CSV", "POWERPOINT", "WORD",

"EXCEL"]

Figure 10 — GCP dlp.tf code

2.2 GCP Sensitive Data Protection policies

Once the GCP policies have been created they can be triggered immediately in the GCP portal and the results
examined.
Sensitive data protection

» Test sensitive data discovery by scanning a single table X

. for free

Profile one of your tables and see how the insights can help you better understand and protect your data. Your first 25 table profiles are free, so that
you can see discovery in action before you enable it across your project or organisation

TRY DISCOVERY

OVERVIEW DISCOVERY INSPECTION RISK ANALYSIS CONFIGURATION SUBSCRIPTIONS

JOB TRIGGERS INSPECT JOBS A CREATE JOB AND JOB TRIGGERS

= Filter Enter

Trigger ID Status Resource location Last run Update time Schedule
7514111447276 Healthy Glob,

1 day

Figure 11 — GCP sensitive data protection

< Job details COPY  CANCEL  DELETE

7303716413683883470

Container: gs://cmac_dIp_bucket
P

emacsaff/locations, pJobs/i-7303716413683883470

@ Done Last modified 10 Dec 2023, 13:09:50

OVERVIEW CONFIGURATION

Findings Bytes scanned Ertors

0 0B 0

Job results
= Filter  Enter property name
Name Categories @ Sensitivity @ - Total % Total
Location: GLOBAL Data type: SPII High

o identify a user to a server. It is part of the HTTP sp Location: GLOBAL  Data type: PIl 02

Location: GLOBAL  Data type: SPII

HTTF_COOKIE

ification. Location: GLOBAL  Data type: Pil 0

< << <K

JSON_WEB_TOKEN gned usin.. Location: GLOBAL  Datatype: SPI

Figure 12 — GCP sensitive data protection findings

3 Azure

13



3.1

Terraform Code

All Terraform code was written and executed in Visual Studio Code

3.1.1 providers.tf

The below code is used to form an authenticated connection to Azure so that the infrastructure and Sensitive
Data Protection function can be configured. For Azure a command line authentication in Visual Studio Code
was used utilising the account password so credentials were not included in this file.

azurerm =
source "hashicorp/azurerm"
version "=3,72.0"

azapi = {
source "Azure/azapi”

version "=1.6.0"

"azurerm" {

features {}

Figure 13 — Azure providers.tf code

3.1.2 main.tf

The main.tf file is the main configuration file and the Terraform code executed within it brings up the required
Azure cloud environment, storage element (Blob Storage), networking and adds the test files to the Blob.
Individual SITs could not be configured through Terraform these had to be selected from the Azure portal. The
required infrastructure needed to test is listed below:

A resource group which is a container for all provisioned infrastructure

A virtual network

A subnet

A storage account as a container for the blob storage

Access rules for the storage account — limited to local machine

A container for the blob storage

Blob storage which combined code to upload files to the blob storage once instantiated

"azurerm_resource_group" "cmacdlpgrp" {

name = "cmacdlpgrp"
location = "westeurope"

"azurerm_virtual_network" "cmac-vnet" {
name = "cmac-vnet"
address_space = ["10.0.0.0/16" ]

14



location azurerm_resource_group.cmacdlpgrp.location
resource_group_name = azurerm_resource_group.cmacdlpgrp.name

resource "azurerm_subnet" "cmac-subnet" {
name "cmac-subnet™
resource_group_name azurerm_resource_group.cmacdlpgrp.name
virtual network name = azurerm_virtual network.cmac-vnet.name
address_prefixes = ["10.0.2.0/24"]
service_endpoints = ["Microsoft.Storage"]

resource "azurerm_storage account" "cmacdlpacctl1974-new" {
name "cmacdlpacct1974"
resource_group_name azurerm_resource_group.cmacdlpgrp.name
location "westeurope"
account_tier "Standard"
account_kind "BlobStorage"
account_replication_type "LRS"

resource "azurerm_storage_account_network_rules" "cmac-nw-rules" {
storage _account_id = azurerm_storage account.cmacdlpacctl974-new.id

default_action = "Allow"

ip_rules = ["127.0.0.1", "37.xX.XX.Xxx"]
virtual network subnet ids [azurerm_subnet.cmac-subnet.id]
bypass = ["Metrics"]

resource "azurerm_storage container" "cmacdlpcontain" {
name "cmacdlpcontain”
storage_account_name azurerm_storage account.cmacdlpacctl974-new.name
container_access_type "private"

resource "azurerm_storage blob" "cmacdlpblob-new" {

for _each = fileset("c:/Cloud DLP_Thesis/AWS/uploads/", "**/*")

name = each.key

storage_account_name = azurerm_storage_account.cmacdlpacct1974-new.name
storage_container_name = azurerm_storage_container.cmacdlpcontain.name
type = "Block"

source = "c:/Cloud_DLP_Thesis/AWS/uploads/${each.key}"

Figure 14 — main.tf code




3.1.3 dip.tf

DLP.tf enabled the Defender for Cloud modules:
- Defender for Cloud - Storage
- Defender for Cloud — Cloud Security Posture Management
SITs must be defined in the portal and cannot be assigned to policy individually (Azure 2023).

"azurerm_subscription” "current" {}

"azurerm_security center_subscription pricing" "mdc_storage" {
tier = "Standard"
resource_type = "StorageAccounts"
subplan "DefenderForStorageVv2"

extension {
name = "SensitiveDataDiscovery"

"azurerm_security center_subscription_pricing" "mdc_cspm"
tier = "Standard"
resource_type = "CloudPosture"

extension {
name = "SensitiveDataDiscovery"

Figure 15 — Azure dlp.tf code

3.2 Azure Sensitive Data Protection policies

As mentioned above individual SITs cannot be configured through the Terraform code and are assigned to
policy through the portal. All selected SITs are then added to the DLP policy.

Pll info types
Data sensitivity

A E@E@
T Eorox

Figure 16 — Azure SIT configuration

Once configured there is no way to check the policies in Azure Defender for Cloud. When the policy triggers an
alert is generated which outlines which SITs have been found and in what file types. The exact file is not given.

16



Home > Microsoft Defender for Cloud | Overview

Security alerts

O retresh & % Openquery | & Suppression rules Securty alerts map Sample alerts ) Alerts workbook & Download €5 report | A7 Guides & Feedback
e ~ Open alerts by severity

04 e d =0 "1

Open slerts Active slerts I progress aterts Alfected resources Brgr

' Seasch by 1D, 1P, name, or N/A, Azure subscription 1 Status == Active, In Progress. 3 Severty == Low, Medium, High > Ty Asd fier The access level of a sensitive storage
0 blob container was changed to allow

unauthenticated public access

(] severity 5 Alertrame 7y Affected resurce 14, Resource Group T4 Actvity start time (UTC) T4, (Preview)

1 | High W The access level of a sensitive storage blob contines was chan.. = cmacdlpacct1STa emacdiparp 25/11/23, 10:29 pm
High i Active . . 25/11/23,10:29 pm

=] I W The access evel of a sensitive storage blob containes was chan... ' cmacdlpacetieTa emacaiparp 041123, 0423 pm Seeriy | Status iy

[ | ign O The access laved of a senitive storage blob container was chan.. = cmacdipacctigTd cmacdipgrp 21/10/23, 0537 pm Alert description 13 Copy slert 150N

[ | High W The access bevel of a sensitive storage blob container was chan... = Ipacctisrd emacdipgrp 10710423, 10:38 pm Someane has changed the access level of the blob container

Figure 17 — Azure Alerts

Home > Microsoft Defender for Cloud | Overview > Security alerts >

Security alert = -
2517013494422134087_12c2f591-dbd4-4e2e-a943-cdf428b3% 30
&

- Container name
The access level of a sensitive storage

blob container was changed to allow
unauthenticated public access

cmacdipcontain

(Preview) Api type
Blob
High 3 Active |, ) 25/11/23,10:29 pm
Severity  Status Acthity time

Authentication type

Alert description [P copy alert ssoN Azure Active Directory (AAD)
Someone has changed the access level of the blob container
‘emacdipcontain’in the storage account ‘cmacdlpacct!974" which
contains sensitive data, to the ‘Container level, which allows
unauthenticated (anonymous) public access. The change was made
through the Azure Portal.

Our Sensitive Data Discovery has detected that this blob container
contains sensitive data, and this access level change may have
compromised the security of your data. We recommend takin
immediate action to secure your data and prevent unauthorized access.
For more information on the sensitive data and the user who made the
change, refer to the General Information and Entities sections.

Service type
Azure Blobs

Affected resource

mm— cmacdipacctio74

== storage account
Azure subscription 1
Subscription

Sensitive info types
Sensitive file types (blob container)

PDF, PPTX, TXT, XLSX, DOCX

Credit Card Number (6)
France Driver's License Number (4)
Italy Driver's License Number (4)

Figure 18 — Azure Sensitive Data Protection findings
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“emacaipcantain in the storage account ‘cmacaipacct1F7.4 which
contains sensitive data, to the ‘Container” level, which alows.
unauthenticated [anonymous) public access. The change was made
through the Azure Portal,

ur Sensitive Data Discovery has detected that this biob container
contains sensitive data, and this access level change may have
compromised the secusity of your data. We recommend taking
immediate 3ction 10 secure your data and prevent unauthorized sccess.
For mere information on th sensitive data and the usar who made the
change, refer 1o the General Information and Enttes sections.

Affected resource

m— cmacdinacctiera

View full Take action

Storage account public access Investigation Steps

Allows unauthenticated access 1. Identify the responsible party by analyzing Azure AD d..

See more

Blob container access level Sensitivity scanning time UTC

Container (allows unauthenticated access) 11/25/2023 13:42:19

Operations types Top sensitivity label (blob container)

SetContainerACL No sensitivity label found

Potential Causes Sensitive information types (blob container)

- Accidental misconfiguration of access levels by someon...

(Canada Passport Number (5)
See more

France Passport Number (5)

Taiwan Passport Number (5)

US. / UK. Passport Number (5)

Ukraine Passport Number (Domestic) (5)
Ukraine Passport Number (International) (5)
Russian Passport Number (International) (5)
Belgium Passport Number (5)

Bulgaria Passport Number ()

Croatia Passport Number (5)

Denmark Passport Number (5}

Hungary Passport Number (5)

Ireland Passport Number (5)

Italy Passport Number (5)

Romania Passport Number (5)

Slovakia Passport Number (5)

See less

EffectiveSubscriptionld
3c225916-74b4-4775-9a7c-d492cT6e3acc



4 Sensitive Information Type Comparison

The comparison of all available Sensitive Information Types across the three vendors is represented in the
table below. The SITs are coloured coded using the below key:

Credentials/IT
Global
India

LATAM

Managed Data Identifie+A1:D69rs AWS GCP Azure (DFC)
C ials/IT > Proximity key words required Key words may be in detector ref Keywords Incld.
/Amazon S3 Client Secret Access Key
ASP.NET Machine Key
Azure AD Client Access Token
Azure AD Client Secret
Azure AD User Credential
Azure App Service D
Azure Batch Shared Access Key
Azure Bot Framework Secret Key
Azure Bot Service App Secret
Azure Cognitive Search API Key
Azure Cognitive Service Key
Azure Container Registry Access Key
Azure COSMOS DB Account Access Key
Azure Databricks Personal Access Token
Azure DevOps App Secret
Azure DevOps Personal Access Token
Azure EventGrid Access Key
Azure Function Master / APl Key
Azure loT Shared Access Key
Azure Logic App Shared Access Signature
Azure Machine Learning Web Service API Key
Azure Maps Subscription Key
Azure Redis Cache Connection String
Azure Service Bus connection string
Azure Shared Access Key / Web Hook Token
Azure SignalR Access Key
Azure SQL Connection String
Azure Storage Account Access Key
Azure Storage Account Shared Access Signature
Azure Storage Account Shared Access Signature for High Risk Resources
Azure ipti Certificate
Client Secret / APl Key
GitHub Personal Access Token
Google API key
Http ization Header
Microsoft Bing Maps Key
Slack Access Token
User Login Ci
AWS secret access key
Azure Auth Token
GCP APl Key
GCP Credentials
HTTP Basic Authentication header
Jason Web Token (JWT)
XSRF_TOKEN
Password
Weak Password Hash
Auth Token (Oauth/Bearer)
Oauth client secret
Encryption Key
OpenSSH private key
PGP private key
Public-Key Cr standard (PKCS) private key
PUTTY private key
Advertising_ID (online user tracking)
Domain name
ICCID (Sim card ID)
IMEI
IMSI
IP Address (v4 & v6)
MAC Adress
MAC Address local
Storage Signed policy document
Storage Signed URL
URL
SSL Cert (X.509)
HTTP Cookie
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Financial Information I
red

Credit card expiry date

Credit card track number

B
Credit card magnetic stripe data
1C)

it card nui

Tax identification or reference number - Brazil (CPF)
Tax identification or reference number - Brazil (CNPJ)

| Tax identification or reference number - India (PAN)

[ resondlwfomaton-pw [ [ ]
T
Gender |
lGenerico ]




GPS co-ordinates
Mailing Address - Brazil

Location Physical address

Street Address
N nal Identification Number - Argentina 1)

National Identification Number - Brazil
National Identification Number - Chile
National Identification Number - Colombia

National Identification Number - India (Aadhaar)

National Identification Number - Paraguay
National Identification Number - Peru

National Identification Number - Mexico

ssport Number - Mexico




Phone Number - Brazil

Phone Number

Vechile Identificatin number (VIN)

Other

Date

[¢] isation Name

Time

India GST Individual (Business ID)
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5 Testing Results

All results of the testing for AWS & GCP are listed in the below table —Y successful, N failed and P partial.
Those tests that were tagged as partial were as a result of a successful trigger of the policy but where the
correct number of instances of the SIT was not given. Azure testing is not included as the functionality did not
allow for a like for like comparison.

SIT AWS GCP
DOC PDF XLSX Csv TXT DOC PDF XLSX Csv TXT PPT

Credit Card Number (5)
IBAN GB (2)

IBAN ES (2)

IBAN DE (2)

IBAN IT (1)

SSN US (10)

SSN ES (2)

Pll Name

PII DOB

PIl Email

Driving License US
Driving License UK*
DrivingLicense Australia
Driving License Japan
Driving License Italy
Driving License France
Driving License Spain*
NIN India (AADHAAR)
NIN France (CNI)

NIN Brazil (CPF)

NIN Brazil (RG)

NIN Italy (Fiscal Code)
NIN Indonesia (NIK)
NIN Croatia (OIB)

NIN China (Resident ID No)
NIN Chile (CDI)
Passport UK

Passport US

Passport France
Passport Germany
Passport Canada

Tax No Australia

Tax No Brazil (CPF)

Tax No Germany

Tax No India

UK National Insurance Number
AWS secret key

Putty private key
OpenSSH private Key
PGP private key
Encryption Key

HTTP Basic Authentication header
Jason Web Token (JWT)
Vechile Identification Number
Custom 1
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