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1 System Requirements 

The project needs following software and hardware requirements to ensure the implementation of project 
goes smoothly. 

 

1.1 Hardware Requirements 

1. Processor 12th Gen Intel(R) Core (TM) i5-12500H 2.50 GHz 
2. Installed RAM 16.0 GB (15.7 GB usable) 
3. System type 64-bit operating system, x64-based processor 
These are hardware requirements needed for the execute the following. The specification is recommended but 
not the maximum. 

 

1.2 Software Requirements 
1. Windows OS 10 

2. Jupyter Notebook 7 

 

2 Data Preprocessing 

2.1 Importing Libraries 
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All the libraries like pandas, sklearn, seaborn many more as mentioned in above figure are 

necessary for data preprocessing. 

2.2 Loading the data 
 

 

Dataset Obfuscated-MalMem2022 is the dataset which is named as Analy_MMRY is loaded 

using pandas. The dataset consists of total records of 58596 and 57 columns. Each columns are 
of various attributes related to malware memory. 

2.3 Creating an Ouput column for Category column 
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Creating a new column for Category column mapping with Benign, Ransomware, Trojan and 

Spyware to shorter labels as ben, ransom, trojan and spy. 
 

The info() command shows each columns in the dataset along with Null and data type. 

Removing Unique elements, null values and dupicate data. 

 



4  

After removing the duplicates and unnecessary columns now there are 54 columns and 58037 

values. 

2.4 Label Encoding 

 

 

The above snippet converts category and class columns into numeric form to make into 

machine readable format. Now the category column is converted into 0, 1, 2, 3 and class is 
converted into 0 and 1 for benign and malware. 

 

 

After all the preprocessing steps, new dataset is created ‘Analy_Memory_Malware.csv’. 

Using this dataset model building for all the models is done. 

 

3 Model Building 

 
3.1 Oversampling 

SMOTE Technique was used for address the imbalance in the dataset. Fit_resample methods is used 
to oversample the minority classes that is malware in the dataset using SMOTE. 
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3.2 Training and Testing Split 
 

Importing train and test split using sklearn. The test is split into two initial and second split. 
X_Analy_MMRY_NN and Y_ Analy_MMRY_NN are training files, X_Analy_MMRY_LL and Y_Analy_MMRY_LL 
are validation files, X_Analy_MMRY_S and Y_Analy_MMRY_S are testing files. X contains feature values of data 
and Y contains corresponding category labels. 

 

3.3 Model Training 

 
Hyperparameters are set for each model building and GridSearchCV function is used for all the 
algorithms. Each Model is trained individually and in combination. Different variable names are 
given. 

 

3.3.1 MLP Classifier 

 

Classification Report 
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3.3.2 AdaBoost Classifier 

 

 

 

3.3.3 Gaussian Naïve Bayes Classifier 

 

 

Classification Report 
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3.3.4 Bagging Classifier 

 

 
Classification Report 

 
 

 

3.3.5 SGD Classifier 

 

Classification Report 
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3.3.6 MLP & AdaBoost 

 

Classification Report 
 

 

 

3.3.7 AdaBoost & Gaussian NB 

 

Classification Report 
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3.3.8 Gaussian NB & Bagging 

 

 
Classification Report 

 

 

 

3.3.9 Bagging & SGD 
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Classification Report 
 

 

 

3.3.10 SGD & MLP 

 

Classification Report 

 
 

 

3.3.11 MLP, AdaBoost & Gaussian NB 
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Classification Report 

 

 

 

3.3.12 Gaussian NB, Bagging and SGB 

 

 
Classification Report 

 

 

4. Dataset 

In this study, the CIC MalMem_2022 dataset used is from Canadian Institute for 

Cybersecurity. This dataset is publicly available with synthetic collection of Memory 

malware (CIC_MalMem_2022, 2022). 
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Jupyter Notebook 7 Download available online ,https://jupyter.org/ 

CIC_MalMem_2022 Canadian Institute for Cybersecurity, 2022, 

https://www.unb.ca/cic/datasets/malmem-2022.html 

http://www.unb.ca/cic/datasets/malmem-2022.html

