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Configuration Manual

Devaswaroopa Machenhalli Nandish
22169245

Introduction

The configuration manual demonstrates running of the integrated code. The code should
be properly configured as aligned in the configuration manual to successfully observe the
results.

1.1

Requirement

Before commencing the setup process, verify that the following requirements have been

fulfilled:

Possession of data in CSV format.

An active AWS account.

Access to SageMaker with Compute-Optimized instances.

Proficiency in Boto 3 and Python.

Install Pycharm , NymPy, argon2-cffi, psutil, and matplotlib libraries

Optionally, contemplate the use of VScode for future tasks.

Dependency Installations

. Install "pip install package-name” command

Install ”Pip Install pandas”

Install ”pip install matplotlib”



3 Implementation

1. Log in to your AWS Account and Go to AWS S3 buckets
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Figure 1: AWS Console Page

2. Next step Create S3 Bucket for storing csv files.
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Figure 2: AWS S3 Bucket



3. Upload the CSV files to the s3 bucket.
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Figure 3: Adding CSV files to S3 Bucket

4. Setup Policies for User
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Figure 4: Set Policies to S3 bucket



5. Create notebook instance to upload the .ipynb and dataset files as shown
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Figure 5: Jpyter Notebook

4 Python Libraries

1. Pip Install all the dependencies

2. Let us import the necessary libraries.

In [28]: import os
from cryptography.hazmat.backends import default_backend
from cryptography.hazmat.primitives import hashes
from cryptography.hazmat.primitives.kdf.pbkdf2 import PBKDF2HMAC
from cryptography.hazmat.primitives.ciphers import Cipher, algorithms, modes
from argon2 import PasswordHasher
import numpy as np
import time
import psutil
import matplotlib.pyplot as plt

Figure 6: Import the python library



3. Run the PBKDF2 and Argon2 notebook after configuring our notebook.

pbk_df2 = []

arg_on2 = []

cpu_usage list = []
memory_usage list = []

# Load password dataset
def load password_dataset(file_path):
with open(file_path, 'r') as file:
lines = file.readlines()
passwords = [line.split()[@] for line in lines]
return passwords

# Step 3: Create cryptographic keys using PBKDF2 and Argon2

def generate_pbkdf2_key(password, salt, iterations=18@eee):
kdf = PBKDF2HMAC(
algorithm=hashes.SHA256(),
iterations=iterations,
length=32,
salt=salt,
backend=default_backend()

)
key = kdf.derive(password.encode())
return key

def generate_argon2_key(password):
ph = PasswordHasher()
key = ph.hash(password)
return key.encode() # Convert the key to bytes

# Step 4: Implement encryption method and key generation

def encrypt_data(data, key):
iv = os.urandom(18)
cipher = Cipher(algorithms.AES(key[:32]), modes.CFB(iv), backend=default_backend())
encryptor = cipher.encryptor()
ciphertext = encryptor.update(data) + encryptor.finalize()
return ciphertext, iv

def decrypt_data(ciphertext, key, iv):
cipher = Cipher(algorithms.AES(key[:32]), modes.CFB(iv), backend=default_backend())
decryptor = cipher.decryptor()
plaintext = decryptor.update(ciphertext) + decryptor.finalize()
return plaintext

Figure 7  PBKDF2 and Argon2



4. Visualisation of the reuslts of PBKDF2 And Argon2
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Figure 8: PBKDF2 & Argon2 - Encrypt & Decrypt.
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Resource Utilization Comparison
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Figure 9: PBKDF2 & Argon2 - CPU&Memory Utilization.
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Figure 10: PBKDF2 & Argon2 - Key Space.



5. Run the ECL-GWO with key generated by PBKDF2/Argon2 keys notebook after
configuring our notebook.

# Step 3: Create cryptographic keys using PBKDF2 and Argon2

def generate_pbkdf2_key(password, salt):
if isinstance(password, str):
password = password.encode() # Convert to bytes if it's a string

kdf = PBKDF2ZHMAC(
algorithm=hashes.5HA256(),
iterations=1@08888, # You can adjust the number of iterations
length=32,
salt=salt,
backend=default_backend()

)
key = kdf.derive(password)
return key

def generate_argon2_key(password}:
ph = PasswordHasher()
key = ph.hash(password)
return key.encode() # Convert the key to bytes

# Enhanced Cryptographic Layer with Grey Wolf Optimization (ECL-GWO) key generation
def ecl gwo_key_generation(password, salt):
# Grey Wolf Optimization (GWO) algorithm for key modification
def gwo_algorithm(key):
# For GWO Modification
modified key = bytearray(key) + bytearray(os.urandom{len(key))) # ECL-GWO modification
return bytes(modified_key)

# Generate the original key using PBKDF2
original_key = generate_pbkdf2_key(password, salt)

# Apply Grey Wolf Optimization (GWD) to enhance the key
enhanced_keay = gwo_algorithm{original_key)

return enhanced_key
# Implement encryption method with ECL-GWO key
def encrypt_data(data, key):
iv = os.urandom{1l6)
# Apply ECL-GWO enhanced key to the encryption process

ecl gwo key = ecl_gwo key generation(key, iv)
cipher = Cipher(algorithms.AES(ecl_gwo_key[:32]), modes.CFB(iv), backend=default_backend(})

Figure 11: ECL-GWO Code with PBKDF2/Argon 2 Keys in notebook



Time (seconds)

CPU Utilization (%)

6. Visualisation of the reuslts of ECL-GWO with PBKDF2/Argon 2 keys
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Figure 14: ECL-GWO along with PBKDF2 Key Generation size.

7. Run the ECL-GWO with key generated independently notebook after configuring
our notebook.

# Step 3: Create cryptographic keys using PBKDF2 and Argon2

def generate_pbkdf2_key(password, salt):
if isinstance(password, str):
password = password.encode() # Convert to bytes if it's a string

kdf = PBKDF2HMAC(
algorithm=hashes.SHA256(),
iterations=188888, # You can adjust the number of iterations
length=32,
salt=salt,
backend=default_backend()

)
key = kdf.derive(password)
return key

def generate_argon2_key(password):
ph = PasswordHasher()
key = ph.hash(password)
return key.encode() # Convert the key to bytes

# Enhanced Cryptographic Layer with Grey Wolf Optimization (ECL-GWO) key generation
def ecl gwo key generation(password, salt):
# Grey Wolf Optimization (GWO) algorithm for key modification
def gwo_algorithm(key):
# Assuming GWO modifies the key
modified_key = bytearray(key) + bytearray(os.urandom({len(key)))
return bytes{modified_key)

# Generate the original key using PBKDF2
original_key = generate_pbkdf2_key(password, salt)

# Apply Grey Wolf Optimization (GWO) to enhance the key
enhanced_key = gwo_algorithm{original key)

return enhanced_key

Figure 15: ECL-GWO Code with Indenepend key Generation in notebook
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8. Visualisation of the reuslts of ECL-GWO with key generated independently note-
book after configuring our notebook.
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Figure 16: ECL-GWO along with PBKDF2 and Argon2 with independent Key Genera-
tion.
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