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1 Introduction 

This manual explains the requirements and deployment procedures for data security using 
hybrid cryptography a PGP approach which is a data encryption and decryption tech- 
nique that offers cryptographic privacy and data authentication.Tiwari; (2022)Praveen 
KumarTripathi, RatneshKumarShukla PGP is commonly used to secure data, but it can 
also be used to secure email transfer. PGP provides a high level of security by combining 
symmetric-key encryption and public-key cryptography.ofShen (2021)Yiming Shen .2021 
PGP mechanism on Azure Cloud, 

The following sections of report comprise the remaining portions of the entire docu- 
ment. Module 2 gives details of the system’s configuration. Libraries required for Module 
3, Database Tables in Module 4, Module 5: Using the PGP method Section 6: Cloud 
Implementation.Sousi et al. (2020)Dalia Yehya 

 

2 System configuration requirements 

2.1 ASP .Net Environment Setup 

The application is written in the C# programming language. The code for the project is 
been written in Visual Studio Community 2022 on the.NET platform. Visual Studio has 
been downloaded and installed for free from the internet. Version 15.0 of Visual Studio 
2022 is the preferred text editor. 

 
2.2 Database Server Setup 

The project stores application data in a Microsoft SQL database. With the help of this 
technology, I have linked my application to local and cloud data storage. Microsoft SQL 
Management Studio 18.11.1 is the version that is being used. . 
The user needs to enter the authentication credentials in order to connect to the database. 
Online, open source versions of the SQL Management tool are available for free. 

 
2.3 Pre-Requisite for the project implementation 

. 
-Install visual studio Community 2022. 
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Figure 1: Workflow of the proposed system 
 
 
 
 
 
 
 
 
 

 

Figure 2: Download page of Microsoft Visual Studio 
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Figure 3: SQL Server Setup 
 

 
-Microsoft SQL Server Management Studio. 

 

-Microsoft Azure cloud account. 
 

 
2.4 Hardware Requirements 

. 
 

- Processor: Intel i5 2.30 GHz . 
 

-RAM: 16.0 GB . 
 

-System congfig: x64- processor,64-bit operating system 

 
2.5 Software  specifications 

. 
- Windows 11. 

 

- Language: C # .Net Framework. 
 

- IDE used: Visual Studio 2022. 
 

- Microsoft Sql Server 2019. 
 

- SQL Server Management Studio. 
. 
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2.6 Running Web Application in Visual Studio 

For running the web API,First open: PGP Encryption ECC folder having following solu- 
tion file :PGP Encryption ECC.sln at VS Code 2022 , as in Fig 1 

 

 
Figure 4: SQL Server Setup 

 
 

 

2.7 Connecting SQL SERVER for DATABASE 

. 
 

 
3 Implementation of PGP Technique 

Both symmetric and asymmetric methods are used to implement the PGP technique. As 
the data is encrypted with the help of symmetric method (AES), the secret key that is 
generated is encrypted using an asymmetric technique (ECC). It is essential to perform 
decryption of the secret key before decrypting the data. The encrypted secret key is sent 
to the user via e-mail. 

. 
 

 
4 Cloud Deployment 

4.1 New Application Creation 

The whole application is deployed on cloud. Projects on Azure can be created in prac- 
tically any language and integrate cloud-based public services. This program makes use 
of the Windows Azure cloud service. 
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Figure 5: Project loaded in Visual Studio 
 
 
 
 
 
 
 
 

 

Figure 6: SQL Server Setup 



6  

 

 
 

Figure 7: Code for AES Key Generation 
 
 
 
 
 
 

 

Figure 8: Code for ECC Key Generation 
 
 
 
 
 
 

 

Figure 9: Code for AES Key Generation 
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Figure 10: Configuration File for Database Connection 
 

 

4.2 Creation of Azure App Service 

Middleware API is hosted by Azure App service. This is where web service deployment 
happens. How to host an online service: 

• Open the Azure dashboard. 

• Select Azure App Service and establish a new service. 

• Go with the ASP.NET 4.8 runtime stack selection. 

• Once App Service has been created, download ”Get Publish profile.” 

• To publish to the web server (Azure), utilize the publish profile in your code struc- 
ture. 

 

• After copying the publish profile to the Visual Studio workspace folder. When 
you do a right-click on the project, choose ”Publish.” The Azure account will receive  
publication of the App service layer. The account and app service data are contained in 
the publish settings. 
. 

• At the time it is published, copy the domain URL. 

. 

 
4.3 Create Cloud Database 

4.3.1 Creation of Azure SQL Database 

Go to SQL database and create an instance to create a database. Once a database 
instance has been built. The connection string is information in the code base that allows 
you to connect to a database. The screenshot depicts the option to generate Database in 
Cloud. The database connection details are different in cloud platform 
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Figure 11: Application Deployment in Cloud 
 
 
 
 
 
 

 

Figure 12: Create Database 
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Figure 13: Database created for Application in Cloud 
 

 

4.4 Publishing the  Updated details in Azure Cloud Environment 

There may be an upgrade to the current code base, the same ought to be released on 
the cloud. In a cloud environment, local changes can be updated. An option to publish 
modifications from a local workstation to a cloud environment is shown in Fig. 14 below. 

 

 
 
 
 
 
4.4.1   Get Publish Profile details from Azure 

. 
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Figure 14:  Publish Code Changes in Cloud 

 
 

Figure 15: Get Publish Profile details from Azure 
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