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Harsha Venkata Naga Vardhan Neerukonda
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1 Introduction

This document serves as a detailed configuration manual for the replication of the work "A
Comprehensive Framework for Ensuring Secure Sharing of Electronic Health Records in
AWS Environment.” This work involves a multiple components and configurations, and the
following sections provide a step-by-step guide for successfully reproducing this work.
Research Work: A comprehensive framework for ensuring the secure sharing of
electronic health records (EHR) in an AWS environment. The primary objective is to
enhance the security of EHR sharing through the utilization of the Ciphertext-Policy
Attribute Based Encryption (CPABE) mechanism. Additionally, a deduplication technique
has been designed to efficiently optimize storage costs on Amazon S3.

2 System Configuration

2.1 Hardware Configuration

Below Fig1 specifies the hardware configuration that are required to develop and run the
application.

@ Device specifications Copy ~

Device name LAPTOP-RT80OPLLD

Processor 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz 2.80 GHz
Installed RAM 16.0 GB (15.7 GB usable)

Device ID 4D17B59A-74C4-493D-9D58-ECE9C02D7121

Prodluct ID 00342-42626-34654-AA0EM

System type 64-bit operating system, x64-based processor

Pen and touch  No pen or touch input is available for this display

Figl. Hardware Requirements

2.2 Software Configuration
Below are the list of software’s and the AWS services that are used.

IDE: Eclipse IDE.

Server: Apache Tomcat.

Database: MySQL

Amazon IAM: To regulate access permissions to the S3 buckets within the development.
Amazon S3: For storing EHR reports securely.



3 Environment Setup
3.1 Installing and Configuring Eclipse with Tomcat

Download and install Eclipse IDE.

Set up Apache Tomcat as the server for deploying the web-based application.
Configure Eclipse to work with Tomcat.

The following figures from Fig2. To Fig7. shows the process of installing the Eclipse
and configuring the Eclipse with Tomcat Server.

D Log i o Y
@CLI pS E » Members Working Groups Projects More~ _
F NDAT ON

The Platform for Open
Innovation and Collaboration

Fig2. Eclipse Page

Get Eclipse IDE 2020-03

1stall your favorite desktop IDE packages
clipse C s a developer A mode

ver and cloud software development

IDE environment that runs in the

cloud

Fig3. Eclipse Download

Do you want to run this file?

i—l MName: eee Jayresh Downloadsh Downloadshechpse-inst-winGd. exe

Publisher: Eclipse.org Foundation, lnc.

Type: Application
From: CMA\Users\Gurud99 Jayesh\Downloads\Downloadsyweclips...

Rumn I Cancel I

Ahaays ask before opening this file

= . While files from the Intermet can be useful, this file type can potentially
ﬁ harm your computer. Onby run software from publishers youw trust.
— What's the risk?

Fig4. Run Eclipse
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Select a wizard
Define & new sercer

Wizards:
| tvpe filter tesxt

> &= Oomph —~

> = Plug-in Developrment

> == Remote Systerm Explorer

~ = Server

5 Server

> = SOl Developrment

> &= Tasks

> = User Assistance

> E= Web

> = VWeb Services

> &= XML

> = Examples ~—

> < Bock Enizh Cancet
=5 New Server O ><
Define a New Server

Choose the type of server to create
Select the server type:

[ type filter text
i Tomcat v6.0 Server -
1 Tomcat v7.0 Server
i Tomcat v2.0 Server
]l Tomcat v8.5 Server
%] Tomcat v9.0 Server
> & Basic

_> &= Cloud Foundry - i . . = . - . e
Publishes and runs J2EE and Java EE Web projects and server configurations to a local
Tormcat server.

Server's host name: v[’ioc-’lhos{ ]
Server name: | Tomcat v9.0 Server at localhost ]

(&> = Back I MNext > 1 Einish Cancel
&5 New Server — >
Tomcat Server

Specify the installation directory

Name:
[ lrpache Tomcat vS.0 ]
Tomcat installation directony:
| S \Software\apache-tomcat-5.0.10 ] Browse...
D d and
JRE:
| Workbench default JRE ~ Instalied JREs...
® = Back Next > l Einish I [ CTancel

Fig7. Tomcat Server




0w HBvOv Qv Qy FrO@ SO AP 43 VR E~HlrOD v Q B

= B [1ABEjava % 1 ViewLPersona - v jsp 1) DBConnectio. 7 AmazonUpload. =8
i pasuvau\ ney ysuciaie
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crypting

e Code artifact into the Eclipse.

3.2 MySQL Database:

Visit the MySQL Community Downloads page.

Download the MySQL Installer for Windows.

Run the downloaded installer, and it will guide you through the installation process.
Choose the setup type (Typical, Complete, Custom).

During installation, you'll be prompted to configure MySQL Server.

Set a root password and choose other configuration options as needed.

Once installed, MySQL Server should start automatically.

You can also start it manually using the MySQL Notifier or by going to the Services
application and starting the MySQL service.

Open a command prompt and type mysgl -u root -p. Enter the root password when
prompted.

You should now be in the MySQL shell.

The following figures from Fig9. to Fig15. shows the installation and configuration of
MYSQL.

MySQL Enterprise Edition

b
(0

0
@

Fig9. MySQL Page



S MySQL Community Downloads

< MySQL Installer

General Availability (GA) Releases Archives =4

MySQL Installer 8.0.33

Select Operating System: Looking for previous GA

versions?

[Microsoft Windows ~]

windows (x86, 32-bit), MSI Iinstaller 8.0.33 2.am
{(mysgl-mstaller-web-community-8.0.33.0.ms1) MDS: 2a330cf24915964ccas7e@4dbb34eSa3 Signature

I Wwindows (x86, 32-bit), MSI installer 8.0.33 a28.3m

(rysgi-nstaller CommuUnity-8.0.33.0.rms1) MDS: SbaceSSabosacrcoanas0atcariasdic? | Signature

o We suggest that you use the MDS checksums and GnuPG signatures to verify the
integrity of the packages you download.

Fig10. MySQL Windows Installer

Ny
MySQL. Installer Choosing a Setup Type
Adding Community
Please select the Setup Type that suits your use case.

© Developer Default Setup Type Description
DA Co i D rOBIcEs T B [Aliows you to select exactly which produs
P1ySQL development purposes would like to install. This also allows to pick other
server versions and architectures (depending on

= your OS)
© Serveronly |

Installs only the MySQL Server
product

© Client only

Instails onty the MySQL Client
Products, without a server

O Fun

Installs all Included MySQL
ducts and features

© cCustom
Manuaily sefect the products that
should De instalied on the
systemn.

Mext > Cancet

Figll. MySQL Setup

MySQL. Installer Select Products

Adding Community

Please select the products you would like to install on this computer.

=~ Ie_any ] Eai

MySQL Servers
= MySQL Server

= Applications

= MySQL Workbench -
= QL Workbench 8.0 L ]
ptySOt Workbench 8.033 P
= MySQL Shell
= QL Shen 8.0
pyso S
@ MySQL Router
3 MySQL Connectors
Enable the Select Features page to
customize product features
Fewaietiotes  BmpE//cevemsolcom/coc/cerotes - 2-33 ey

< Back MNext Cancel

Figl2. MySQL Products
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MySQL. Installer Installation
Adding Community

The will be i

Product Status

MySQL Server 8.0.33 Complete
MySQL Workbench 8.0.33 Complete
MySQL Shell 8.0.33 Complete

Progress Notes

allation

Show Details >

et >
Fig13. Installation

=] MysQt instalier

MySQL. Installer Accounts and Roles
MySQL Server 8.0.33 Root Account Password

Enter the password for the root account.
place.

MySQL Root Password: -

Repeat

Please remember to store this password in a secure

Password strength:

MySQL User Accounts

Create MySQL user accounts for your users and applications. Assign a role to the user that
consi of a set of privileges.
MySQL User Name Host User Role Add User
< Back Next > Cancel

Figl4. mySQL Account

Ostsbase Tools Seriging  Helo

Welcome to MySQL Workbench

MySQL Workbench is the official graphical user interface (GUI) tool for MySQL. It allows you o design
create and bro

s your database schemas. work with database objects and insert data as well as
design and run SQL queries 1o work with stored data. You can also migrate schemas and data from other
database vendors to your MySQL database

MySQL Connections @® < Filter connections
MyConnection

2 coot

B

Figl5. MySQL Workbench

Below Fig16. shows the commands that needed to be executed in the MySQL
database in order to create the database and the tables.

create database ehealth;
use ehealth;
create table newuser(username varchar(5e),password varchar(5),usertype varchar(58),contactno varchar(12),address varchar(50));

create table Createprofile(name varchar(5e),dob date,age varchar(5e),gender varchar(10),5sno varchar(sa),profile_id int,username varchar(5e),problem varchar(5e));

create table accesspolicy(friend varchar(5e),faccess varchar(5a),physician varchar(5),paccess varchar(50),nurse varchar(50),naccess varchar(5e),lab varchar(5e),laccess varchar(50), insurance
varchar(56), iaccess varchar(50),username varchar(5e));

create table prescription(pname varchar(5@),physician varchar(58),prescription varchar(250),pre_date date);

create table patientcondition(pname varchar(5@),nurse varchar(s5e),pcondition varchar(258),pre_date date,bp double,rr double,hr double,pr double);

create table testResult(pname varchar(5e),labtechnician varchar(se),testname varchar(100),results varchar(25e),report name varchar(10@),report longblob,pre date date);

Figl6. Commands



The below Figl7. shows the DB endpoint configured in the code.

public static Connection getCon()throws Exception {
try{
Class. forName ("com.mysgl.jdbc.Driver");
con = DriverManager.getConnection("jdbc:mysgl://localhost:3306/ehealth", "root", "root");
}leatch (Exception e){
e.printStackTrace () ;

}

return con;

Figl7. DB EndPoint

4 AWS IAM Creation:

Log in to the AWS Management Console using https://aws.amazon.com/.

Navigate to the IAM service.

In the IAM dashboard, select "Users" from the left-hand menu.

Click on the "Create user" button.

Enter a username for the new IAM user.

On the "Set permissions™ page, choose "Attach policies directly."

Search for and attach the policy named "AmazonS3FullAccess" to grant full access to
S3.

Review the configuration and click "Next".

Review the user details and permissions one last time.

Click "Create user."

Once the user is created, go to security credentials and click on create Access key.
Next, click "Download .csv" to download the user's access key ID and secret access
key.

Configure the access keys for the IAM user in the code.

e Below Figures from Fig18. to Fig 24. shows the step by step process of creating IAM
user.

Identity and Access X 1AM > Dashboard @
Management (IAM) a
|AM Dashboard c
Q
Security recommendations @) e AWS Account

Dashboard
A Add MFA for roat user

Account I
(3 782462774344

w Access management

A Add MF for yourself aad

1AM resources c

125, Amazon Web Services, Inc. or i affiates.

Fig18. IAM Dashboard

) Cloucshell _ Fooctack




IAM > Users > Createuser
step 1

Specify user detalls

Step2

Set permissions

Step 3
Review and create

Specify user details

User details

User name

EHRS3Access

‘The user name can have up to 64 characters. Valid charactars: A-2, a-2.0-9, and + =, @ _- [hyphen)

[ Provide user access to the AWS Management Console - aptional

If youre providing console access to a person, it a best practice [ to manage their access in 1AM Identity Center.
@ 1f you are creating ic access through keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces, you can generate
them after you create this IAM user. Learn more
o [N
Step1 (= ®
eIy e datals Set permissions
Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [4 c]
Step2
SR Pk Permissions options
Step3
Review and create (O Add user to group O Copy permissions © Attach policies directly
Add user to an existing group, or create a new Copy all group memberships, attached managed Attach 2 managed policy directly to a user. As a
group. We recommend using groups to manage policies, and inline policies from an existing user. best practice, we recommend attaching policies to
user permissions by job function. 3 group instead. Then, a¢d the user to the
approprate group.
Permissions policies (1/1164) Create policy [
Choose one or more policies to attach to your new user.
Filter by Type
‘ Q. ssfull x ‘ | All types = ‘ 1 match <1 > @
Policy name [4 a | Type v | Attached entities -
= AmazonS3FullAccess AWS managed 1

¥ Set permissions boundary - optional

Set a permissions boundary to control the maximum permissions for this user. Use this advanced feature used to delegate permission management to others, Learn

more [4

[] Use a permissions boundary to control the maximum permissions
You can select one of the existing permissions policies to define the boundary.

Cancel
st .
— Review and create
Review your choices. After you create the user, you can view and download the L if enabled.
swop2
Set permissions ——
ste03
et and create User name Console password type Raquire password reset
[rms— None Ho
Permissions summary < 1>
Name (5 a Type v Used as. A4
AmaonSsFullaccess AWS managed Permissions policy
Tags - optionol

Tage are key-value pairs you can add to AWS resources to help identify, arganize, or search for resources. Choose any tags you want to assaciate with this uses.

No tags assaciated with the resource.

ou can 26 up to 50 mar tags

v R

Fig22. Create User



Console sign-in Enable console access

Console sign-in link Console passward

(9 https://neeraj1234 signin.aws. amazon.com/console Not enabled

Multi-factor authentication (MFA) Assign MFA device

= MFA to increasa the security of your AWS emvironment. Signing in with MFA requires an authentication code from an MFA device, Each user can ha

5 MFA devices assigned. Leam more []
Device type Identifier Certifications Created on
No MFA devices. Assign an MFA device to improve the security of your AWS en i
Assign MFA device
Access keys Create access key
t [ . Is for F 1 L 1 call [ more (4
N key at t -ys. Instead, use tools which provide short term credentials. Learn more [4

Fig23. Access key

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive

Access key Secret access key

[P AKIAZMLTKNREBVYZMGEX3 [ it Show

Access key best practices

Never store your access key in plain text, in a code repositary, or in code.

Disable or delete access key when no longer needed.

Enable least-privilege permissions.

Rotate access keys regularly.

For more details about managing access keys, see the best practices for managing AWS access keys.

Fig24. Create Access key

e Below Fig25. shows replacing the keys with the IAM keys in the code.

void upload() Exception {
System.out.println(user.toUpperCase());
BasicAWSCredentials credentials = new BasicAWSCredentials("A LTKNREAJG4KBQD" , "I@U8eIgVrkKRqIFkO2Tx
AmazonS3 s3Client = new AmazonS3Client(credentials);
if(!s3Client.doesBucketExist("ehr-"+user)
Bucket bucket = s3Client.createBucket("ehr-"+user,"us-east-2");

s3Client.putObject("ehr-"+user,file.getName(),file);
msg = "success";

Fig25. Access Key usage in the code
5 Execution:

e Right click on the code artifact in the eclipse and click on Run server.
e Select Tomcat server and click on Finish.

e The following figures from Fig 26. to Fig28. shows the deployment of the application.



Bl Run On Serve
Rurm COm S orvernr

Select which server To use

How do you want to select the server?
©» Choose an existing server
C O Manually define a new server
Select the server that you want to use:
type filter tesxt

Server State
— = localhost
H Tomecat v8.5 Server at localhost o sStopped

Apache Tomecat v8.5 supports J2EE 1.2, 1.3, 1.4, and Java EE 5, 6, and 7 Web modules.

(N Adways use this server when running this project

(r 2] Back rext = [ Finish |

Fig26. Tomcat Server

Colurmns...

Cancel

= @ . 3 ~TO~ L~ GrE - ¥ - W ¢ 2 - - 3 - - Q im
= O DABGwa 0 ViewNMedical. [ ViewNPersona. il ViewRersonal. % ¥ DBConnectio.. [ AmazonUplosd.. X " =a
Eviaaith T :
s Deployment Descriptor Ereaitn public static veid 1) throws Excepti
A IAX-WS Web Services AmazonUpload a 'Ggy" . new File( ava"l):
# Java Rescurces . ainl) ;
main e
~ & jovn
@ ABEjava
AccessPolicyjava
Amazanploa B
Createratis
DBCanec
¢ Loginjma
% PatientCanditionjava
% Prascriptionjava
Registerjava (=) Problems | Data Source Explorer ¥ Servers % Terminal & Console * & Progress 4 Search . S =e-ror=0
# StorageChartjava Tomeat] C p2\pooipiug jre il win32B6_64_17.0.9.420231028-0858jrebirjavewsexe. (11-Dec-2023, 10056 am

TestResult java AN
# UndateProfilejava i
&% - webspp
i Sarvers
Heaitn

Tomeat v Server at localhast-

<« C @ localhost2020/EHealth,

A Comprehensive Framework for Ensuring Secure Sharing of Electronic Health Records in AWS Environmen

HOME

b A sy and compy review of security and privacy-preserving challenges in e-health solutions indicates various
privacy preserving approaches to ensure privacy and security of electronic health records (EHRs) in the cloud. This paper highlights the
research challenges and directions concerning cyber security to build a comprehensive security model for EHR. We carry an intensive
study in the TEEE, Science Direct, Google Scholar, PubMed, and ACM for papers on EHR approach published between 2000 and 2022 and
summarized them in terms of the types as well as gi

We surveyed, investigated, and reviewed various aspects of several articles and identified the following tasks: 1) EHR security and
privacy:

2) security and privacy requirements of e-health data in the cloud.

3) EHR cloud architecture

4) diverse EHR cryptographic and yptographic app:

Fig28. Application
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Test Results Screen

Patientl

Create

Fig29. Report Upload

From the above Fig29. shows that when the user uploads the report it automatically creates
the S3 bucket in the AWS and uploads the report to the S3 bucket as shown in the below
Fig30. and Fig31.

Amazon 53

v Account snapshot View Starage Lens dashboard

Last upd:

ge Lens. Metrics are generated every 24 hours. Metrics don't include directory buckets. Learn more [

Total storage Object count ‘You can enable advanced metrics in the

133.9KB 5 268 KB "default-account-dashboard” configuration
General purpose buckets Directory buckets
General purpose buckets (1) info c (9 Copy ARN Empty Delete Create bucket

Buckets are containers for data stored in 53. Learn more [

Q Find buckets by name 1 @
Name A | AWS Region v | Acces v | Creation date v
ehr-patient1 US East (Ohio) us-east-2 Bucket and objects not public December 8, 2023, 11:26:13 (UTC+00:00)

Fig30. S3 Bucket

B &4 @ @®  Globalv Harsha

Amazon 53 X AmazonS3 » Buckets > ehr-patient
®
Buckets ehr-patient? i
Access Grants New
Access Points Objects Properties Permissions Metrics Management Access Points
Object Lambda Access Points

Multi-Region Access Paints

Batch Operations Objects (1) 1o
1AM Access Analyzer for 53 bjects are the fundamental entites stored in Ama; ory [4 to ge
h n: n mare [4
c Actions ¥ Create folder [ Upload
Block Public Access settings far — i —
this account
Q F 1 )
¥ Storage Lens
Name a | Type v | Lastmodified v | size v | Storage class v

Dashboards
s s groups December &, 2023
o Lens gresgs e B x-ravipes = 11:30:11 (UTC+00:00) PAKE - Standard
AWS Organizations settings .

Feature spatlight (@)

(5] CloudShell  Feedback ©2023, Amazon Web Ser orlts offiliates.  Privacy  Terms  Cookie preferences

Fig31. S3 Bucket Objects.
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6 Evaluation

Below Fig32 shows the importing libraries for the Fernet (Symmetric) Encryption in order to
compare the performance with the CPABE.

import boto=
from cryptography.fernet import Fernet

import =zl1lib
import time

Fig32. Importing libraries for Fernet

Below Fig33. shows the logic for the time taken for the fernet to encrypt/decrypt and upload
the compressed data into S3 bucket.

# Measure encryption time
start_time encryption = time.time()

encrypted _data = cipher_suite.encrypt(plaintext_data)
encryption_time = time.time() start_time_encryption

# 1 c
com press(encrypted_data)
com ressed_data) / len(encrypted_data) # Compression ratio

rypted_patient_data.txt' # Replace with your desired object key
upload =

put_object(
Bucket=s53_ bucket_ name,
Key=s3_object key,
Body=compressed_ data

2
Upload_time = time.time() - start_time_uplead

Fig33. Data Encryption/Decryption for Fernet

Below Fig34. shows the logic for the time taken for the fernet to encrypt/decrypt and upload
the compressed data.

# Encrypt the m

start_time = t ime ()
policy = [ Doct » "Blooc IType=A+ "]
ciphertext = cpabe.encrypt(patient_data, policy)
encryption_time = time.time() - start_time
# simulate u .
upload_time .time() - start_time
Leulate ratio
original_dat str{patient_data))
encrypted_da (str{ciphertesxt))
compression_ratio = ((original_data_size - encrypted_data_size) / original_data_size)
compression_size = (original_data_size) - (encrypted_data_size)

, alice_key)

star

t_time

Fig34. Data Encryption/Decryption for CPABE

Below Fig35. shows

Figure 19. Comparison of encryption, decryption and upload times of Fernet (left) and CPABE (right).

Fig35. Results
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