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1 Introduction 
 

This document serves as a detailed configuration manual for the replication of the work "A 

Comprehensive Framework for Ensuring Secure Sharing of Electronic Health Records in 

AWS Environment." This work involves a multiple components and configurations, and the 

following sections provide a step-by-step guide for successfully reproducing this work. 

Research Work: A comprehensive framework for ensuring the secure sharing of 

electronic health records (EHR) in an AWS environment. The primary objective is to 

enhance the security of EHR sharing through the utilization of the Ciphertext-Policy 

Attribute Based Encryption (CPABE) mechanism. Additionally, a deduplication technique 

has been designed to efficiently optimize storage costs on Amazon S3. 

 

2 System Configuration 
 

2.1 Hardware Configuration 
 

Below Fig1 specifies the hardware configuration that are required to develop and run the 

application. 
 

 
Fig1. Hardware Requirements 

 

2.2 Software Configuration 
 

Below are the list of software’s and the AWS services that are used. 

 

IDE: Eclipse IDE. 

Server: Apache Tomcat. 

Database: MySQL 

Amazon IAM: To regulate access permissions to the S3 buckets within the development. 

Amazon S3: For storing EHR reports securely. 
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3 Environment Setup 
 

3.1 Installing and Configuring Eclipse with Tomcat 
 

• Download and install Eclipse IDE. 

• Set up Apache Tomcat as the server for deploying the web-based application. 

• Configure Eclipse to work with Tomcat. 

• The following figures from Fig2. To Fig7. shows the process of installing the Eclipse 

and configuring the Eclipse with Tomcat Server. 

 

 
Fig2. Eclipse Page 

 

 
Fig3. Eclipse Download 

 

 
Fig4. Run Eclipse 
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Fig5. Integrating Tomcat Server 

 

 
Fig6. Tomcat Version 

 

 

 
Fig7. Tomcat Server 
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Fig 8. Import the Code artifact into the Eclipse. 

 

 

 

 

3.2 MySQL Database: 
 

• Visit the MySQL Community Downloads page. 

• Download the MySQL Installer for Windows. 

• Run the downloaded installer, and it will guide you through the installation process. 

• Choose the setup type (Typical, Complete, Custom). 

• During installation, you'll be prompted to configure MySQL Server. 

• Set a root password and choose other configuration options as needed. 

• Once installed, MySQL Server should start automatically. 

• You can also start it manually using the MySQL Notifier or by going to the Services 

application and starting the MySQL service. 

• Open a command prompt and type mysql -u root -p. Enter the root password when 

prompted. 

• You should now be in the MySQL shell. 

• The following figures from Fig9. to Fig15. shows the installation and configuration of 

MYSQL. 

 

 
Fig9. MySQL Page 
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Fig10. MySQL Windows Installer 

 

 

 
Fig11. MySQL Setup 

 

 

 
Fig12. MySQL Products 
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Fig13. Installation 

 
Fig14. mySQL Account 

 

 
Fig15. MySQL Workbench 

 

• Below Fig16. shows the commands that needed to be executed in the MySQL 

database in order to create the database and the tables. 

 

 
Fig16. Commands 
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The below Fig17. shows the DB endpoint configured in the code. 

 

Fig17. DB EndPoint 

 

 

4 AWS IAM Creation: 
 

• Log in to the AWS Management Console using https://aws.amazon.com/. 

• Navigate to the IAM service. 

• In the IAM dashboard, select "Users" from the left-hand menu. 

• Click on the "Create user" button. 

• Enter a username for the new IAM user. 

• On the "Set permissions" page, choose "Attach policies directly." 

• Search for and attach the policy named "AmazonS3FullAccess" to grant full access to 

S3. 

• Review the configuration and click "Next". 

• Review the user details and permissions one last time. 

• Click "Create user." 

• Once the user is created, go to security credentials and click on create Access key. 

• Next, click "Download .csv" to download the user's access key ID and secret access 

key. 

• Configure the access keys for the IAM user in the code. 

• Below Figures from Fig18. to Fig 24. shows the step by step process of creating IAM 

user.  

 

 
Fig18. IAM Dashboard 
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Fig19. User Details 

 

 
Fig20. Permissions 

 

 
Fig21. Policies 

 

 
Fig22. Create User 
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Fig23. Access key 

 
Fig24. Create Access key 

 

• Below Fig25. shows replacing the keys with the IAM keys in the code. 

 

 
Fig25. Access Key usage in the code  

 

 5 Execution: 
 

• Right click on the code artifact in the eclipse and click on Run server. 

• Select Tomcat server and click on Finish. 

• The following figures from Fig 26. to Fig28. shows the deployment of the application.  
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Fig26. Tomcat Server 

 

 
Fig27. Application Deployment 

 

 
Fig28. Application 
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Fig29. Report Upload 

 

From the above Fig29. shows that when the user uploads the report it automatically creates 

the S3 bucket in the AWS and uploads the report to the S3 bucket as shown in the below 

Fig30. and Fig31. 
 

 
Fig30. S3 Bucket 

 

 
Fig31. S3 Bucket Objects. 
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6 Evaluation 
 

Below Fig32 shows the importing libraries for the Fernet (Symmetric) Encryption in order to 

compare the performance with the CPABE. 

 

 
Fig32. Importing libraries for Fernet 

 

Below Fig33. shows the logic for the time taken for the fernet to encrypt/decrypt and upload 

the compressed data into S3 bucket. 

 

 
Fig33. Data Encryption/Decryption for Fernet 

 

Below Fig34. shows the logic for the time taken for the fernet to encrypt/decrypt and upload 

the compressed data. 

 

 
Fig34. Data Encryption/Decryption for CPABE 

 

 

Below Fig35. shows  

 
Fig35. Results 
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