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Log Based Intrusion Detection System Using Machine 
Learning Algorithms  Configuration Manual 

Sonia Francis Javior 

x22175903 

1 Introduction 
 

Configuration manuals generally provide an extended analysis of the system or device system 
required to implement the research method. The main objective of the manual is to set up the 
technical configuration. This also describes the setting procedure of Jupyter Notebook and other 
Python configurations. 

 
 

 

2 System Specification 
System specification provides the technical features and variants of the device required to 
implement the model. Generally, contains various specs of the system such as storage, operating 
system and processor, Figure 1. To implement the research a basic device system of 8GB more 
sufficient. 
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3 Software Used 

• Microsoft excel: Used for initial exploration. MS-Excel For the preliminary Analysis of data. 

• Jupyter Notebook: For implementing the model and analyzing the evaluation metrics 

 

Installation and Environment Setup 

Depending on the Operating System, the latest version of the software is suggested. Python 3.10 
for Windows 11 has been installed. After installing Python, we need an Integrating Development 
environment to implement the model. Jupyter Notebook is installed from Anaconda which is a 
combination of several applications. The outline of the anaconda navigator is shown below. 

 

 

4 Project Development 
After the installation, host the Jupyter Notebook and open a Python file with .py extension to start 
the implementation.  All the necessary libraries are installed using pip command. 

 
Importing Library 

The packages used in the project are displayed in Figure 4. The cloud platform comes with 
several necessary libraries already installed. If necessary, additional libraries should be 
imported.  
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Importing Files: Importing all the datasets in csv format to dataframes using pandas 
library. 

 

 
 

To Fetch data from dataframe to csv to the exact location 
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Description of Dataset: The datasets are collected from the open-source platform. The 
ecml and the zip file data from CSIC dataset. The dataset contains the details of the log 
file entries which are captured from the web servers. 

 Processing 

Null values are removed and missing values are replaced by some data handling 
techniques. 

 

Distribution Analysis of type of attacks 

 

Feature Selection 
 
By defining the keywords for each type of attack and then classifying them to features. Features are selected for each 
type of attacks. 
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Splitting of Data: 
 
Spliting the training data and testing set. The training data is 80% of original data and 20 % is testing data.  
 
 
 
Model Building: 
 
After preprocessing and appropriate feature extraction, the next important step is the model building. The 
supervised machine learning algorithms are used. SVM, Logistic Regression, Random Forest, Gradient Boost, 
KNearest Neighbor and Decision Tree. 
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Evaluation Metrics: 
 
 
Accuracy, Precision, Recall, Fi Score in the classification report.   Most of them achieved maximum accuracy, 
so loss is calculated.  
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