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1 Introduction

SDN (Software-Defined Networking): SDN is a network architecture that divides the
control plane from the data plane, allowing for centralized control and programmability.
Software-Defined Networking (SDN) involves the abstraction and relocation of network
information to a controller based on software, resulting in a network management strategy
that is more adaptable and responsive (Badotra, sumit (2017)).

Ryu Controller: Ryu is a Python-based SDN controller that is available as open-source. The
controller adheres to the OpenFlow protocol and functions as the central intelligence of a
software-defined network (SDN), overseeing flow control to provide a network architecture
that is both customizable and scalable. Ryu is very adaptable, enabling developers to
construct tailored SDN applications and network services.

The OpenFlow SDN Protocol: It is a standardized communication protocol that facilitates
communication between the SDN controller and network devices, such as switches and
routers. The purpose of this is to specify the manner in which the controller may alter the
functioning of network devices by making adjustments to flow tables. OpenFlow facilitates
the real-time adjustment and management of network data flow, establishing it as a crucial
protocol in software-defined networking (SDN) settings.

Mininet: It is a network emulator that is open source that enables the building of a virtual
network on a single workstation. It offers a nimble, expandable setting for evaluating SDN
applications without requiring tangible equipment. Mininet enables the construction of a
network structure including of hosts, switches, and controllers, making it a perfect instrument
for the development and evaluation of Software-Defined Networking (SDN).

Jupyter: It is a freely available online program that allows users to create and share live
code, equations, visualizations, and narrative prose. It provides support for many
programming languages, including Python, which is often used in SDN development. Jupyter
Notebooks provide a dynamic and collaborative setting, which makes them highly suitable
for executing and documenting SDN initiatives.

2 Simulation setup

This section briefs about the steps to be taken to install all the packages and software required
to run the project.

The platform must be setup on Ubuntu 20.04.6 LTS operating system and the
following tools must be installed to run the simulation.
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Figurel: Ubuntu operating system

e Before going ahead with the installation of tools make sure you have updated the
Linux OS and libraries with python 3.8.
e Open terminal and run the below commands.

-sudo apt-get update
-sudo apt-get upgrade
-sudo apt install python3

Open flow protocol for SDN: OpenVswitch must be installed in the OS as it is the standard
protocol used for communication in SDN.
-sudo apt-get install openvswitch-switch

e Give Y wherever it asks and and check for the version to be sure if its installed.
-ovs-vsctl —version

e 1ani

Figure2: OpenVswitch check
Ryu Controller: In order to install the ryu controller, it is necessary to install the PIP for
installing Python packages. Since ryu is a controller based on Python, it must be installed via
PIP. To install PIP and Ryu controller, do the following instructions in the terminal.

-sudo apt install python3-pip

pip (python 3.8)

Figure3: Pip check



-sudo pip3 install ryu
u-manager —version

Mininet: It is a network simulator and it creates virtual network topology for SDN. To install
mininet follow the below instructions.

-sudo apt-get install mininet
-mn —version

nhani@phani: ™% mn --u

Figure5: Mininet check

3 Traffic data collection.

Figure6: Folder structure check.



e Open controller.py in one terminal and check if the APP_TYPE and TEST _TYPE issetto 0
to generate the normal traffic, also make sure that in topo.py file the TEST_TYPE is normal.

Figure7: Check for controller.py and topo.py file normal traffic data generation.

e Run the controller.py file in one terminal and topo.py file in another terminal for the
normal traffic generation.

-ryu-manager controller.py

-sudo python3 topo.py

Figure8: Normal traffic generation.



e Now lets generate the Traffic data, to do this now we have to change the
APP_TYPE=0 and TEST_TYPE=L1 in controller.py file and TEST_TYPE="attack’ in
topo.py file.

Figure9: Check for controller.py and topo.py file for attack data generation.

e Follow the same steps to run the files this time to generate the traffic data.

Figurel0: Attack traffic generation.

4. Data processing and Machine learning model development.

e To start of with open the jupyter notebook, either in your local or in AWS. You can either run
the python notebooks in google colab and AWS sage maker.



o Create a folder in the jupyter and then upload the CSV files and the notebook files which is

zipped and shared.
* Jupyter Qut  Logout
Files Running
Select items to perform actions on them. Upload New= &
0 - @/ DDOS Name ¥ ast Modified File size
o saconds ago
[ output-data 3 days ago
ddos-malware-ml ipynb Running 3 days ago 442 MB
time-series-of-ddos-ml ipynb Running 4 hours ago 4 22 MB
O3 switch 3daysago  225kB

) switch_1_flowcount.csv 3daysago  147kB

Figurell: Files upload to the jupyter.

e Open the time-series-of-ddos-ml.ipynb file and click on run all option this will run the
whole code which is present in the file, in this file basically we are trying to find the
starting point of the DDOS attack and once we get that starting trigger we then
classify it using the traditional machine learning algorithms to conclude if it’s a
DDOS attack or not.

~ Jupyter time-series-of-ddos-ml Last Checkpoint Last Friday at229 PM (unsaved changes) (ad

Markdown

Raw NBConvert
rc\losses.py:2076: The name tf.losses.sparse_softmax_

\si
’ \
I.Tosses. sparse_softmax_ ntropy instead.

ckages (©.0.
packages (fr alkeras) (1.23.5)

= pd.read_csv( ch_1_flowcount.csv')
[“time'] = pd.to_datetime(df['time'], format='%m/%d/%v, %H:X¥M:%s’, errors='coerce')
mport pandas as pd

ocathost8888/natebooks/DDOS/time-series-of-ddos-mi

Figure12: Notebook file to run all in a single click.

e Once all the cells are executed, the results will be generated in the form of graphs and
tables. Graphs will showcase the confusion matrix and the accuracy alongside the
tables will showcase the evaluation metrics and performance.

e Open the other notebook file which is ddos-malware-ml.ipynb file, this file is used for
classifying the attack as malicious or a general traffic to a server.
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5. RESULTS

TN FP FN TP Accuracy Precision Recall or Sensitivity

F1 Score Specificity

Model
DecisionTreeClassifier 57.8 0.0 85 377 0.918269 1.0 0.814956 0.897016 1.0
GaussianNB 57.8 0.0 00 462 1.000000 1.0 1.000000 1.000000 1.0
GradientBoostingClassifier 57.8 00 318 144 0694231 1.0 0.309991 0.471160 1.0
LogisticRegression 57.8 00 462 00 0555769 NaN 0.000000 NaN 1.0
RandomForestClassifier 57.8 0.0 31.8 144 0694231 1.0 0.309991 0.471160 1.0

Figurel3: Evaluation metrics
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Figurel4: Decision tree regressor



Confusion Matrix for DecisionTreeClassifier

=40

Figurel5: Confusion matrix of random forest classifier

Out[22]:

TN FP FN TP Accuracy Precision Recall or Sensitivity F1 Score Specificity

Model SPlit
DecisionTreeClassifier Test 2970 00 00 2230 1.000000 10 1.000000 1.000000 1.0
Train 40 0.0 0.0 1.0 1.000000 10 1.000000 1.000000 10
GaussianNB  Test 2970 00 00 2230 1.000000 10 1.000000 1.000000 1.0
Train 40 00 0.0 1.0 1.000000 1.0 1.000000 1.000000 1.0
GradientBoostingClassifier Test 2970 00 1490 740 0713462 10 0.331839 0.498316 10
Train 40 0.0 0.0 1.0 1.000000 10 1.000000 1.000000 1.0
LogisticRegression Test 2970 00 2230 0.0 0571154 NaN 0.000000 NaN 1.0
Train 40 0.0 10 0.0 0.800000 NaN 0.000000 NaN 10
RandomForestClassifier Test 2970 0.0 2050 180 0605759 10 0.080717 0.149378 1.0
Train 40 00 0.0 1.0 1.000000 10 1.000000 1.000000 1.0

Figurel6: Evaluation metrics
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Figurel7: Accuracy graph of machine learning algorithms
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