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1 Introduction

For integrating Site Reliability Engineering (SRE) concepts into DevSecOps, consult the
Configuration Manual. The goal of this handbook, which is the result of substantial
study, is to offer clear-cut recommendations for early vulnerability identification and cor-
rection in the dynamic field of software development. We address the dynamic problems
of security threats by integrating SRE with DevSecOps processes and providing useful
configurations and best practices. As an invaluable tool, this document enables teams
to strengthen their software against vulnerabilities in cloud-based environments and pro-
motes a continuous security and improvement culture.

A web application built using Django, the Todo App helps users efficiently manage
chores. Its two main functions are as follows:

Admin: The administrator can see the total number of users who have signed up for
the application. They also have access to resources for analyzing the vulnerabilities on
the website.

User: A user’s to-do list can contain additional tasks. A task entry’s title, details, and
completion checkbox are all included. Users can delete tasks and search for particular
tasks.

System Requirements
Data Analytics: Requires Python 3.8, Azure CLI.

Todo App:
Operating System: Windows, macOS, or Linux
Python: Version 3.7 or newer
Web Browser: Latest versions of Chrome, Firefox, Safari, or Edge
Database: SQLite (for development) or PostgreSQL (for production)
RAM: Minimum 2 GB (4 GB recommended)
Disk Space: Minimum 100 MB for installation.

2 Setting Up the Environment

2.1 Cloud Hosting Setup

e Login to your aws account using url []and Launch an AWS EC2 Instance

LAWS Login https://eu-west-1.console.aws.amazon.com/


https://eu-west-1.console.aws.amazon.com/
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Figure 1: EC2 Instance Launch Page

e Access the Instance via SSH:
e Use an SSH client: Secure Shell (SSH) clients like PuTTY are used to remotely
access the EC2 instance.

e Connect using the public IP and private key: The public IP allows to find our
instance on the internet, and the private key is used to securely access it

Figure 2: Connected using PUTTY

e Update the necessary Package Repository by using 1st command from Figure



2.2

2.3

After the update if some packages need to Install New Packages use the 2nd com-
mand from Figure

sudo apt update

sudo apt install python3-pip python3-dev nginx

Figure 3: Commands to use

Python Installation
Visit the official Python website: url P

Download the installer for your operating system.

Run the installer and follow the on-screen instructions. Ensure to select the option
to add Python to your system path. Refer Figure

mkdir ~/projectdir

cd ~/projectdir

virtualenv env

Figure 4: Commands to use

Django Installation

Open a terminal or command prompt.
Install Django using pip: ”pip install Django”

Install with pip: ‘Django‘ is a high-level Python Web framework, and ‘Gunicorn‘ is
a Python WSGI HTTP server for UNIX. Refer Figure

pip install django gunicorn

Figure 5: Command to use

2Python Download https://www.python.org/downloads/release/python-3121/


https://www.python.org/downloads/release/python-3121/

2.4 Additional Dependencies

e Django REST Framework: For building APIs (if needed): ”pip install djangorest-
framework”

e Database Drivers: Depending on your database choice, e.g., pip install psycopg?2
for PostgreSQL.

3 Data Storage and Management

3.1 Database Setup for Todo App

e SQLite: Ideal for development due to its simplicity and ease of setup.

e PostgreSQL: For production env due to its robustness and scalability.

3.2 Database Configuration
e Edit the settings.py file in a ToDo App Django project.

e Under DATABASES, configure your database settings. For example, for Sqlite 3
Refer Figure

DATABASES = {
: {

: BASE_DIR /

Figure 6: Portion to update in file

4 Data Analysis Tools Configuration

4.1 Setting Up Admin and User Roles

e Admin Role:
e Create a superuser using command ”python manage.py createsuperuser”

e Assign privileges in the admin dashboard.
e User Role:

e Implement user registration and login functionalities.

e Develop the UI for adding, searching, and deleting tasks.
e Security Settings

e Implement user authentication (e.g., using Django’s built-in authentication sys-
tem).

e Set up permissions and role-based access control.



5 Setting Up Jenkins for Continuous Integration

5.1 Install Jenkins

Following official documentation for installation and setup used URL [
Jenkins is an open-source automation server which enables developers to build, test,
and deploy their applications.

5.2 Start Jenkins Service

Using the command "systemct]l” - Starts the Jenkins service and sets it to launch on
boot.

5.3 Access Jenkins Dashboard

To Open in a browser use url El Jenkins has a web interface for easy management.
For Login log into the dashboard Use the initial admin and password from the Jenkins
setup.
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Figure 7: Jenkins Dashboard

5.4 Create a New Jenkins Pipeline

e Click on "New Item”: Sets up a new job or pipeline in Jenkins.

e Configure the pipeline: This involves setting up source code management, build
triggers, and build steps.

e Linking GitHub with Jenkins and Pipeline to Trigger for execution

e When changes are pushed to the GitHub repository, after committing the code, the
Jenkins pipeline will automatically trigger.

3Jenkins Installation https://www.jenkins.io/doc/book/install ing/windows/|
*Jenkins Login http://3.252.195.203:8080/,
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5.5 Run and Test the Pipeline

e Build Now: This will execute the pipeline you've set up.

& w0

e Console Output: Here, see the logs of the build process to troubleshoot any issue
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Figure 9: Pipeline execution status

6 Testing and Quality Assurance

6.1 Application

e Successful execution of an application is done. To access the Application url]

e Register your account in the system to make use of an application. If you already
registered in a system then you can log in directly.

1cation Login http: . . . :
® Application Login http://3.252.195.203:9000/
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Figure 10: Successful CI/CD Pipeline

Note: Make sure the password length should be more than 8 characters and a
combination of alphabet, numeric & special characters.

Username:

Password:

Login

Don't have an account? Register

Figure 11: Application Landing page
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Figure 12: User Page



6.2 Python Scripting for Vulnerability Detection

e Place the files in the ”Security Settings” section under ” Application Configuration
for Todo App”. |(CVE - download CVE list (n.d.)

v [ Django App [Django-T(
v (2] base

> [E migrations

templates
e _init__py
e admin.py
e apps.py
e forms.py
e models.py
e tests.py
e urls.py
¢ views.py
v [2 todo_list

e _init__py
e asgi.py
e settings.py
e urls.py
e Wsgi.py

B db.sqlite3

e lib.py

e main.py

¢ manage.py

= vulbanners.txt

Figure 13: Application File Structure

e Change the path of the file according to the system location in the “Main.py” file

e Set the IP address and port number according to the requirement. Ref Figure

targets_ip =

port_number =

Figure 14: Setting up the values for testing

Figure 15: Code Function for vulnerability Check

e This should be detailed in the "main.py” section.

e Change the path of the “main.py” file according to the system location. The func-
tion needs be to updated in ”view.py”



6.3 Cloud Watch Configuration
e Login to your aws account using url ] and Launch an AWS Cloud Watch.

e Create a new dashboard using your EC2 instance where an application is hosted
previously.
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Figure 16: Cloud Watch used for Monitoring

6.4 Quality Checks for Data Analytics
e Running the Todo App, Start the Server

e Run python "manage.py runserver” to start the Django development server.

Figure 17: Running the application Server
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Figure 18: Running the application Server

6AWS Login https://eu-west-1.console.aws.amazon.com/


https://eu-west-1.console.aws.amazon.com/

6.5 Comparison of systems for security and vulnerability

e For the 3 different pipelines executed for evaluation follow the below steps.

e Created 3 different repositories on Git-Hub.

Figure 19: Git-Hub repos

e Created 3 different pipelines on Jenkins input as 3 repos from Git-Hub Refer to
sections 5.4 and 5.5 for creating pipeline and execution.
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Figure 20: Executed Pipelines
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