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Configuration Manual

Sravanthi Challa
Student ID: 21156239

1 Introduction

Proteomics has transformed the study of proteins and provided an immense amount of new
information about biological systems and disease states. However, proteomics data analysis is
a difficult and computationally demanding task that frequently calls for advanced machine
learning techniques. This configuration manual presents a thorough method of proteomics
data analytics on Amazon Web Services (AWS) that makes use of PBFT blockchain
technology and machine learning to overcome these obstacles.

The objective of this project is to improve protein identification and quantification accuracy
by utilising machine learning, and to guarantee data confidentiality and integrity by
integrating blockchain technology. For the purpose of deploying and managing the
blockchain application and machine learning model, AWS offers a stable and scalable
platform. The integration of these technologies has the potential to revolutionise proteomics
research by facilitating more dependable and effective data analysis.

1.1 Target Audience

The purpose of this configuration manual is to assist researchers and developers who want to
implement an AWS proteomics data analytics solution based on machine learning. From data
collection and pre-processing to model training, deployment, and blockchain integration, it
offers detailed guidance for every step of the procedure.

1.2 Prerequisites

Before proceeding with this configuration manual, ensure that you have the following
prerequisites:

e Basic understanding of machine learning, Blockchain and proteomics

e Familiarity with AWS services, such as ECS, Docker, and Kubernetes

e Experience with Python

2 Data Collection and Pre-Processing
2.1 Data Collection

Proteomics data collection requires collecting information from a variety of experimental
methods, including chromatography, NMR (Nuclear Magnetic Resonance), and mass
spectrometry. These methods produce a variety of data formats, such as raw output files,
chromatograms, and spectra. The data collection process is meticulous and crucial because it
often involves large volumes, a variety of biological samples, and multi-dimensional features.
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Data will be collected and stored in AWS S3 bucket.

1. First create AWS S3 bucket in AWS.

Services Alt+s] | [ L (@] & Global ¥ MSCCLOUD/x21156239@student.ncirl.ie

Amazon 53 X Total storage Object count
247.1GB 28M q
Buckets
ue Average object size You can enable advanced metrics in the
Access Grants New 93.4 KB "default-account-dashboard" configuration.

Access Points

Object Lambda Access Points

Multi-Region Access Points General purpose buckets Directory buckets

Batch Operations

1AM A Analyzer for 53
Ccgss Analyzer Tar General purpose buckets (268) info

C Create bucket

Block Public Access settings for Buckets are containers for data stored in 53. Learn more [
this account
Q 21156239 X | 1match 1 &
¥ Storage Lens : :
Dashboards Name A AWS Region v Access v Creation date v
Storage Lens groups
S December 6, 2023,
o X . US East (N. Virginia) us- . .
AWS Organizations settings @) x21156239-proteomics 1 Objects can be public 22:15:34
east-1  cTmemeeeeeheeeees
(UTC+00:00)

2. Then check wheather you have access for SageMaker in AWS

C = ndirlawsapps com/starts,

aws MFA devices  Sign out

v Get started
JumpStart models, algorithms, and Build models automatically Import & Explore Data for ML

solutions
e @

v ML tasks and components

New data flow L+ Import & explore data

New compitation job ©  Newteature group

New project £  NewAutopilot experiment

v Notebooks and compute resources




3. Go to SageMaker and create the machine learning algorithm file and upload PDB file.
Here, the SageMaker will train the data for different models.

& Amazonsag ettigs  Help

™ + > % Protein.ipynb X M Update
- + > Code ~ Unknown  Python 3 (
’> Name i
pdb_data_no_dups_clean
pdb_d: no_dup:
F ? pandas
numpy
train_test_split
OneHotEncoder, StandardScaler
ColumTransformer
LinearRegression
RandonForestRegressor, GradientBoostingRegressor
mean_absolute_error, r2_sc
SimpleImputer

file_path
data - pd. (file_path)
(data.head())

structureld classification experimentalTechnique macromoleculeType

DNA-RNA HYBRID X-RAY DIFFRACTION DNA/RNA Hybrid

DNA  X-RAY DIFFRACTION oNA

OXYGEN TRANSPORT ~ X-RAY DIFFRAC] Protein

DNA X-RAY DIFFRACTION DNA

182L HYDROLASE(O-GLYCOSYL) X-RAY DIFFRA( Protein
residueCount resolution structureMolecularWeight
20 6360.30

24 25 7939.35

154 .87 18112.80
24 .20 7637.17

165 .74 18926.61

crystallizationMethod crystallizationTempk densityMatthews
© VAPOR DIFFUSION, HANGING DROP al
1 NaN NaN

2 NaN
3 VAPOR DIFFUSION, SITTING DROP 277.0

Amazon SageMaker Studio

! protieomic_modeLipynb ® A Updates and notifications
> Code v (0]

All models saved.

ups_clean.c

pdb_data_no_dups !

3 days ago model_dir

dump(1r_model, model dir
dump(rf_mod model _dir
dump (gb_mod

#Step 8: Tag the Best Model

best_model, best_model_file
mae_lr < mae_rf mae_lr
best_model, best
mae_rf - mae_lr
best_model, best_model_file
best_model, best f gb_model,

best_model_tagged_file {best_model_fil
dump(best_model, best_model_tagged_file)
( {best_model_tagged_file}")

Best model saved as best_random_forest_model.joblib




5. Write down the model training code.

3 Amazon SageMaker Studio le it sw  Run Git Tabs Settings Help
 +] 4 > < protieomic_model.ipynb > @ Launcher
Last Modified

X - data[[

pdb_data_no_dups_clean.cs
y - data[

Protein.ipynb

X_train, X_test, y_train, y_test - train_tes t(X, y, test_size , random_state 1)

ic_modelipynb

Train.csv
(sklearn.

)

joblib.
joblib.durp(encoder,

(X_test)
matrix(y_test, y_pred))
ion_report(y_test, y_pred))

6. Data pre-processing declaration is done, Prediction of protiens will be done by X and
Y-axis data

pdb
A Protein.ipynb :
“ fication_repo; confusion_matrix

W pro model.ipynb

data. (inplace )
encoder - LabelEncoder()
data[ ]  encoder. (data[

X - data[[’sedl
y - data['m

X_train, X_test, y_train, y_test train_test_split(X, y iz , random_state

(sklearn.




7. Based on the macromolecule, Sequence and residuecount the prediction is done. The
column can be seen in the data file

macromoleculeType . structureMole
DNA/RNA Hybrid 3-USION, HANGH
NA
101M  OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein

| Protein.ipynb seconds age
1020 DNA RAY DIFFRACTION DNA 2 > DROP

] protieomic_model.ip 2 minutes age

e 2= 102LDROLASE(O-GLYCOSYL)  X-RAY DIFFRACTION Protein
- e 102M  OXYGEN TRANSPORT RAY DIFFRACTION Protein
oNA OLUTION NMR onA 50293
103LDROLASE(O-GLYCOSYL)  XRAY DIFFRACTION Protein 1909272
103 OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein 1808378
140 DNARNAHYBRID LUTION NMR DNARNA Hybrid 2 745478
4LDROLASE(O-GLYCOSYL)  X-RAY DIFFRACTION Protein , 3754104
104M  OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein
1050 SOLUTION NMR onA
X-RAY DIFFRACTION Protein
SOLUTION NMR on
OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein
1070 oA SOLUTION NMR
107LDROLASE(O-GLYCOSYL)  X-RAY DIFFRACTION
107M OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein
oA SOLUTION NMR ONA
DIFFRACTH Protein

8. Sagemaker is connected to our streamlit application, and cluster is been created.




9. Once we run the model training it will create a pickle file (PKL) of the that particular
model in S3 bucket

Objects (6) info

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others

to access your objects, you'll need to explicitly grant them permissions. Learn more [/}

Create folder

‘ Q. Find objects by prefix

[ Upload

| 1o @

O Name A | Type v Last modified A4 Size v Storage class A4

December 6, 2023,

O

O o sav 22:40:29 8.9 MB Standard

DecisionTree.sav
(UTC+00:00)

[l December 6, 2023,

O LinearRegression.s sav 22:40:55 5.4 MB Standard
av (UTC+00:00)
[l December 6, 2023,

O NeuralNetworks.sa sav 22:41:14 42.5 MB Standard
v (UTC+00:00)
D December 6, 2023,

O pkl 22:33:16 12.2 KB Standard

ProteinSeqBC.pkl

T, AALAAY

10. The trained file, gives us precision, recall, f1score and support

nodeLipynb

14 minutes

precision recall fl-score

DNA 0.85 0.93 .89

DNA#DNA/RNA Hybrid 8.00 e.ee .00

DNA#RNA 8.44 e.28 0.34
DNA/RNA Hybrid 0.37 e.28 0.32
Protein .97 .99 0.98
Protein#DNA 8.83 8.78 0.80

Protein#DNA#DNA/RNA Hybrid 8.62 e.41 e.49

Protein#DNA#RNA .74 .68 e.71

Protein#DNA/RNA Hybrid 8.60 0.60 9.60

Protein#RNA 8.95 0.9 .93

Protein#RNASDNA/RNA Hybrid e.69 8.15 8.25

RNA e.82 e.78 .80

RNA#DNA/RNA Hybrid e.48 0.46 8.43

accuracy 0.96
macro avg & 0.58
weighted avg 0.96

support

* 749
6

25

25
68964
4282
32

534

1e

60
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11. Create Github repository and upload all your Ul code in it.

€ 5 ¢ = gt i %

— O sravanthichallall / proteomics & Q Type(7]to search p + -

<> Code @ Issues 11 Pullrequests @ Actions [ Projects @ Security |+ Insights @ Settings

proteomics Frivate @ Unwatch 1~ ¥ F - 7 Star 0

P main ~ Pt Dot Go to file Add file ~ <> Code ~ About

sravanthichallall added proteomics-service yaml filess oY

Releases
[ Dockerfile

[@ READMEmd

Packages
database py

3 hours agc

(
B
[@ proteomics-deploymentyaml hanges in the
[3 proteomics-service.yam! added proteom

3 hours ago Languages

requirements.txt important working commit 11 hours ago
® Python %6% @ Dockerfile 34%

12. For creating cluster, Docker and Kubernetes setup has to be done.

Deploying Docker container to AWS and managing it with Amazon Elastic
Kubernetes Service (EKS) involves several steps. Here's a step-by-step guide
to help you through the process:

### Step 1: Prepare Your Docker Image

**Build your Docker image** (if not already done):
““sh

docker build -t proteomics-app

**Tag your Docker image** for Amazon Elastic Container Registry (ECR):
" sh

docker tag proteomics:latest ASIATUYJP7SUEWGXB6WN.dkr.ecr.us-east-
1.amazonaws.com/proteomics:latest

Replace "<aws_account_id>" with your AWS account ID and " <region>  with
your AWS region.

### Step 2: Push Your Image to Amazon ECR

1. **Authenticate Docker to your default ECR registry**:

" sh

aws ecr get-login-password --region eu-east-1 | docker login --username AWS
--password-stdin ASIATUYJP7SUEWGXB6WN.dkr.ecr.eu-east-1.amazonaws.com




(if you haven't already):
““sh
aws ecr create-repository --repository-name proteomicsRepo --region us-
east-1

““sh
docker push ASIATUYJP7SUEWGXB6WN.dkr.ecr.eu-east-
1.amazonaws.com/proteomics-app:latest

1. . This can be done via the AWS Management Console
or using AWS CLI. The CLI command is:

“7sh

eksctl create cluster --name proteomics-cluster --version 1.28 --region us-
east-1 --nodegroup-name standard-workers --node-type t3.medium --nodes 1 --
nodes-min 1 --nodes-max 1 --managed

“kubectl®
" sh
aws eks --region us-east-1 update-kubeconfig --name proteomics-cluster

1. . You need a deployment YAML file (e.g.,
“proteomics-deployment.yaml” ) that references your ECR image. Here's an
example of what this file might look like:

" yaml
apps/vl
Deployment

proteomics

proteomics

proteomics




: proteomics
: ASIATUYJIP7SUEWGXB6WN.dkr.ecr.us-east-
1.amazonaws.com/proteomics-app:latest

. 8501

kubectl apply -f proteomics-deployment.yaml

(e.g., using a LoadBalancer service):
" Tyaml
: vl
: Service

: proteomics-app-service
LoadBalancer

. 80
: 8501

proteomics-app

Then apply this configuration:
" sh
kubectl apply -f proteomics-service.yaml

. After a few minutes, get the LoadBalancer URL:
“sh
kubectl get services

Look for the “EXTERNAL-IP of your " proteomics-app-service .

- Use Kubernetes Dashboard or AWS CloudWatch for monitoring.
- Set up autoscaling if needed.
- Regularly update your application with security patches.

working ECR:




1. Retrieve an authentication token and authenticate your Docker client
your registry.

Use the AWS CLI:

aws ecr-public get-login-password --region us-east-1 | docker login
username AWS --password-stdin public.ecr.aws/y3d9e0t2

Note: If you receive an error using the AWS CLI, make sure that you
the latest version of the AWS CLI and Docker installed.
2. Build your Docker image using the following command. For information on
building a Docker file from scratch see the
instructions [here](http://docs.aws.amazon.com/AmazonECS/latest/developerguide
/docker-basics.html) . You can skip this step if your image is already built:

docker build -t x21156239 proteomics-ecr .

3. After the build completes, tag your image so you can push the image to this
repository:

docker tag x21156239 proteomics-ecr:latest
public.ecr.aws/y3d9e0t2/x21156239 proteomics-ecr:latest

4. Run the following command to push this image to your newly created AWS
repository:

docker push public.ecr.aws/y3d9e0t2/x21156239 proteomics-ecr:latest

B Windows PowsrShell

PS D:\RIC_projects\protiensequence_final> aws eks us—east-1 update-kubeconfig proteomics-cluster
Added new context arn:aws:eks:us-east-1:323444116722:cluster/proteomics-cluster to C:\Users\jojot\.kube\config
PS D:\RIC_projects\protiensequence_final> kubectl apply —f proteomics-deployment.yaml
deployment . apps/proteonics-deployment created
PS D:\RIC_projects\protiensequence_final> kubectl apply proteomics-service .yaml
service/proteomics-service created
PS D:\RIC_projects\protiensequence_final> kubectl get services
NAME TYPE CLUSTER-TP EXTERNAL-TP
PORT(S) AGE
kubernetes ClusterIP 16.100.0.1 <nene>
uu3/TCP 12m
PS D:\RIC_projects\protiensequence_final> .186.16 a2e82abddd06bu39bb38db6c6atl8936-394370751. us—east-1.elb.amazonaws.com  80:30645/TCP
PS D:\RIC_projects\protiensequence_final>
PS D:\RIC_projects\protiensequence_final>
PS D:\RIC_projects\protiensequence_final> kubectl get svc
NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
kubernetes ClusterIP 10.100.0.1 <none> 4u3/TCp
proteomics-service LoadBalancer 10.100.186.16 a2eB2abddd06bu39bb38db6c6all1B936-39U370751. us—east-1.elb. amazonaws.com  88:30645/TCP
PS D:\RIC_projects\protiensequence_final> kubectl describe svc oteomics-service
Error from server (NotFound): services "oteomics-service” not found
PS D:\RIC_projects\protiensequence_final> kubectl describe svc proteomics-service
Name : proteomics-service
Namespace: default
Labels: <none>
Annotations: <nane>
Selector: app=proteanics
Type: LoadBalancer
IP Family Policy: SingleStack
IP Families: PV
IP: 10.100.186.16
IPs 10.100.186.16
LoadBalancer Ingress: a2eB82abdud06by39bb38db6c6al18936-39U370751 . us~east-1.elb.amazonaws . com
Port: <unset> 80/TCP
TargetPort: 8501/TCP
NodePort : <unset> 30645/TCP
Endpoints: 192.168.8.92:85601
Session Affinity: None
External Traffic Policy: Cluster
Events:




13. Kubernetes setup

eksctl

14. ECR repository creation

ST

Key [hwmmhunnnmmmnss5PUH]

ving credentials: error credentials
PS D p \protiensequence_final> docker build

[+] Building 17.4s (16/18) FINISHED

What's Next?

east-1 | docker login

58Uy tNhdW2wLhdR8z

east-1 | docker

exit stat
testapp .

*not implemented"

dkr.ecr.us-e

luded in

st-1.amazona

docker:default

15. After this all is done we have to create EC2 instance in AWS.
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16. Open the deployed link. Ul will be like below.

< C A Notsecure | a2e82abd4d06b439bb30db6cba418936-394370751.us-east-1.elb.amazonaws.com

= w0
M Gmail B YouTube @ Maps {@¥ One Piece Alll
X
J Main Menu You need to login as an admin to view this page.
| Proteomics Data Analytics using
2 User Login

& Ao Logn machine learning and block chain
& ConlectUs methodologies on AWS

Secure and Reliable

anced Analytics User-Friendly Interface

Your data's security is our top
priority. Rely on our robust

infrastructure far all vonr data

Explore our state-of-the-art Navigate through our intuitive

analytical models to gaininsights  dashboard to access and manage

Now upload CSV file, After Uploading the bulk CSV data, Single input prediction is done.

Prediction History Decrypt Record  Input Prediction

SRR Single Input Prediction

3 Home Enter the sequence:

MNIFEMLRIDEGLRLKIYKDTEGYYTIGIGHLLTKSPSLNAAKGELDKAIGRNTNGVITKDEAEKLFNQDVDAAVRGILRN
2 User Login

Enter the residue count:
& Admin Login

164
&3 Contact Us

Predict and Save

Logout
2 Predicted Macromolecule Type:

Pr?dl((liﬂ saved successfully!

Bulk CSV Upload Prediction

Upload CSV

@ Drag and drop file here
Limit 200MB per file » CSV

e

The predicted sequence will be stored in prediction history tab

Browse files



€ > C  ANotsecure a2e82abd4d06b439bb30db6c6ad18936-394370751.us-east-1.elb.amazonaws.com

User Dashboard

X
[J Main Menu
¢} Home
& Admin Login 5
£ Contact Us L)
76
n
Logout =
S 7}
7
78
79
80
1 81

Now we will upload a small CSV file for testing, after uploading below is the view

Decrypt Record

Input Prediction

ence residueCount
26745 5
39720 6
43040 4
43968 6
4850 6
5896 5
82253 6
96853 6
97954 6

CGCGTATACGCG l 1
2 Ly

Your Encrypted Prediction History

Protein

Protein

Protein

Protein

Protein

Protein

Protein

DNA

Protein

DNA

Bulk CSV Upload Prediction

Q) Main Menu

Upload CSV

£} Home

User Login

& Admin Login D

&3 Contact Us

Logout

Save Predictions

After saving upload save prediction

13

@ Drag and drop file here

Limit 200MB per file « CSY

smalltest.csv 12

juence
4305

5,89
26,745

4,850
23,662
39,720
43,968
82,253
96,853

97,954

residueCount

Predicted Macromolecule Type

Protein

Protein

Protein

Protein

Protein

Protein

Protein

Protein

DNA

Protein

Q

2023-12-11 22:38:07

2023-12-1122:38:10

2023-12-11 22:38:05

2023-12-1122:38:12

2023-12-1122:38:08

2023-12-11 22:38:06

2023-12-11 22:38:13

2023-12-1122:38:14

2023-12-11 22:38:15

2023-12-12 19:44:27

Browse files



smalltest.csv X

[J Main Menu

¢} Home 43,040 4 Protein

= 3 s

26,745 5 Protein
& Admin Login

4,850 6 Protein

82 Contact Us 23,662 6 Protein
39,720 L] Protein
43,968 Protein
Logout
2 Protein
96,853 6 DNA

97,954 6 Protein
Save Predictions

All bulk predictions saved successfully!

After saving the predictions, it will get stored in database

While the prediction is getting saved in database, also the data is getting encrypted due to PBFT
blockchain algorithm.

Only Admin will be having access to the encrypted key, Only when User request admin for the key,
then only it can accessed by user.

14



Now, Login to Admin panel.

& ¢} A Not secure  a2e82abddd06b433bb30db6c6a418936-394370751.us-east-1.elb.amazonaws.com
X
J Main Menu Admin Login
Y Home Username

adminl
& User Login

& Admin Login

B3 Contact Us

Here, we can create and delete user

15



¢} Home

& User Login

Ad

83 Contact Us

Logout

Welcome, adminl

Error processing access requests: 1146 (42502): Table 'DataAnalyticsApp.access_requests’ doesn't
exist

Users  Add User  Prediction Records  Data Analysis  Access Requests

Users Data o
id username user_type created_at
0 b1 userl user 2023-12-10 18:35:36
1 2 adminl admin 2023-12-10 18:35:37
Delete a User

St tbuD s

On Prediction tab, we can see all the uploaded prediction data.

Users AddUser Prediction Records Data Analysis  Access Requests

Prediction Records Data

id

12

13

14

15

16

17

18

19

20

n

83

85

87

2

91

@

user_id sequence residueCount

43040
5896

26745

23662
39720
43968
82253
96853

a7as4

& Q U

predictedMacromoleculeType  encryption_key

Protein
Protein
Protein
Protein
Protkin
Protein
Protein
Protein
DNA

Pratain

77,122,89,51,98,70,112,80,81,€
84,109,86,84,83,72,77,53,85,71
98,84,100,51,76,88,107,52,87,1
97,110,65,48,86,86,108,49,97,1
97,110,100,76,76,85,86,50,85
100,69,70,73,101,84,104,69,

101,108,70,88,84,109,90,52,81
83,69,70,111,85,108,74,48,86,

100,109,112,73,97,110,66,52,§

RA7N 112100 101 8] 1NA 7N

Even in Ul Admin can see the Encryption key. Move the table to right to view encrypted key

16



Prediction Records Data iE

created_at

12 i.?( 90,48,70,66,81,85,70,56,81,109,120,108,84,71,108,52,89,108,86,52,84,85,104,86,87,86 2023-12-12 19:46:57
13 :‘,70 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,86,50,74,119,82,48,86,115,78,70 2023-12-12 19:46:57
14 18,1 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,99,110,86,84,90,68,70,119,78,69 2023-12-12 19:46:57
15 ;7,5 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,90,68,82,122,101,105,49,97,78,8 2023-12-12 19:46:57
16 %25 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,79,85,70,114,85,107,100,68,99,6 2023-12-12 19:46:57
17 "ﬁ!. 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,101,84,77,50,89,49,86,119,99,71 2023-12-12 19:46:57
18 :‘LOI. 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,78,106,78,83,101,88,111,122,99, 2023-12-12 19:46:57
19 .,09 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,82,51,66,119,98,71,49,122,90,48 2023-12-12 19:46:57|
| 20 90,48,70,66,81,85,70,66,81,109,120,108,84,71,108,52,88,50,120,71,98,86,57,62,90,84,7 2023-12-12

@ Home Welcome, admin1
& User Login
Error processing access requests: 1146 (42502): Table 'D: ly pp.access_req doesn't
& Contact Us Users AddUser Prediction Records Data Analysis  Access Requests
N
Logout Data Analysis
Upload CSV
@ Drag and drop file here Browse files
Limit 200MB per file « CSV
D merged_pdb_data_ne... em X

_

After uploading file, Visualizations will appear

¢} Home 2 1010 DNA X-RAY DIFFRACTION DNA 24

3 1010 DNA X-RAY DIFFRACTION DNA 24

& User Login

4 101M OXYGEN TRANSPORT  X-RAY DIFFRACTION Protein

63 Contact Us Visualizations
Select Plot Type
Logout Histogram v
Select Column
classification v

Number of Bins
20

17



X-Axis

aJ Main Menu

Bar Chart

publicationYear

Y-Axis

¥ Home
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