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A novel approach for threat detection in Windows 

using cache memory forensics 
Pushkar Yewalekar  

X21194254  
 

1 Introduction 
This document is as a reference for the industry internship research which aims to provide 

complete overview of working details that are mentioned in the research project report. The 

industry research project is built to enhance the digital forensic methodology by focusing on 

the cache memory part of asset identification and examination. The cache memory is a highly 

evident & valuable artefacts that significantly helps in rebuilding the attack vectors. These 

artefacts are found in cache memory and this configuration manual aims  to recreate the 

incident using open-source tools. 
 

2 Requirements 

2.1 Hardware 

 

Processor AMD Ryzen 5 

Memory 16GB 

Architecture 64bits 

 

2.2 Software 

 

Operating System Windows11 (v10.0.22621.2215) 
Acquisition  FTK Imager 4.7.1.2 

Analysis  Volatility 2 

Programming  Python 2.7 

 

3 Implementation 

3.1 Lab Setup - Memory Acquisition Tool – FTK Imager 

 

Step1: Download FTK Imager: 

• Visit the official AccessData1 (Now known as Exterro) website to download 

the FTK Imager installation file. This ensures that the downloaded file is in its 

latest version of the software. 

Step 2: Install FTK Imager on Windows: 

• Locate the downloaded FTK Imager setup file (usually named something like 

"FTK_Imager_x64.exe" for 64-bit Windows.  

• Run the installer. Follow the on-screen instructions provided by the installer. 

You may be prompted to accept the software's terms and conditions, specify 

an installation directory, and create shortcuts. 

 
 
1 https://go.exterro.com/l/43312/ccessData-FTK-Imager-4-7-1-exe/fdxwv8 

https://go.exterro.com/l/43312/ccessData-FTK-Imager-4-7-1-exe/fdxwv8
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• Once the installation is complete, you can launch FTK Imager by finding it in 

your Start Menu or using the desktop shortcut (if created). 
 

 
Fig 2. FTK Imager 

 

• This tool helps in creating disk image (bit by bit) along with other several 

functionalities of acquisition and analysis. 

3.2 Use of memory analysis tools 
 

Step 1: Installing Prerequisites: 

It is necessary ensure that Python2.7 is installed on the system, as Volatility is a 

Python-based tool. Python to be installed from the official website. 

Additionally, it is important to have pip (Python package manager) installed.  

 

Step 2: Downloading Volatility: 

Next step is to proceed to download Volatility2  

 

Step 3: Installing Volatility: 

After downloading the Volatility source code, navigate to the Volatility folder 

within the terminal and install it using pip: 

 

cd volatility 

 

Step 4: Verifying Installation: 

To ensure that Volatility has been successfully installed, execute the following 

command in the terminal: 

 

.\volatility --version 

 

 
 
2 http://downloads.volatilityfoundation.org/releases/2.6/volatility_2.6_win64_standalone.zip  

http://downloads.volatilityfoundation.org/releases/2.6/volatility_2.6_win64_standalone.zip
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Step 5: Obtaining a Memory Dump: 

To use Volatility effectively, it needs a memory dump from the system to 

analyse. Memory dumps can be acquired using various tools and methods, such 

as using FTK Imager on Windows as discussed above. 

 

Step 6: Analysing the Memory Dump: 

Once a memory dump is obtained, next step is analyse it using Volatility. The 

following basic command should be used: 

 

.\volatility.exe -f path/to/memory_dump.img <plugin_name> 

 

Replace the path/to/memory_dump.img with the actual path to the memory 

dump and <plugin_name> with the name of the desired Volatility plugin. 

Volatility has various plugins for various tasks, including process analysis, 

network connection extraction, and more. One such command to view volatility 

plugins is 

 

.\volatility.exe --info  

 

 
 

 

4 Conclusion 
 

Using the above tools FTK Imager and Volatility, and following the proposed methodology 

for digital forensic process, using cache memory, several artefacts is extracted which proves 

to contain high evidential value in forensic investigations. However, this is not limited to only 

tools proposed in the paper, use of low-level language like Python and C/C++, which have 

capabilities to reach kernel level and read data, can be very useful in terms of digital forensic 

as all the activities within a system has to be present in the cache, till its last footprint. Use of 

such crucial information, however, volatile, will reduce efforts in investigation process and 

save a lot of resources including time. 
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