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1 Introduction  

Mega proxy is the tool developed for multiple protocol purpose penetration testing such as 

TCP, UDP, and Enet the tool allows to interact with CLI in order to use. The usage of tool is 

simple with one command, however, in order to develop a penetration testing approach with 

the tool. It is required to have a base knowledge of protocols such as UDP, RTP, etc.  

It has a structured way of performing the tampering based on Python script with existing 

knowledge of Protocol and its command. In order to successfully be able to work with mega 

proxy and the game , the project must be downloaded, installed, and configured properly.  

The stages below describe the installation and integration process.  

2 Environment Setup  

1. Install Python version 3.9.5 or less. If multiple Python versions are installed on your 

Windows computer, you can still execute a particular version. For instance, to launch 

Python 3.9, the command should begin with  

2. Navigate to the internal GitLab URL of Cyrextech through VPN. Download the Mega 

proxy by selecting the appropriate branch, such as MP divert for this research. Choose 

"zip" and download the branch.  

  

  

 

Figure 1 Downloading the Mega proxy.  
1  

  

3. Unzip and navigate to the megaproxy folder and open folder into the terminal.  

 
  

1  
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4. Now navigate to https://gitlab.cyrextech.net/-/profile/personal_access_tokens. Create 

the personal access token in order to install the requirements for megaproxy  

  

5. Now run the command python -m pip install -r requirements.txt  

  

 

6. It will ask for the username and password for the GitLab instance give the userid and 

personal access token created and it will install all the requirements.  

7. Download the stumble Guys game by logging into the Steam account in your Windows 

environment.  

8. Open the Stumble Guys game and Netlimiter into the system. A game will connect to 

your Windows system. Analyze the traffic and grab the IP of the game based on the data 

in and data out packet.  

  

9. Configure the config file with the IP and port.  

10. Navigate  to  MP  folder  C:\Users\arjun\Desktop\mega-proxy-  

MpDivert\configs\Scopely2  
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2  

  
3  

  

11. Run the CMD as admin and navigate to the MP folder.  
4  

12. Type the command and run the MP  

   
13. Play the game and analyse the packet.  
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 3  

  

14. Develop the Tamper script by navigating to the listener folder 
C:\Users\arjun\Desktop\mega-proxy-MpDivert\listeners\Stumble 

Guys\pun\redirector.py\  
15. Import the necessary packages from the real time and quantum folder  

  
  

16. Develop the Tamper script in redirector.py according to the protocol of quantum. \ 17. 

Create a different if-else block for all component  

18. Start tampering and alter the data.  
5  
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