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Configuration Manual

Aishwarya Dinesh Rathudi
Student ID: X21222762

1 Introduction

The setup, configuration, and efficient use of a system, piece of software, piece of hardware,
tools or procedure are all covered in a configuration handbook. It seeks to give detailed
information about the Project. It provides a wealth of details at each stage of the project
journey and serves as a guiding light that illuminates the way towards efficient use.

2 System Requirements

e Hardware Requirements

@ Device specifications Copy

Device name LAPTOP-JJ5VV3K1

Processor AMD Ryzen 5 4500U with Radeon Graphics 2.38 GHz
Installed RAM 8.00 GB (7.42 GB usable)

Device ID 02B68062-BESE-4A5C-B333-3A66A3360C2E

Product ID 00327-35897-79379-AA0OEM

System type 64-bit operating system, x64-based processor

Pen and touch  No pen or touch input is available for this display

Fig 1. Hardware Specifications



e Software Requirements

== Windows specifications

Edition Windows 11 Home Single Language

Version 22H2

Installed on 26-09-2022

OS build 22621.1992

Experience Windows Feature Experience Pack 1000.22644.1000.0

Microsoft Services Agreement
Microsoft Software License Terms

Fig 2. Software Specifications

e Google Colab

Examples Recent Google Drive GitHub

Filter notebooks =

Title Lastopened a  Firstopened w

Welcome To Colaboratory. 4:43AM February 3

Untitled3.ipynb August 11 August 11

Fake Job Prediction_1.ipynb. August 11 July 29

August 2 August 2

o save_and_serialize.ipynb August 2 August 2

New notebook

Fig 3. Google Colab

Cancel
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Dataset

The Dataset is collected from Kaggle, it contains 17880 rows and 18 columns.

Real / Fake Job Posting Prediction

Data Card

Detail

Code (114)  Discussion (4)

fake_job_postings.csv (50.06 MB)

Compact Column

About this file

-~ 608

New Notebook

10 of 18 columns

This file contains the dataset of job descriptions and their meta information. A small proportion of these descriptions are fake or
scam which can be identified by the column "fraudulent™.

e= job_id =

Unique Job ID

4

[1]

A title =

The title of the job ad
entry.

English Teacher Abr... 2%
Customer Service A... 1%

Other (17423) 97%

17.9k

Marketing Intern

Dataset Loading

# import the libraries

import numpy as np

import pandas as pd

import seaborn as sb

import matplotlib.pyplot as plt
from
from
from
from
from
from
from
from
from
from
from

sklearn.utils import resample
gensim.models import Word2vec

import csv
df=pd.read_csv("fake job postings.csv")
df .head(5)

A location =

Geographical location of

the job ad.
GB, LND, London 4%
US, NY, New York 4%

Other (16504) 92%

US, NY, New York

A department =
Corporate department

(e.g. sales).

[ruin 65%
Sales 3%

Other (5782) 32%

Marketing

Fig 4. Data

sklearn.model selection import train_test split
sklearn.base import TransformerMixin

Fig 5. Load Data

A salary_range

il

Indicative salary range
(e.g. $50,000-$60,000)

[nuill] 84%
0-0 1%

Other (2726) 15%

I>
a

Abr

[nul
We
Oth
We'
we'

gro
awa

tensorflow.keras.layers import Embedding, ConvlD, GlobalMaxPoolinglD, Dense, Dropout, Flatten, MaxPoolinglD, LSTM
tensorflow.keras.models import Sequential
tensorflow.keras.preprocessing.text import Tokenizer
tensorflow.keras.preprocessing.sequence import pad_sequences
tensorflow.keras.optimizers import Adam
tensorflow.keras.callbacks import EarlyStopping
sklearn.metrics import accuracy_score, precision_score, recall score, fl score, roc_auc_score



S Exploratory Data Analysis (EDA)

The above figure shows the summary of the dataset.
df.info()

<class 'pandas.core.frame.DataFrame’ >
RangeIndex: 1788@ entries, @ to 17879
Data columns (total 18 columns):

#  Column Non-Null Count Dtype
5] job_id 17888 non-null intée4
1 title 1788@ non-null object
2 location 17534 non-null object
3  department 6333 non-null  object
4  salary range 2868 non-null  object
5 company profile 14572 non-null object
6 description 17879 non-null object
7 requirements 15185 non-null object
8  benefits 1867@ non-null object
9  telecommuting 1788@ non-null inte4
18 has_company_ logo 1788@ non-null inte4
11 has_questions 1788@ non-null inte4
12 employment type 14409 non-null object
13 required experience 1883® non-null object
14 required education 9775 non-null object
15 industry 12977 non-null object
16 function 11425 non-null object
17 fraudulent 1788@ non-null inte4

dtypes: int64(5), object(13)
memory usage: 2.5+ MB

Fig 6. Summary of data
Here, Splitting the location into country, so that country-wise job posting can be visualize.
° df[ 'country’ ]=df[ 'location'].apply(lambda x:x.split(',")[®])
Fig 7. Split_location

Visualize job posting country-wise

@ #visualize country-wise job posting
country =dict(df.country.value counts()[:11])

del country[® ']
plt.figure(figsize=(8,4))

plt.title( 'Country-wise Job Posting',size=28)
plt.bar(country.keys(),country.values())

plt.xlabel ('Name of Country')
plt.ylabel('Number of Jobs')

Fig 8. Plot Country-wise job posting



Text(@, ©.5, 'Number of Jobs')

Country-wise Job Posting

10000

8000 A

6000

Number of jobs

T — " T
GB GR CA DE NZ IN AU PH NL
Name of Country

Fig 9. country-wise job posting

Viualize the Experience-wise job posting
o # Visualize Job posting by Experience

experience =dict(df.required experience.value counts()[:11])

del experience[' ']
plt.figure(figsize=(8,4))

plt.title( 'Experience-wise Job Posting',size=20)
plt.bar(experience.keys(),experience.values())

plt.xlabel( 'Experience’)
plt.ylabel( 'nNumber of Jobs')

Fig 10. Plot Experience-wise job posting

P e

Experience-wise Job Posting

3500 A

3000 A

2500

2000 -

1500 A

Number of Jobs

1000 -

500 A

Mid-Senior levéntry level AssociateNot Applicable Director Internship Executive
Experience

Fig 11. Experience-wise job posting



Count of jobs title which are frequent
# title of jobs which are frequent.

print(df.title.value counts()[:1e])

% English Teacher Abroad 311
Customer Service Associate 146
Graduates: English Teacher Abroad (Conversational) 144
English Teacher Abroad 95
Software Engineer 86
English Teacher Abroad (Conversational) 83
Customer Service Associate - Part Time 76
Account Manager 75
kWeb Developer 66
Project Manager 62
Name: title, dtype: inte4

Fig 12. Title of jobs

[ 1 #rake job titles

df[df.fraudulent == 1].title.value counts()[:11]

Data Entry Admin/Clerical Positions - Work From Home 21
Home Based Payroll Typist/Data Entry Clerks Positions Available 21
Cruise staff Wanted *URGENT* 21
Customer Service Representative 17
Administrative Assistant 16
Home Based Payroll Data Entry Clerk Position - Earn $186-%200 Daily 12
Account Sales Managers $80-%$138,000/yr 18
Network Marketing 10
Payroll Clerk 10
Payroll Data Coordinator Positions - Earn $100-%$200 Daily 18
Data Entry 9

Name: title, dtype: inte4

Fig 13. Fake job titles

#Non-fraud job titles

df[df.fraudulent == @].title.value counts()[:11]

English Teacher Abroad 311
Customer Service Associate 146
Graduates: English Teacher Abreoad (Conversational) 144
English Teacher Abroad 95
Software Engineer 86
English Teacher Abroad (Conversational) 83
Customer Service Associate - Part Time 76
Account Manager 73
Web Developer 66
Project Manager 62
Beauty & Fragrance consultants needed 60

Mame: title, dtype: inte4

Fig 14. Non-fraud job titles



Wordcloud is used to generate the frequency of word

D # Check the frequency of Word in datasets

C o

}

from wordcloud import WordcCloud
all words = ' '.join([text for text in df['text']])
wordcloud = WordCloud(width 600 ,height = 308, max_font_size = 128).generate(all_words)

plt.figure(figsize =(8,4))
plt.imshow(wordcloud)
plt.show()

Bachelor

50

product

100

150

200

250

o] 100 200 300 400 500

Fig 15. Frequency of word

# frequency of word in real posting of jobs

real post = " '.join([text for text in df[‘'text'][df[’'fraudulent’]==0]])

wordcloud1l = WordCloud(width = 608 ,height = 386, max font_size = 120).generate(real pc
plt.figure(figsize =(8,4))

plt.imshow(wordcloudl)

plt.show()

’ people d bl llty
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deve ) I e ®
100
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250

customer.. service

100 200 300 400 500

Fig 16. Frequency of word in real jobs posting

©  frequency of word in fake posting of jobs

fake_post = ' '.join([text for text in df['text'][df[’'fraudulent'] == 1]])

wordcloud2 = WordCloud(width = 688 ,height = 2300, max_font_size = 120).generate(fake_post)

plt.figure(figsize =(8,4))
plt.imshow(wordcloud2)
plt.show()
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Fig 17. Frequency of word in fake jobs posting




6 Data Preprocessing

[ 1 #check for null values
df.isna().sum()

job_id 2]
title 8
location 346
department 11547
salary range 15012
company_profile 3308
description 1
requirements 2695
benefits 7218
telecommuting 5]
has_company_ logo 5]
has_questions 2}
employment type 3471
required experience 7858
required education 8105
industry 4983
function 6455
fraudulent 5]
dtype: inte4
Fig 18. Null values

[ ] #filling "'
df.fillna(' ',inplace=True)

Fig 19. Filling null values

[ ] #Removing the unwanted columns
df .drop(columns=[ 'job 1d', 'salary range',"department’, 'telecommuting’, 'has company logo',has questions'],inplace=True)

Fig 20. Drop columns

[ ] df[’'fraudulent’].value counts().to frame()

fraudulent 2’: u
0 17014

1 866
Fig 21. Count of fraudulent vs Non-fraudulent



[ 1 #text preprocessing
import re
import nltk
nltk.download( 'stopwords')

Fig 22. Import libraries

[ ] from nltk.corpus import stopuords
print(stopwords.words("english"))

['i, 'me', ‘my', 'myself', 'we', ‘our', ‘ours’, ‘ourselves’, 'you', "you're", "you've", "you'll", "you'd", 'your', 'yours', 'yourself

Fig 23. Stopwords

[ 1 #tokenize the sentence into words
nltk.download( "punkt®)
from nltk.tokenize import word_tokenize

# Create a list to store tokenized words for each sentence
tokenized sentences = []

# Iterate over each sentence in the '"text' column of the DataFrame 'df’
for sentence in df['text']:

# Tokenize the current sentence and store the result in 'words'
word = word_tokenize(sentence)

# Append the list of tokenized words to the 'tokenized sentences' list
tokenized sentences.append(word)

[nltk data] Downloading package punkt to /root/nltk data...
[nltk datal Unzipping tokenizers/punkt.zip.

Fig 24. Tokenization

[ ] # Lemmatize tokens and convert them to lowercase
from nltk.stem import WordnetLemmatizer
from nltk.corpus import wordnet
nltk.download( 'wordnet")

lemmatizer = WordNetLemmatizer()

[nltk_data] Downloading package wordnet to /root/nltk data...

[ 1 corpus =[]
for i in range(e, len(tokenized sentences)):
review = re.sub('[%a-zA-Z]', ' ', str(tokenized_sentences[i]))
review = review.lower()
review = review.split()

review = [lemmatizer.lemmatize(tokenized sentences) for tokenized sentences in review if not tokenized sentences in stopwords.words('englist
review = ' '.join(review)
corpus.append(review)

Fig 25. lemmatization



[ 1 # Preprocess the data using gensim.utils.simple preprocess
from gensim.utils import simple preprocess

words = [simple preprocess(sentence) for sentence in corpus]
words
'verbal",

"communication’,
‘creating’,
‘delivering’,
‘report’,
‘presentation’,
‘client”,
'deliverable’,
"moreability”,
‘quickly’,
"learn”’,
"become”,
"skilled’,
"industry”,
"specific’,

Fig 26. Simple_Preprocess

[ ] # Lets train Word2vec
from gensim.models import Word2Vec
model = gensim.models.Word2Vec (words,window=5,min_count=2)

Fig 27. Train Word2vec Model

[ 1 # Prepare the Input Data
X=1[]
for sentence in words:
embedding = []
for word in sentence:
try:
wiord_embedding = model.wv[word]
embedding. append(word_embedding)
except KeyError:
pass

# Convert the list of word embeddings for each sentence into a single vector using mean or sum

sentence_embedding = sum(embedding) / len(embedding) if embedding else [] # Handle empty sentences if necessary
X.append(sentence_embedding)

Fig 28. Word Embedding
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[3 # perform padding using pad_sequences
from tensorflow.keras.preprocessing.sequence import pad sequences

# Define the maximum sequence length for padding.
sent length = 100

# Perform padding on the sentence embeddings.
padded X = pad sequences(X, padding='pre', maxlen=sent length, dtype='float32')

print(padded X)

[ [[-9.26967415 ©.4194918 -0.00512274 ... 0.89018816 ©.36787066
-9.02390319]
[-2.28566828 ©.40047613 ©0.14509007 ... ©0.82003707 ©0.24309711
-9.21997643]
[-©.03878997 ©.22186783 0.23509786 ... ©.8422707 ©.01500506

©.37738723]

[-©.04745709 ©.18929325 -0.09512962 ... 0.73343617 ©0.05692539

9.25878263]
[-0.2060873 @.4893068 -0.25544685 ... 0.20237999 0.41020566
-9.03620796]
[-©.53874457 ©.5236083 ©.08233171 ... ©.65578955 ©.38801813

-9.13755248]]

Fig 29. padding

7 Model Building
7.1 Model 1- Long Short-Term Memory (LSTM)

[ 1 ## Creating model

# Create the Sequential model
modell=Sequential()

# Add LSTM layer with the desired number of units
modell.add(LSTM(64, input shape=(1, 188)))

# Add Dense layer
modell.add(Dense(32, activation='relu'))

# Add Dropout layer
modell.add(Dropout(e.3))

#Add output layer
modell.add(Dense(1,activation="sigmoid"))

# Compile the model
modell.compile(loss="binary crossentropy',optimizer="adam’',metrics=["'accuracy’'])
print(modell.summary())

Fig 30. LSTM_Model

11



[ 1 # split the Dataset into Training and Testing Sets
X_train, X_test, y train, y test = train_test split(x final, y_final, test size=0.25, random_state=32)

Fig 31. Splitting Train_Test

[ 1 # Reshape the input data to have three dimensions
X _train_reshaped = np.expand dims(X train, axis=1)
X test reshaped = np.expand dims(X test, axis=1)

Fig 32. Reshaped

[ 1 # Define class weights
class weights = {@: 1, 1: 18.64}

Fig 33. Class weights

[ ] #raining the model
model1.fit(X train reshaped, y train, batch size=3], epochs=10, class weight=class weights, validation split=0.2)

Fig 34. Modell_Training

[ 1] # Make predictions
y_pred = modell.predict(X test reshaped)
y_pred

Fig 35. Predict_Test

[ ] # Convert probabilities to binary predictions
threshold = @.5
binary predictions = (y pred > threshold).astype(int).flatten()

Fig 36. Convert_binary

12



[ 1 from keras_tuner import HyperModel
from keras import layers
from keras import models

class MyHyperModel (HyperModel):
def build(self, hp):
model = models.Sequential()
model.add(layers.Dense(units=hp.Int( units’,
min value=32,
max_value=512,
step=32),
activation="relu'))
activation = hp.Choice('activation', values=['relu’', 'tanh', 'sigmoid’', 'elu'])
model.add(layers.Activation(activation))
model.compile(
optimizer=hp.Choice('optimizer', ["adam', 'sgd', 'rmsprop']),
loss="sparse_categorical_crossentropy’,
metrics=["accuracy'])
return model

[ 1 def fit(self, X train reshaped, y train, epochs, validation split):
model = self.build()
history = model.fit(X_train_reshaped, y train, epochs=epochs, validation split=validation split, verbose=0)
return history.history['val accuracy'][-1] # Return the validation accuracy of the last epoch

Fig 37. Hyperparameter Tuning (LSTM)

[ 1] from keras tuner import Hyperband
tuner = Hyperband(
hypermodel=MyHypertodel(),
loss=[ "sparse categorical crossentropy', 'binary crossentropy'],
metrics=[ "accuracy'],
directory="my dir',
project name='my project')

[ 1 # Perform the hyperparameter search for a given number of epochs

tuner.search(X train reshaped, y train, epochs=10, validation split=0.2

# Print the best hyperparameters and the corresponding accuracy

best hyperparameters = tuner.get best hyperparameters(num trials=1)[8]
print("Best Hyperparameters:")

print(best hyperparameters.values)

Fig 38. Best hyperparameter

[ ] # Compile the model
modell.compile(loss="binary crossentropy', optimizer='sgd', metrics=["accuracy'])

# Train the model
best model = modell.fit(X train reshaped, y train, epochs=2, validation split=6.2)

Fig 39. Train_model
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7.2 Model 2- Bidirectional LSTM (BiLSTM)

@ ## Creating model
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Embedding, Bidirectional as biLSTM, LSTM, Dense

# Create the Sequential model
model2=Sequential()

# Add Bidirectional LSTM layer with the desired number of units
model?.add(bil STM(LSTM(units=128)))

# Add Dense layer
model2.add(Dense (64, activation="relu'))

# Add Dropout layer
model2 . add(Dropout(@.3))

#Add output layer
model2.add(Dense(1,activation="sigmoid"))

# Compile the model
model2.compile(loss="binary_crossentropy',optimizer="adam',metrics=['accuracy'])

[ 1 # Train the BiLSTM
model2.fit(X_train_reshaped, y train, batch_size=32, epochs=18, class_weight=class_weights, validation_split=6.2)

Fig 40. Train_model (BiLSTM)

[ ] # Make predictions
pred = model2.predict(X test reshaped)
pred

Fig 41. Predict_test

[ ] # Convert probabilities to binary predictions
threshold = 8.5
binary pred = (pred > threshold).astype(int).flatten()

Fig 42. Convert_binary

[ ] # Compile the best model
model2.compile(loss="binary crossentropy', optimizer='sgd', metrics=['accuracy'])

# Train the best model
bst model = model2.fit(X train reshaped, y train, epochs=2, validation split=6.2)

Fig 43. Train_model

8 Model Evaluation

14



8.1 Model 1- Evaluation
° from sklearn.metrics import confusion_matrix, ConfusionMatrixDisplay

# Compute the confusion matrix
confusion = confusion _matrix(y_test, binary predictions)

# Create a ConfusionMatrixDisplay object
disp = ConfusionMatrixDisplay(confusion_matrix=confusion, display labels=["Genuine", "Fraudulent"])

# Plot the confusion matrix
disp.plot(cmap="Blues")
plt.title("Confusion Matrix")
plt.show()

Fig 44. Plot_confusion matrix

C Confusion Matrix

3500
Genuine 271 3000

2500

2000

True label

r 1500

Fraudulent 31 192 1000

500

Genuine Fraudulent
Predicted label

Fig 45. Confusion matrix

[ 1] # Calculate accuracy
accuracy score(y test,binary predictions)
print("Accuracy {:.3} %".format(accuracy score(y test, binary predictions)*180))

Accuracy 93.2 %

Fig 45. Accuracy_score
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[

] from sklearn.metrics import classification report
print(classification report(y test,binary predictions))

precision recall fil-score  support

%] ©.99 9.94 9.96 4247

1 9.41 9.86 9.56 223

accuracy 0.93 4470
macro avg 0.7 8.90 8.76 4478
weighted avg 9.96 9.93 0.94 4470

Fig 46. Classification_report

[ 1 # Compile the model

[1]

modell.compile(loss="binary crossentropy', optimizer='sgd', metrics=['accuracy'])

# Train the model
best model = modell.fit(X train reshaped, y_train, epochs=2, validation split=0.2)

# Evaluate the model on test data
test_accuracy = modell.evaluate(X test reshaped, y test)
print("Test Accuracy: ", test accuracy)

Epoch 1/2
336/336 | ==] - 11s 13ms/step - loss: ©.8521 - accuracy:
Epoch 2/2
336/336 [ ] - 3s 8ms/step - loss: ©.08503 - accuracy: €
148/140 [ ] - 1s 5ms/step - loss: ©.8878 - accuracy: €

Test Accuracy: [©.68781258016824722, ©.9718120694160461]

Fig 47. Evaluate hyperparamter model

# Make predictions on test data
predictions = modell.predict(X test reshaped)

# Display Predicted Genuine

print("Predicted Genuine:")

genuine_count = @

for i in range(len(predictions)):

if predictions[i] < @.5 and genuine count < 3: # Assuming the threshold is 8.5 for binary classification

print(f"Sample {i+1} - Actual Label: {y test[i]}, Prediction: {predictions[i][e]}")
print("Text:", X test reshaped[i])
print("\n")
genuine_count += 1

print("\n")

# Display Predicted Fraudulent

print("Predicted Fraudulent:")

fraudulent count = @

for i in range(len(predictions)):

if predictions[i] »= ©.5 and fraudulent_count < 3: # Assuming the threshold is @.5 for binary classification

print(f"sample {i+1} - Actual Label: {y test[i]}, Prediction: {predictions[i][®]}")
print("Text:", X_test reshaped[i])
print("\n")
fraudulent_count += 1

Fig 48. Display_predicted rows
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8.2 Model 2- Evaluation

° from sklearn.metrics import confusion_matrix, ConfusionMatrixDisplay

# Compute the confusion matrix
confusion = confusion matrix(y_test, binary pred)

# Create a ConfusionMatrixDisplay object

disp = ConfusionMatrixDisplay(confusion matrix=confusion, display labels=["Genuine", "Fraudulent"])
# Plot the confusion matrix

disp.plot(cmap="Blues")

plt.title("confusion Matrix")
plt.show()

Fig 49. Plot confusion matrix
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T T
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Fig 50. confusion matrix

[ ] # Calculate accuracy
accuracy_score(y_test,binary pred)
print("accuracy {:.3} %".format(accuracy score(y test, binary pred)*10e))

Accuracy 93.5 %

Fig 52. Accuracy_score
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from sklearn.metrics import classification report
p _rep
print(classification report(y test,binary pred))

precision recall fil-score  support

5] 9.99 8.94 8.97 4247

1 @.43 0.87 8.57 223

accuracy 9.94 4479
macro avg 8.71 8.91 % Bk o) 4470
weighted avg 0.96 8.94 8.95 4470

Fig 53. Classification_report

# Evaluate the model on test data
test accuracy = model2.evaluate(X test reshaped, y test)
print("Test Accuracy: ", test accuracy)

Epoch 1/2
336/336 [==============================] - 11s 17ms/step - los
Epoch 2/2
336/336 [==============================] - 35 1@ms/step - loss
140/140 [==============================] - 15 6ms/step - loss:

Test Accuracy: [08.10419961810112, 0.9686800837516785]
Fig 54. Evaluate hyperparameter model

° # Make predictions on test data
predictions = model2.predict(X_test_reshaped)

# Display Predicted Genuine

print("Predicted Genuine:")

genuine count = @

for 1 in range(len(predictions)):

if predictions[i] < ©.5 and genuine_count < 3: # Assuming the threshold is ©.5 for binary classification

print(f"sample {i+1} - Actual Label: {y test[i]}, Prediction: {predictions[i][@]}")
print("Text:", X test reshaped[i])
print("\n")
genuine_count += 1

print("\n")

# Display Predicted Fraudulent

print("Predicted Fraudulent:")

fraudulent count = @

for i in range(len(predictions)):

if predictions[i] »>= @.5 and fraudulent_count < 3: # Assuming the threshold is ©.5 for binary classification

print(f"sample {i+1} - Actual Label: {y test[i]}, Prediction: {predictions[i][@]}")
print("Text:", X test_reshaped[i])
print("\n")
fraudulent_count += 1

Fig 55. Display predicted rows

18
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