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1 Overview

Reliability, security and availability of the networking devices is extremely important for the
continuity of the services provided by a business organisation. In this report, we have
proposed the usage of variable software tool and devices such as firewalls used for providing
defence mechanism to safeguard the internal devices of the organisation from different attack
vectors.

The Effectiveness of the proposed fabric was evaluated using some well-known
attacks such as SYN flood and HTTP flood and also redundancy mechanism is proven in case
of hardware failure to achieve service continuity for an organisation. The septs used to deploy
the network fabric are detailed in the following sections.

2 Tools Used

The Following tools were used to implement the research project,
(1) VMware Workstation Pro 16.0.0%:
Download and install VMware Workstation Pro from its official website1. VMware
Workstation is used to deploy Emulated Virtual Environment where GNS3 server version
image and kali Linux image will be run on it.

(2) GNS3 2.2.21 tool?:
Download and install GNS3 from its official website, it alco contains console
software packet capture software’s and GNS3 server image.

(3) GNS3 2.2.21 Server Image®:
Download and install GNS3 image from its official website and then load it into the
VMware environment. Both the GNS3 image and tool must be of same versions.

(4) Putty 0.73%
Putty will be used to take the ssh access of the devices which will be implemented in
GNS3.

(5) Python Scripts- GoldenEye®:
Download and install the python script from GitHub official website, it will be used to
attack from Linux environment to Firewall.

L https://www.vmware.com/products/workstation-pro/workstation-pro-evaluation.html
2 https://www.gns3.com/software/download

3 https://www.gns3.com/software/download-vm

4 https://www.putty.org/

5 https://www.geeksforgeeks.org/goldeneye-ddos-tool-in-kali-linux/
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3 GNS3 Lab Setup

The hardware requirements include windows 11 machine with minimum 16 GB ram and 1
TB SSD with intel core i5 7" generation.

VMware workstation was used to upload and install GNS3 server image and was
given 9GB ram, 100 GB SCSI storage with two network interface host —only to connect with
the devices inside the GNS3 environment and to bridge network adapter to ensure the
connectivity to the internet.

(Stoitsov & Shotlekov, 2016), (Sararwat, 2022) and (D. T. Vojnak, 2019) recommended
the basic deployment of networking images and devices using VMware due to its better
compatibility as compare to Virtualbox and HyperV

4 Preparation Of Images

(1) Cisco Router®:
Cisco router 3725 images were downloaded from a website with image name ¢3725-
adventerprisek9-mz.124-15.T14.image.

(2) Cisco ASAv 992 firewall’:
The Asav992 firewall was downoaded online and uploaded to the GNS3 enviornment.
Qcow image asav992-N.qgcow2 was uploaded to GNS3.

(3) Kali Linux®:
Download and install kali linux 2021.3 version image from the officical website of
linux and after integrating GNS3 with VMware, Kali can be seen in side window
pane.

(4) Docker Images®:
Images of Docker can be directly installed in GNS3. The GNS3 will pull the specified
imaged from the docker container, here images such as DNS server
turnkeylinux/worpress:latest and ubuntu server ubuntu image were pulled from the
docker container.

5 Load Images on GNS3 Enviornment

Downlaod all the images and sav them in appliance folder so that it is easier for the user as
wel as the software to do some inclusion or exclusion of images.

5 https//networkrare.com/free-download-cisco-ios-images-for-gns3-and-eve-ng/
7 https://upw.io/5Ga/asav992.qcow2

8 https://www.kali.org/

9 https://hub.docker.com/
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Figure 1:GNS3VM Integration

6 Lab Setup

The GNS3 VM should be imported in VMware and then it should be called from GNS3 tool
by enabling the GNS3 VM and selecting the appropritae image from the drop down menu as

shown below,

General | GNS3 VM preferences
Server
Packet capture Virtualization engine
= Built-in
Ethernet hubs VMware Workstation [ Player (recommended) -
Ethernet switches WMware is the recommended choice for best performances.
Cloud nodes The GNS3 VM can be downloaded here.
- VPC5 Settings
VPCS nodes
~ Dynamips WM name: | GNS3 VM Refresh
10S routers Port: 30 -
- 105 on UNIX )
10U Devices Run the VM in headless mode
* QEMU V| Allocate vCPUs and RAM
Qemu VMs vCPUs: |4 v
- VirtualBox —
- RAM: 9048 MB -
VirtualBox VMs
~ VMware Action when dosing GNS3:
VMware VMs keep the GNS3 VM running
~ Docker suspend the GNS3 VM

Docker containers ® stop the GNS3 VM

Figure 2: GNS3 VM Lab Setup
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After integrating the GNS3 enviornment the node will be automatically connected and the
status summary is shown at the bottom right corner of the screen.
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Figure 3: Node Summary

8 Docker Container

Docker images can be pulled by mentioning the name of the docker images in GNS3 by
going to the preference of docker and creating a new docker container.

General [Docker container templates
Server
GNS3 VM S aan ~ General
Termplate name: kalilinux-kali-rollin
Packet capture = . Template ID 1ec97b51-81ab-dcfe-be55-b5a480a19647
~ Built-in Chromium Imag : kalilinus kali-rolling

Serves GMS3 WM (GNS3 WM

:::ern: hu!:tsh == Dwns Console type: telnet
ernet switches = o Auto start console:  False

Cloud nodes Kali Linux CLI Default name format: {name}-{0}
-~ VPCS - » = Adapters: 2

VPCS nodes E kalilinux-kali-rolling
~ Dynamips EX  Network Automation

105 routers

o

- 105 on UNIX Python, Go, Perl, PHP

10U Devices == ubuntu
-~ QEMU

Qemu VMs ®¥  Ubuntu Docker Guest
~ VirtualBox Q webterm

VirtualBox VMs
~ VMware E5 wordPress

VMware VMs
~ Docker

New Copy Edit Delete

T Cancel Apply
Figure 4: Docker

You can select existing images or give the link for the new mages, here we have used ubuntu
as an existing image and pulled turnkeylinux/worpress:latest image which was a DNS server.

= - wecian
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[ 6‘ New Docker container template

wl Docker Virtual Machine

owi Please choose a Docker virtual machine from the list or provide an image name on Docker hub.
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Figure 5: Installing Docker Images



9 GoldenEye Python Script
Goldeneye python script can be downloaded'® using the git command executing it in linux,
downloading the file and executing it to generate and attack sequence. Create a folder in kali
linux in the name of goldeneye and execute git clone https://github.com/jseidl/GoldenEye.qit
url*! on the termial to download the script file in that directory.

:~# git clone https://github.com/jseidl/GoldenEye.git
Cloning into 'GoldenEye' ...
remote: Enumerating objects: 182, done.
remote: Counting objects: 100% (3/3), done.
remote: Compressing objects: 100% (3/3), done.
remote: Total 182 (delta @), reused @ (delta @), pack-reused 9
9
Receiving objects: 100% (102/182), 121.60 KiB | 601.00 KiB/s,
done.
Resolving deltas: 180% (36/36), done.

t~f cd GoldenEye

z # s
goldeneye.py README.md
i # ./goldeneye.py

Please supply at least the URL

Figure 6: Downloading GoldenEye Script
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