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Configuration Manual

1 INTRODUCTION

lan Ngugi Wamunyu

X20110488

This is a configuration manual for a comparative analysis of malware investigation tools.

The manual is divided into section 2 machine configurations, section 3 installation Section 4

Malware analysis and section 5 references.

2 CONFIGURATION

2.1 Hardware configuration

Host machine

Operating system

Computer
RAM
Memory

HP

16GB

ITB
Windows 11

Virtual Machine (Virtual Box)

Operating system

RAM
Memory

Windows 10
&8GB
80GB

Table 1. Hardware Configuration

2.2 Software Configuration
Malware Analysis Tools

Name
Virtual box

Ninite (multiple basic system
applications

Virus Total

PEStudio

ProMonitor

Regshot

Volatility

GRR Rapid Response

Radare?

Ghidra

Category

Virtual
machine

Static tools

Dynamic tools

Memory tools

Code tools

Program
Open Source
Open Source

Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source
Open Source

Operating
System
Cross-platform

Windows

Cross-platform
Windows
Windows
Windows
Cross-platform
Cross-platform
Cross-platform
Cross-platform



Table 3. Software resources

3 Installation

¥ alBox Manager — (] <

$ >

gs Discard Start

10 {54-bit)

virtualization

~aux-floppy.img (1.41 ME)

None

& Description

None

Fig. 1. Oracle VM VirtualBox Manager

Figure 1 shows the VirtualBox sandbox setup: Operating system-windows 10 (64bit),
memory-8GB, processors -2, graphics controller-VBoxSVGA, storage-80GB, shared folders
disabled, network-adapter L(NAT network) and(not-attached) while conducting analysis.

Fig2 shows the use of ninite software to download multiple basic applications to mimic a
normal computing environment(Swieskowski and Kuzins, no date).



Windews B x84 - Vivlware Werkstation 17 Player (Man-commercial use anlbd

== [ <= ||

ST
rcate ML > -+

Vweb Browsers

& Chrome
€ Opera

] -
[a=)

Firerox

Edge

Runtimes

(O EO vava (AdoptOpenJdDiK) x84 8
T HH yava (AdoptOpenJDK) 8
O Java (AdoptOpenJDiK) x64

[ OO dava (AdoptOpendDiK) x84, ..
(e NET a8
) NET Desktop Runtime x6d4 5
SNET Desktop Runtime S
NET Desktop Runtime x64 &
NET Desktop Runtime &
MNET Desktop RUNtimMs x64 7

NET Desktop Runtime 7

Security
e Essentials
Mahwarebytes
Avast

) i A

=9 spybot 2

) B Aavira

il need Windows 10 « ater. This computar is

1.

Pick the apps you

Messaging
O & zoom
=
e
g
) e»

Dizcara
sSkype
Pidgin
Thunderbira
Trnan

Imaging
) = kriea
Slender
Faint.NET
Sime

Irranview
K View
1w Inkscape
FastStons
[ Greenshot

Sharex

File Sharing

1w gBittorrent

Other

1 % Everncte

= Google Earth

Media
) & iITunes

(S RV S

)@@ aame

] ~= foobarzoo00
) #% winamp

) & MusicBes

() 5 Audacity

B com
- spotiny

M cccr

) s prediaMonkey
) % HanaBrake

Documents
A Foxit Readsr
[S=] Libreoffice
(] o SumatraPDE
W curteFDF

) e opencifice

oOnline Storage

Dropbox
] &£ Googls Drive for Desktop

(] e OneDrive

[ESEEEE] R = 1 B )

Fig. 2. Basic application setups
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Figure 3 illustrates a virtual machine snapshot. This will enable the user to revert to the previous state after

Fig. 3. Malware analysis tools setup

malware analysis.




- ©) GitHub - ytisf/theZoo: Arepos X theZoo - A Live Malware Repositor. X (D) Server Not Found x + v - o x
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[ CONTRIBUTING.md
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4. Malware dataset

Extract

Home Share View Compressed Folder Tools [ 7]
« + “ theZoo-master » malware » Binaries > Ransomware.WannaCry ~ [J] Sear R mwa r r
Name Date modified Type
# Quick access
| Ransomware. WannaCry.md5 2023 2:34 PM MDS5 File 1 KE
B Desktop
| Ransomware. WannaCry.pass 2023 2:34 PM PASS File 1 KE
il Documents | Ransomware.WannaCry.sha256 6/2023 2:34 PM SHA256 File 1 KB
¥ Downloads B Ransomware.WannaCry.zip P I 400 KB
&= Pictures Enter password >

D Music Enter password for the enarypted file
B Videos *bfbcoeb Sbbea545af4d0 1bf5F107 166 1840480439c6e SbabeSe080e+
in archive Ransomware.\WannaCry. zip
@ OneDrive

Enter password

B ThisPC L Merdieees 1
il Network
[ show password
se for all archives
Organize passwords. ..
cancel e
4items  1item selected 3.31 MB

Fig. 5. Ransomware WannaCry

Both fig 4 & 5 shows WannaCry portable executable from theZoo malware repository
database (Nativ and Shalev, no date)

It is important to note that the executable is compressed, and password protected to safeguard
a user’s system if clicked on accidentally. The password can be found in the artefact file

include under theZoo/malware/Binaries/Ransomware.WannaCry/Ransomware.Wanacry.
pass directory.



4 Malware Analysis

4.1 Virus total

Figure 6 and 7 shows the portable executable submitted to Virus Total via
https.//www.virustotal.com/qui/home/upload(virus Total, 2023)
This tool shows results for 65 out of 69 antivirus software.

ClamAV

Cylance Unsafe

Cyren

Nin/malic

CrowdStrike Falcon
Cynet

Deeplnstinct @ wmaucious

Z d01ebfbcSebSbbeas45at4d01bi5H1071681840480429cBe5babe8e080e4 158 Q 28 ™ signin [ sign up
(1) 65 security vendors and § sandboxes flagged this file as malicious (¥ Resnalyze = Similar ~  More ~
ed01ebfbcIeb5bbes545af4d01bf5f1071661840480429c8e5babese080e4 1aa 5 18
dilpart e 335 M8 s moment ago EXE
Q pesxe maware macro-createcle  self-delete  overlay odules  detect-debug heck ck-adap! long-sieeps
direct-cpu-clock-acoess via-tor  calls-wmi check: er-npt file
Community Score

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY 30+

Join the VT C. and enjoy y insights and . plus an AP key to automate checks.

Popular threat  _

i T annacy  Threaffategories fansomuare  troan Family labels wannsoryptor wamnacry  wannaorypt

al

Security vendors' analysis Do you want to automate cheds?

AhnLsb-Va ©) 2 WannaCryptor R200571 Alibabs (D) RansomWin32/WannaCry.sli1020010

AlYac Antiy-AVL (D TrojeniRansomiw

Arcabit Avast Win32:WanaCry-A [Trj]

AV Avira (no dloud) @ TRRansom.sB

Baidu BitDefender (D Trojen Ransom WannaCryptor A

BitDefenderTheta Biav Pro WansC

) Malicious (score: 100

A

Fig. 6 Virus total analysis
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=d01ebfbcSeb5bbess45a14d0 10157107 1601840480439c0e5babese080es 188

Signature info (@
Signature Verification

File is not signed

File Version Information

Copyright ©® Microsoft Corporation. Al rights resenved
Product Microsoft® Windows® Operating System
Description DiskPart

Original Name  diskpart exe
Internal Name  diskpart.exe
File Vession 6.1.7601.17514 (win7sp1_rtm.101119-1850)

Portable Executable Info (T

Compiler Products
id: 12, version: 7291 count=2
id: 11, version: 8047 count=1
id: 14, version: 7289 count=4

id: 10, version: 8047 count=11

id: 4, version: 8047 count=4
id: 93, version: 4035 count=13

[—] Unmarked objects count=163

[C++] VSS8 (8.0) SPE build 8804 count=T

[RES] VS98 (6.0} SPE ovires build 1738 count=1

Header
Target Machine Intel 386 or Iater and
Compilation Timestamp ~ 2010-11-20 08:05:05 UTG
Entry Point 30850

Contsined Sections s

Sections

Name Virtual Address Virtual Size Raw Size Entropy MD5

Chiz

~




Fig. 7 Virus total analysis

4.2 PEstudio(Ochsenmeier, 2023)

This tool provides a direct link to the virus total (65/69) score. To fully maximise the potential of this tool, the

user should open it with administrative privilege.

01bf5F107166184... - (=]

p io 9.53 - M. Initial - wwaw.winitor.com - [c:\ K ansor V\ed01ebfb
file settings about
C Pl
=@ e\users\vboxuser\desktop\ransomware.wannaci | property vakse
":2 Cee " location .rsrc:0x00359728
o8 oot | 55se0 mds OE14014289C29078069237196BD3EAT2
": :"“_‘:’“ d( (;4 , shal 466A73I6FTF6987B34CD7AT3DE26ABAF 13D3CFT6C
os-header (64 bytes sha256 FBCBCODDB17AB5F2BA099416961EFEFD1 SFBEBAO26681DF7CD2C 1FABOF3C2BEA
. ) file-type dynamic-link library
> rich-header (Visual Studic)
" fite-header (lm':tazswu " language English-US ) _
. optional-header (GUI) code-page Unicode UTF-16, little endian
-.#4 directories (3) CompanyName Microsoft Corporation
> sectior t FileDescription DiskPart
FileVersion 6.1.7601.17514 (win7sp1_rtm.101119-1850)
InternalName diskpart.exe
LegalCopyright © Microsoft Corporation. All rights reserved.
OriginalFilename diskpart.exe
ProductMame Microsoft® Windows® Operating System
ProductVersion 6.1.7601.17514
< >
sha256: EDO1EBFBCOEBSBBEAS4SAFADO1BF5F1071661840480430C6ESBABEBEOBOEA1AA cpu: 32-bit file-type: executable subsystem: GUI entry
Fig. 8 PE studio analysis
pestudio 9.33 - Malware Initial Assessment - www.winitor.com - [c:\users\vboxuser\desktop\ransomware.wannacry\ed01ebfbc9eb5bbea345af4d01bf5F107166184..  — =] X
file settings about
whH x5 ¢
property value
“9 R : . sha256 EDO1EBFBCOEBSBBEASASAFADOTBFSF1071661840480430C6ESBABESEOSOEATAA
7 79] " ”t tal 55/”69 shal SERACIARACBCRRAI 0D A AR BT AR
’) :‘"“h“ ad( (M;yt ) mds5 ASD21BBCFT5A617
- os-header es,
oo first-bytes-hex 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00
b rich-header (Visual Studic) f!rst‘%:ytes-tzxt MZooiiiiiiiiini e @
> file-header (Intel-386) file-size 3514368 bytes
- optional-header (GUI) entropy 7883
.2l directories (3) signature Microsoft Visual C++ v6.0
- b sechions lusit tooling ait
£ file-type executable
L Din cpu 32-bit
3 ex subsystem GUI
hoam file-version 6.1.7601.17514 (win7sp1_rtm.101119-1850)
-5 NET (wait description DiskPart
.. T4 resources (size > file-ratio)
abe strings (wait semps
-4 debug (n/a compiler-stamp Sat Nov 20 02:05:05 2010
= min.lfesl (laslnvuker) debugger-stam o
2 version (diskpart.exe) resource-stam "
R P ""’? - import-stamp
-l everla export-stamp

<

sha256: EDO1EBFBCIEBSBBEAS45AFAD01BF5F1071661840480439C6ESBABESEOBOEATAA

version

manifest

>

diskpart.exe

cpu: 32-bit  file-type: executable subsystem: GUI

Fig. 8 PE studio analysis



io 9.53 - Initial - it - fe Y\edO' bf5f107166184...  — =] <
file settings about

b < B P

- Y o 32) detail e

aa
99 footprints (10)
»

> dos-header (64 bytes)
B dos-stub (184 bytes)

- rich-header (Visual Studio)
+ file-header (Intel-386)
optional-header (GUI)
directories (3)
sections (file)
1 libraries (4) rich-header > checksum
L7 imports (flag) rich-header > offset
= rich-header > hash

file > embedded

file > extensions (Ransomware | Wiper)
imports > flag 14
strings > size > suspicious
resources > file-ratio

file > entropy

file > signature

file > sha256sum

file > size

signature: PKZIP, location: .rsrc. offset: 0x0D0100F0, size: 3446325

20
EDAB7BA46BDAESCA181F97297EASBCD

<
sha256: EDO1EBFBCSEBSBBEAS45AF4D0O1BFS5F1071661

> | <

840480439C6ESBABESEOBOE41AA

cpu: 32-bit

— file > tooling Visual Studio 6.0

= security > protection data-execution:-prevention (DEP) > OFF

Ja resources (size > file-ratio) security > protection ontrol-flow-guard (CFG) > OFF

atc strings (size) security > protection address-space-layout-randomization (ASLR) > OFF
1D file-name > version diskpart.exe

S manifest (asinvoker) security > protection code-integrity (Cl) > OFF

{xe] version (diskpart.exe) file > subsystem Gul

group > API execution

o group > API synchronization
group > API memory
group > API dynamic-library
group > API reconnaiszance
group > API file
group > API resource
group > API registey
group > API cryptography
group > API services
group > API network
imports > imphash 68DSD7BSBESH

file-type: executable subsystem: GUI

Fig. 9 PEstudio

4.3 ProMonitor(Russinovich, 2023)

Process monitor is like Windows task manager and focuses on program activity. Fig 10 shows the executable’s
operations, path, results, and details. Fig 11 shows WannaCry’s process tree and every child's process from it.

¥ Process Monitor - Sysinternals: www.sysinternals.com - [l X
File Edit Event Filter Tools Options Help
- L 7 = e
BEILIRNTYTAO|&H # £ /K= 2 2@
Process Name PID Operation Path Result Detail al
- edDlebfbcOebSbbeatd5af4d0... 5768 < Process Start SUCCESS Parent PID: 4840, Command line: "C:\Users‘\vboxuser\Desktop\Ransomy
ed0lebfbcIebSbbea545af4d0.. 5768 < Thread Create SUCCESS Thread 1D: 6608
ed0lebfbcSebSbbea545af4d0... 5768 <2 Load Image C:\Users'wvboxuser\Desktop'Ransomw... SUCCESS Image Base: (x400000, Image Size: (x352000
ed0lebfbc9ebSbbea545af4d0... 5768 < Load Image C:\Windows\System32\ntdl dll SUCCESS Image Base: Ox A& 750000, Image Size: (x 13000
ed0lebfbcebSbbea545af4d0.. 5768 < Load Image C:\Windows\SysWOW64\ntdll dil SUCCESS Image Base: (x77a80000, Image Size: (x1a4000

Showing 2,990 of 2,912,961 events (0.10%)

.| Microsoft Corporation
C:\Users'\vboxuser\Desktop\Ransomware. WannaCry'\ed 0 Tebfbc 9eb Sbbea 545af 4d 0 1bf 5 107166 18404804 39c6e Sbabe Be080e4 122 exe

ed01ebfbcSebSbbea545af4d0..

HKLM\SYSTEM\CumentControl Set\Con...

ed01ebfbcSebSbbeas45af4d0... 5768 'wm CreateFie C:\Windows\Prefetch\ED01EBFBCSEB... NAME NOT FOUND Desired Access: Generic Read, Disposition: Open, Options: Synchronous
ed01ebfbcSebSbbea545af4d0... 5768 QHegOpenKey HKLM\System\CumentControlSet\Contr... REPARSE Desired Access: Query Value
5768 [ RegOpenKey ~ HKLM\System\CumentControlSet\Contr... SUCCESS Desired Access: Query Value
5768 [ RegQueryValue HKLM\System\CumentControlSet\Contr... NAME NOT FOUND Length: 80
HKLM\System\CumentControlSet\Contr... SUCCESS

REPARSE Desired Access: Query Value

Backed by virtual memory

Fig. 10 ProMonitor

ed0lebfbcSebSbbea545af4d0... 5768 [ RegQueryValue HKLM\System\CumentControlSet'\Contr... NAME NOT FOUND Length: 24
ed0lebfbcSebSbbea545af4d0... 5768 [ RegCloseKey  HKLM\System\CumentControlSet\Contr... SUCCESS
ed0lebfbcIebSbbea545af4d0... 5768 T CreateFile C:\Windows SUCCESS Desired Access: Execute/Traverse, Synchronize, Disposition: Open, Optic
ed0lebfbcIebSbbea545afdd0... 5768 ¢ Load Image C:\Windows\System32\wow64.dll SUCCESS Image Base: (x77 87470000, Image Size: (x53000
. 5768 ¢®Load Image C:\Windows\System32\wowbdwin dl  SUCCESS Image Base: Ox A 86750000, Image Size: (x83000
. 5768 T CreateFile CA\Windows\System32\wow64log.dl  NAME NOT FOUND Desired Access: Read Attibutes, Disposttion: Open, Options: Open Repar
. 5768 T CreateFile C:\Windows SUCCESS Desired Access: Read Attributes, Synchronize, Disposition: Open, Options
ed0lebfbcIebSbbea545af4d0... 5768 W QueryNamelnfo...C:\Windows SUCCESS Name: \Windows
ed0lebfbcSebSbbea545af4d0... 5768 ¥ CloseFie C:\Windows SUCCESS
ed0iebfbcOebSbbea545af4d0... 5768 M RegOpenKey  HKLM\Software\Microsoft\WowB4'x86 SUCCESS Desired Access: Read
ed01ebfbcOebSbbea545af4d0... 5768 RegQueryValue HKLM\SOFTWARE\Microsoft\Wow64\.. NAME NOT FOUND Length: 520
ed0lebfbcebSbbeasd5af4d0... 5768 [ RegQueryValue HKLM\SOFTWARE\Microsoft\Wow64\...SUUCCESS Type: REG_SZ. Length: 26. Data: wow64cpu dil
. 5768 [ RegCloseKey = HKLM\SOFTWARE\Microsoft \Wow64\.. SUCCESS
.. 5768 <®Load Image C:\Windows\System32\wowb4cpudl  SUCCESS Image Base: (x77a70000, Image Size: Oxa000
. 5768 [ RegOpenKey  HKLM\System‘\CumentControlSet\Contr... REPARSE Desired Access: Query Value
ed0lebfbcIebSbbea545af4d0... 5768 [ RegOpenKey — HKLM\System\CumentControlSet'\Contr... SUCCESS Desired Access: Query Value
ed0lebfbcYebSbbeas45af4d0... 5768 [ RegSetinfoKey HKLM\System\CumentControlSet\Contr... SUCCESS KeySetinformationClass: KeySetHandle Tagsinformation. Length: 0
ed01ebfbcSebSbbea545af4d0... 5768 [ RegQueryValue HKLM\System\CumentControlSet\Contr... NAME NOT FOUND Length: 80
ed01ebfbcSebSbbeas45af4d0.. 5768 [ RegCloseKey  HKLM\System\CumentControlSet\Contr... SUCCESS
ed0lebfbcIebSbbea45af4d0... 5768 [ RegOpenKey  HKLM\SYSTEM\CumentControlSet\Con... REPARSE Desired Access: Query Value
. 5768 [ RegOpenKey  HKLM\System\CumentControlSet'Contr... NAME NOT FOUND Desired Access: Query Value
. 5768 [y RegOpenKey — HKLM\SYSTEM\CumentControlSet\Con. . REPARSE Desired Access: Query Value, Enumerate Sub Keys
. 5768 IS RegOpenKey  HKLM\System\CumentControlSet\Contr... SUCCESS Desired Access: Query Value, Enumerate Sub Keys
. 5768 RegSetinfoKey HKLM\System\CumentControlSet\Contr... SUCCESS KeySetinformationClass: KeySetHandle Tagsinformation, Length: 0
RTRA MY Reallimnfzhie  HKI M\ Quetam\Ci mert"antrd Get\Cantr  NAME NOT EOLIND | ancth: 24



¥ Process Tree = X
[[] Only show processes still running at end of current trace
[ Timelines cover displayed events only
Process Description Image Path Life Time Company Owner Command Start Time End Time A
[ dwm.exe (980) Desktop Window ... C:\Windows\syst... _Mavsoﬂ Corporat... Window Manager... "dwm.exe" 7/28/2023 6:335... n/a
= 'y Explorer. EXE (4840) Windows Explorer  C:\Windows\Expl... _Muosoﬂ Corporat... WIN10\vboxuser  C:\Windows\Expl... 7/28/20236:34:2... n/a
@ SecurityHealth Systray exe (608 Windows Security... C:\Windows\Syst... _Maosoﬂ Corporat... WIN10\vboxuser  “C:\Windows\Sys... 7/28/2023 6:35.0... n/a
@ OneDrive.exe (1012) Microsoft OneDrive C:\Um\vbomse..._l\liaoscﬂ Cormporat... WIN10\vboxuser  "C:\Users\vboxus... n/a
B Procmon exe (8680) Process Monitor ~ C:\Tools\sysintem... _Sy:rlends ww... WIN10\vboxuser “C:\Tools\sysinter... . n/a
# ¥ Procmon exe (1924) Process Monitor C:\Tools\sysintem... Sysintemals - ww... WIN10\vboxuser  "C:\Tools\sysinter... ... 7/28/2023 9:25:5
[y virustotal exe (3016) C:\Tools\Malcode... —fmddes super che... WIN10\vboxuser  "C:\Tools\Malcod... . n/a
WmRAR.ue (3748) WinRAR archiver  C:\Program Files\... Alexander Roshal  WIN10\vboxuser  "C:\Program Files... . 7/28/2023 9:27:1
WmRAR.m (3768) WinRAR archiver  C:\Program Files\... Alexander Roshal ~ WIN10\vboxuser  “C:\Program Files... . 7/28/2023 9:30:C
= % ed0lebfbcOebSbbea545af4d01C rat... WINTO\boxuser  “C:\Users\vboxus... 7/28/2023 9:30:3... 7/28/2023 93
£ % attrb.exe (5344) Attrbute C:\Windows\Sys... Microsoft Comporat... WIN10\boxuser  attrb +h . 7/28/2023 9:304... 7/28/2023 9:30:4
£ Conhost exe (3396) Console Window ... C:\Windows\Syst... | Microsoft Corporat... WIN10\vboxuser  \?\C:\Windows\... 7/28/2023 9:30:4... 7/28/2023 9:30:4
= ¥ icacls.exe (8424) C:\Windows\Sys... | Microsoft Corporat... WIN10\vboxuser icacls . /grant Eve... 7/28/2023 9:30:4... 7/28/2023 9:30:4
¥ Conhost exe (1352) Console Window ... C:\Windows\Syst... | Microsoft Corporat... WIN10\vboxuser  \?\C:\Windows\... 7/28/2023 9:30:4... 7/28/2023 9:30:4
(= % ed0lebfbc9ebSbbea545af4d0] Disk Part C:\Users\vboxuse... | Microsoft Corporat... WIN10\vboxuser  "C:\Users\vboxus... 7/28/2023 9:33:4... 7/28/2023 9:33:%
=) 1§ attrib.exe (300) Attribute Utility hc:\thows\Sy!.,. ] Microsoft Corporat... WIN10\vboxuser  attrib +h . 7/28/2023 9: . 7/28/2023 9:33:%
£ Conhost exe (2400) Console Window ... C:\Windows\Syst... ] Microsoft Corporat... WIN10\vboxuser  \?7\C:\Windows\... 7/28/2023 9:33:5... 7/28/2023 9:33:%
= ¥ icacls.exe (8020) C:\Windows\Sys... ] Microsoft Corporat... WIN10\vboxuser icacls . /grant Eve... 7/28/2023 9:33:5... 7/28/2023 9:34:(
58 Conhost exe (5184) Console Window ... C:\Windows\Syst... ] Microsoft Comporat... WIN10\vboxuser  \?7\C:\Windows\... 7/28/2023 9:33:5... 7/28/2023 9:34:(
T} explorer exe (4024) Windows Explorer  C:\Windows\expl.... | Microsoft Corporat... WIN10\vboxuser  "C:\Windows\exp... 7/28/2023 9:37:4... 7/28/2023 9:37:4
;‘( notepad++.exe (3796) Notepad++ C:\Program Files\... | Don HO don h@fr... WIN10\vboxuser  "C:\Program Files... 7/28/2023 9:38:1... 7/28/2023 9:38:Z
@ (g firefox.exe (8720) Firefox C:\Program Files\... _Mozla Comporation WIN10\vboxuser  "C:\Program Files... 7/28/2023 7:18:1... n/a
memeedge.exe (4672 Microsoft Edge C:\Program Files (... _ Microsoft Corporat... WIN10\vboxuser  "C:\Program Files ... 7/28/2023 8:06:5... 7/28/2023 9:39:2
v
€ > < >

Description:  DiskPart|
C pany Mi ft C P

C:\Users\vboxuser\Desktop\Ransomware.WannaCry\ed01ebfbc9eb5bbea545af4d01bf5f1071661840480439c6e5babe8el80ed 1aa.exe

C d: "C:\Users\vb r\Desktop\R WannaCry\ed01ebfbc9eb5bbea345af4d01bf5f10716
User: WIN10\vboxuser
PID: 5768 Started:  7/28/2023 9:30:36 PM Acti .
ctivate Windows
Exited:  7/28/2023 9:30:48 PM s vate do
30 to Settings to activate Windows.
| Go To Event J l Include Process Include Subtree ‘

Fig. 11 ProMonitor

4.4 Regshot(TIANWEI, 2023)

The 1% snapshot is taken before executing the malicious program. The 2" snapshot as shown in Fig 12 is taken
after executing WannaCry.

& Regshot 1.9.1 x64 Unic...

db Regshot 1.9.1 x64 Unic...

Compare logs save as:
®PlainT™XT () HTML document

Compare logs save as:
®PlainTXT () HTML document
& &1stshot

~ tstshot
X pot

Datetime: 2023-07-28 19:4%:13 Datetime: 2023-07-28 19:53:25

oK

Computer: WIN10 Computer: WIN10 al
Username: vboxuser Username: vboxuser

Keys: 463637 Keys: 463638

Values: 773103 c Values: 773106

Dirs: 0 ‘M5 Dirs: 0

Files: 0 Files: 0 EI

Add co

L

oK

Fig. 12 Regshot
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) ~res-x64.txt - Notepad - =] X

File Edit Format _View Help

Regshot 1.9.1 x64. Unicode (beta r321)

Comments:

Datetime: 2023-07-28 19:49:13, 2023-07-28 19:53:25
Computer: WIN1@, WIN1@

Username: vboxuser, vboxuser

Values added: 3

HKU\S-1-5-21-2301133127-3877096922-160239906- 1800\ SOF TWARE \Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{CEBFFSCD-ACE2-4F4F-9178-9926F4
HKU\S-1-5-21-2301133127-3877096922-160239906- 1800\ SOF TWARE \Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Store\C:\
HKU\S-1-5-21-2301133127-3877096922-160239906- 1000\ SOF TWARE \WanaCrypt@r\wd: "C:\Users\vboxuser\Desktop\Ransomware.WannaCry"

HKLM\SOFTWARE\Microsoft\Multimedia\Audio\Journal\Render: 53 @@ 57 @@ 44 00 5C 20 4D 00 4D 9@ 44 @0 45 00 56 00 41 20 50 00 49 @@ S5C 00 7B @@ 30
© 22 00 22 00 00 00 00 ©Q 00 00 0O 00 0O 0 00 GO 00 00 00 00 00 00 G0 00 00 OO0 00 ©0 00 00 00 00 00 0O 00 00 00 00 0 00 00 00 00 00 00 0° 00
HKLM\SOFTWARE\Microsoft\Multimedia\Audio\Journal\Render: 53 @@ 57 @@ 44 00 5C 00 4D 00 4D 20 44 9@ 45 00 56 00 41 ©0 50 00 49 00 5C 9@ 7B 00 30
© 00 00 00 00 00 00 OO 00 0O 0O 0O OO OO 00 OO ©O0 00 00 00 00 00 0O 0O 0O 0O 0O OO 0O 0O 0O OO0 OO 00 00 00 00 00 00 00 00 00 00 0O 0O GO 00 00
HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\VFUProvider\StartTime: @x@1D9C18C8DA33B68

HKLM\SOF TWARE\Microsoft\Windows\CurrentVersion\VFUProvider\StartTime: ©x@1D9C18D1CB1E13B

HKLM\SOFTWARE\Microsoft\Windows Defender\Spynet\LastMAPSFailureTime: 73 85 78 24 8B C1 D9 @1

HKLM\SOF TWARE\Microsoft\Windows Defender\Spynet\LastMAPSFailureTime: DD 6B 54 F6 8C C1 D9 @1

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A@73AA3BC3475: 1C @3 @2 00 ©0 00 00 00 ©4 00 04 8@ 21 02 07 00 00 o0 o
2 85 06 00 @1 20 00 00 BC 6E B4 00 01 90 69 00 00 00 2C 1F 80 @@ 65 A6 OE 00 ©1 00 6B 00 00 00 OA G0 00 @0 65 A6 9E 00 01 00 70 00 o0 o0 14 ee
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Notifications\Data\418A@73AA3BC3475: 23 ©3 00 ©0 ©0 90 @0 00 04 00 04 00 @1 02 07 00 o0 00 ee
2 85 06 00 @1 00 00 00 BC 6E B4 00 ©1 ©0 69 00 00 00 7B 1F @O @0 65 A6 9E 00 ©1 00 6B 00 00 OO OA 00 00 @O 65 A6 9t 00 01 00 70 00 00 00 14 00
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{7B41EEFB-C310-4F8E-B6E6-5@D5F2FB66EB}\DynamicInfo: @3 @@ 0@ 0 DB @
HKLM\SOF TWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{7B41EEFB-C310-4F8E-B6E6-5@D5F2FB66EB} \DynamicInfo: @3 @@ @@ e DB ©

HKLM\SOFTWARE\Microsoft\Windows Search\UsnNotifier\Windows\Catalogs\SystemIndex\{DDC73772-0000-0002-0000-100000000000}: "420527712"
HKLM\SOF TWARE\Microsoft\Windows Search\UsnNotifier\Windows\Catalogs\SystemIndex\{DDC73772-0000-0000-0000- 100000000000} : "420706552"
HKLM\SOF TWARE \WOW6432Node\Microsoft\EdgeUpdate\LastStartedAU: @x64C4@E6B

HKLM\SOF TWARE \WOW6432Node \Microsoft\EdgeUpdate\LastStartedAU: @x64C41C7E

HKLM\SOF TWARE \WOW6432Node \Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_main: @E @@ @@
HKLM\SOF TWARE \WOW6432Node \Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_main: @F @@ @@
HKLM\SOF TWARE \WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_constructor: @E
HKLM\SOF TWARE \WOW6432Node \Microsoft\EdgeUpdate\UsageStats\Daily\Counts\goopdate_constructor: @F
HKLM\SOF TWARE \WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Integers\last_started_au: 6B @E C4
HKLM\SOF TWARE \WOW6432Node \Microsoft\EdgeUpdate\UsageStats\Daily\Integers\last_started_au: 7€ 1C C4
HKLM\SOF TWARE\WOW6432Node\Microsoft\EdgeUpdate\UsageStats\Daily\Timings\client_update_apps_duration_ms: @3 90 20 22 00 02 00 02 08 4E 02 00 00
< >

Lng, Col 35 80% Windows (CRLF) UTF-16 LE

Fig. 13 Regshot
Figure 13 shows Keys added, values added and values modified with detail.
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4.5 Ghidra(Ghidra, no date)

= )
Tool Chest
Ef W Bo o
Retve Project: Ressrah
="
/Desktop/Ransomwars WanneCrys ed01ebiboPabsbbassesetado. . ><
For table Executable G5 Sl
Langusge: [ESie:sadeteutwindons
e e
Program Name: |ed0 1ebbcPet Sbben S45afAd0 IDFST 107 166 18404804 39c5e Sbabese080e s 1an
Covors...
T
]
Runring Tool
e
Jrirahed cache deanup, estmated atorage Lsed: O =

Fig. 14 Ghidra
This tool requires a user to install java jdk from (Download the Latest Java LTS Free, no date)
Before installing it.

Fig.15Ghidra

@ Import Results Summary x
= |Project File Name: ed0lebfbc9ebSbbeasS45af4d01bEfS£f1071661840480439céeShbabetel80e4laa.exe ~
0‘ Last Modified: Sat Aug 0S5 20:49:00 BST 2023

false

[Readonly

Program Name:
Language ID:
ICompiler ID:
Process
Endian:
{Address Size:

Os4laa.exe

Minimum Address: 00400
Maximum Address: 0075
#

f Bytes:

# Memory Blocks: )
# of Instructions: o
#¢ of Defined Data: 542
# of Functions: 58
# of Symbols: 122
#¢ of Data Types: 45
# f Data Type Categories: 3
Compiler: visualstudio:unknown
eated With Ghidra Version: 10.3.2
te Created: Sat Aug 05 20 :44 BST 2023
Executable Format: Portable Executable (PE)
[Executable Location: /C:/Users/vboxuser/Desktop/Ransomware.WannaCry/ed0Olebfbc9ebSbbeaS545af4c
[Executable MDS: 84c 835aSd21bbcf75a61706dS8ab549%
Executable SHA256: ed0lebfbc9ebS5bbea545af4d01bfSf1071661840480439céeSbabete 4laa
‘FSRL: file:///C:/Users/vboxuser/Desktop/Ransomware.WannaCry/ed0lebfbc9ebSbbes
PE Property[CompanyName] : Microsoft Corporation
PE Property[FileDescription]: DiskPart
PE Property[FileVersion]: €.1.7601.17514 (win7spl_rtm.101115-18 N
< >

Additional Information
————— Loading /C:/Users/vboxuser/Desktop/Ransomware .Wann
[ed0lebfbcSebSbbea545af4d01bEf5£f1071661840480439c6e5babes
Delay imports detected...

Library ADVAPI32 LL: Not found

————— Loading /C:/Windows/SysWOWEé4/ADVAPI32.DLL —————
Delay imports detected...

ADVAPI32.DLL:
KERNEL32.DLL:

r/ed0lebfbc9ebSbbeaS45af4d01lbiSf1071661840480 A
)e4laa.exe]: failed to create TerminatedCStri

C:\Windows\SysWOWE4\ADVAPI32.DLL
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@ Import Results Summary X
inimum Address: 00400000
@ Address: 00759£££
# of Bytes: 3514368
# of Memory Blocks: 5
# of Instructions: 0
# of Defined Data: 542
# of Functions: 58
# of Symbols: 122
# of Data Types: 45
¢ of Data Type Categories: 3
Compiler: visualstudio:unknown
Created With Ghidra Version: 10.3.2
Date Created: Sun Aug 06 00:23:38 BST 2023
[Executable Format: Portable Executable (PE)
Executable Location: /C:/Users/vboxuser/Desktop/Ransomware.WannaCry/ed0lebfbc9ebSbbeas45afdc
[Executable MDS5: 84c82835a5d21bbcf75a61706d8ab549
[Executable SHA256: ed0lebfbcY9ebSbbea545a£4d01bEf5£1071661840480439c6eSbabeSeltledlaa
FSRL: file:///C:/Users/vboxuser/Desktop/Ransomware.WannaCry/ed0lebfbc9ebSbbes
PE Property[CompanyName]: Microsoft Corporation
PE Property[FileDescription]: DiskPart
PE Property[FileVersion]: €.1.7€01.17514 (win7spl_rtm.101119-1850)
PE Property[InternalName]: diskpart.exe
PE Property[LegalCopyright]: ® Microsoft Corporation. All rights reserved.
PE Property[OriginalFilename]: diskpart.exe
PE Property[ProductName]: Microsoft® Windows® Operating System
PE Property[ProductVersion]: 6.1.7601.17514
PE Property[Translation]: 4b00409%
Ll:referred Root Namespace Category:
elocatable: false
SectionAlignment: 409¢ v
< >
Additional Information
----- Loading /C:/Users/vboxuser/Desktop/Ransomware .HannaCty/edOlebf.bc9eb5bbeas45at4d01b£5£107166184048€7
[ed0lebfbc9ebSbbea545af4d01bf5£1071661840480439c6eSbabese080edlaa.exe]: failed to create TerminatedCStri
Delay imports detected...
Library ADVAPI32.DLL: Not found
----- Loading /C:/Windows/SysWOW&é4/ADVAPI32.DLL ----—-
Delay imports detected...
Library ADVAPI32.DLL: Examining C:\Windows\SysWOW&4\ADVAPI32.DLL
Library KERNEL32.DLL: Not found v
Fig. 16 Ghidra

This tool provides a detailed static analysis and then processes to provide code analysis.
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