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1 INTRODUCTION 
 

This is a configuration manual for a comparative analysis of malware investigation tools. 

The manual is divided into section 2 machine configurations, section 3 installation Section 4 

Malware analysis and section 5 references. 

 

2 CONFIGURATION  

2.1 Hardware configuration 
 

Host machine 

Computer HP 

RAM 16GB 

Memory 1TB 

Operating system Windows 11 

  

Virtual Machine (Virtual Box) 

Operating system Windows 10 

RAM 8GB 

Memory 80GB 

  

Table 1. Hardware Configuration 

2.2 Software Configuration 

Malware Analysis Tools 

Name Category Program Operating 

System 

Virtual box Virtual 

machine 

Open Source Cross-platform 

Ninite (multiple basic system 

applications 

 Open Source Windows 

Virus Total Static tools Open Source Cross-platform 

PEStudio Open Source Windows 

ProMonitor  Dynamic tools Open Source Windows 

Regshot  Open Source Windows 

Volatility Memory tools Open Source Cross-platform 

GRR Rapid Response Open Source Cross-platform 

Radare2 Code tools Open Source Cross-platform 

Ghidra  Open Source Cross-platform 
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Table 3. Software resources 

3 Installation 
 

 

Fig. 1. Oracle VM VirtualBox Manager 

Figure 1 shows the VirtualBox sandbox setup: Operating system-windows 10 (64bit), 

memory-8GB, processors -2, graphics controller-VBoxSVGA, storage-80GB, shared folders 

disabled, network-adapter 1(NAT network) and(not-attached) while conducting analysis. 

  

Fig2 shows the use of ninite software to download multiple basic applications to mimic a 

normal computing environment(Swieskowski and Kuzins, no date). 
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Fig. 2. Basic application setups 

 
 

Fig. 3. Malware analysis tools setup 

Figure 3 illustrates a virtual machine snapshot. This will enable the user to revert to the previous state after 
malware analysis. 
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4. Malware dataset 

 

 

Fig. 5. Ransomware WannaCry 

 

Both fig 4 & 5 shows WannaCry portable executable from theZoo malware repository 

database (Nativ and Shalev, no date) 

It is important to note that the executable is compressed, and password protected to safeguard 

a user’s system if clicked on accidentally. The password can be found in the artefact file 

include under theZoo/malware/Binaries/Ransomware.WannaCry/Ransomware.Wanacry. 

pass directory. 
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4 Malware Analysis 

4.1 Virus total 
Figure 6 and 7 shows the portable executable submitted to Virus Total via 
https://www.virustotal.com/gui/home/upload(virus Total, 2023) 
This tool shows results for 65 out of 69 antivirus software. 
 

Fig. 6 Virus total analysis 
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Fig. 7 Virus total analysis 

4.2 PEstudio(Ochsenmeier, 2023) 
This tool provides a direct link to the virus total (65/69) score. To fully maximise the potential of this tool, the 
user should open it with administrative privilege.  

 
Fig. 8 PE studio analysis  

 
Fig. 8 PE studio analysis 
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Fig. 9 PEstudio 

4.3 ProMonitor(Russinovich, 2023) 
Process monitor is like Windows task manager and focuses on program activity. Fig 10 shows the executable’s 
operations, path, results, and details. Fig 11 shows WannaCry’s process tree and every child's process from it. 
 

 
Fig. 10 ProMonitor 
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Fig. 11 ProMonitor 

 

4.4 Regshot(TiANWEi, 2023) 
The 1st snapshot is taken before executing the malicious program. The 2nd snapshot as shown in Fig 12 is taken 
after executing WannaCry. 

 
Fig. 12 Regshot 
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Fig. 13 Regshot 

Figure 13 shows Keys added, values added and values modified with detail. 
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4.5 Ghidra(Ghidra, no date) 

 
Fig. 14 Ghidra 

This tool requires a user to install java jdk from (Download the Latest Java LTS Free, no date) 
Before installing it. 

Fig.15Ghidra 
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Fig. 16 Ghidra 

This tool provides a detailed static analysis and then processes to provide code analysis. 
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