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1 Introduction 
 

This is a configuration manual which will help understand how to setup the project and 

replicate the results. All the hardware specifications, software specifications, code libraries that 

were used for the implementation of the artefact have been mentioned in this manual. The 

suggested proposal and the research conducted significantly relies upon this configuration 

manual. 

 

2 Hardware Specifications 
 

• Central Processing Unit (CPU) - AMD Ryzen 7 5800H with Radeon Graphics @ 3.20 

GHz, x64 based processor. 

• System Memory (RAM) – 16.0 GB (15.4 GB Usable) 

• Operating System (OS) – Windows 11 Home, 64-bit Operating System, 

• OS Version – 22H2 

• OS Build - 22621.1992 

• Storage – 1 TB Solid State Drive. 

• Graphics Processing Unit (GPU) – Nvidia GeForce RTX 3070 Laptop GPU 

• Laptop Manufacturer - Acer 

• Laptop Model – Nitro AN515-45 

 

3 Software Specifications 
 

For the purposes of this project, the coding language used was Python and the Integrated 

Development Environment (IDE) used was Jupyter Notebook. For the purposes of machine 

learning, data processing, computation, visualization as well as analysis several packages of 

Python were used. In order to access both Python and Jupyter Notebook we installed the 

Anaconda Navigator which is a popular software package that comes with Python, Jupyter 

Notebook and several libraries.  

 

• Anaconda Navigator (version 2.4.2) 1 

• Jupyter Notebook (version 6.5.4) – pre-packaged with Anaconda. 

• Python – 3.11.3 – pre-packaged with Anaconda. 

 

 
1 https://www.anaconda.com/ 
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Figure 1 - Anaconda Navigator, Python and Jupyter Notebook 

 

4 Dataset Download, Directory and Execution 
 

The NSL-KDD Dataset 2 needs to be downloaded from the official website of University of 

New Brunswick and saved in a folder. The full file path must be noted so that it can be loaded 

into the notebook and code. Once the dataset is downloaded, the notebook 

MalwareDetection.ipynb must be opened and each block of code must be run.  

 

Note: This line needs to be changed to represent the file path on your system: 

 

 

Figure 2 - Change this to the directory where dataset is stored. 

 
 

5 Python Libraries Used 
 

Anaconda Navigator comes installed with several Python libraries however, manual install 

maybe required for the below libraries: 

 

• Numpy – 1.24.3 

• Pandas – 1.5.3 

• Matplotlib – 3.7.1 

• Seaborn – 0.12.2 

• Tensorflow – 2.13.0 

• Xgboost – 1.7.6 

• Scikit-learn – 1.2.2 

 

 
2 https://www.unb.ca/cic/datasets/nsl.html 
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Figure 3 : Libraries Imported 

 

6 Timestamping 
 

Before starting the experiment, we will grab the time and store it as the start time of the 

experiment. We will repeat this at the end of the experiment to grab the time the experiment 

ended. We will calculate the difference as the runtime. 

 

 

Figure 4 : Start Time 

 

Figure 5 : End Time and Runtime - Code + Output 

 

7 Data Processing 
 

In this phase we will refine the dataset. We will first import the dataset into the code and see 

what the first few values look like. We find out that there are no column labels, so we will 

assign them manually and then re-display to see if they have been applied. We will also perform 

data scaling on the dataset so that it can be fed into the AI models in a format that can be 

processed quickly and efficiently. Data splitting into test and train partitions also happens here 
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Figure 6 : Dataset Processing 

8 Model Analysis 
Now the models will run and display the evaluation parameters, followed by the ensemble 

parameter calculations: 

 

 

Figure 7 : Code for analysis 
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Figure 8 : Naive Bayes 

 

Figure 9 : KNN 
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Figure 10 : LR 

 

Figure 11 : Ensemble 

 
 

 
 


