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1 Introduction

The configuration manual presents information about the hardware requirements, the packages
that must be installed, and the process necessary for effectively completing this project. Deep
learning techniques are used in this research to detect botnets. The primary IDE required is
anaconda navigator.

2 System Specification

The main specification of the system is:

e Apple M1 GPU

e CPU with 8 cores; 4 for performance and 4 efficiency cores.
e Storage: 256 GB SSD

e 8Gb memory with LPDDR4X

e Operating System: MacOS

e Python version: 3.11.3
(Apple Macbook Air (M1, 2020): Full Specs, Tests and User Reviews,n.d.)

3 Software tools

The tools used for this research project are:

e Anaconda Navigator v23.5.0
e Python3.114
e PyArrow

e Keras

Sklearn
Imageio
Pandas
Numpy
Matplotlib
Seaborn
Label encoding
Cv

3.1 Installation of the tools

The tools were installed using anaconda navigator. The steps below show how the project can
be run on your local device.



Step 1: Install anaconda through the link https://docs.anaconda.com/free/anaconda/install/mac-
os/.
Step 2: Once anaconda has been set up, Open jupyter notebook.

o

.
—
Jupyter
.
Notebook
654
Web-based, interactive computing notebook

environment. Edit and run human-readable
docs while describing the data analysis.

Figure 1: Jupyter Notebook

Step 3: Select and open the folder containing the code. When you open it, the file appears in
green.

_ Jupyter
Select tems 1o perform actions on them Upload  New~ | &
seconds ag0
Runnng 3daysago  50.4 M8
Runng 3dayssge  26K8

Ruwing 7daysago  37.8K8

Running 7daysago  9.05k8

Figure 2: Folder on Jupyter

Step 4: First, we install python and check the version. The version used for the project was
3.11.4. And then, Install keras through the command line.

(base) shalini@pc-4-145 ~ % python --version

Python 3.11.3

(base) shalini@pc-4-145 ~ % pip install keras

Requirement already satisfied: keras in ./anaconda3/lib/python3.11/site-packages
(2.13.1)

Figure 3: Installing Keras

If the installation does not take place, check for a upgrade, and upgrade pip using the
command,

pip3 install --upgrade pip
(How to Install Keras on MacOS? - GeeksforGeeks, n.d.)
Step 5: The data processing notebook is created, and all the packages are imported. As we are

using a parquet file to read the dataset faster, Pyarrow must first be installed. Because I've
already installed it, it indicates that the requirements has been met.

In [1): pip install pyarrow

Requirement already satisfied: pyarrow in /Users/shalini/anaconda3/lib/python3.11/site-packages (11.0.0)

Figure 4: Installing PyArrow

Step 6: Import the remaining packages for the execution of the code.



In [3]: import pandas as pd
from sklearn.preprocessing import LabelEncoder
from sklearn.preprocessing import MinMaxScaler
import numpy as np
import seaborn as sn
import matplotlib.pyplot as pl
import seaborn as sn
import matplotlib.pyplot as py
import cv:
import os
import imageio as im
from PIL import Image
import tensorflow as tf
from os import listdir
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense, Dropout, Activation, Flatten, concatenate
from tensorflow.keras.layers import Conv2D, MaxPooling2D,BatchNormalization
from sklearn.model_selection import train_test_split
from tensorflow.keras.utils import to_categorical
from tensorflow.keras.optimizers import RMSprop
from tensorflow.keras.models import load_model
from tensorflow.keras.callbacks import ModelCheckpoint, EarlyStopping

Figure 5: Import Packages

Step 7: As we use a specific method to categorise the botnet traffic, two functions should be
executed which categorises the traffic based on the protocol. The detect_traffic() and
detect_http_traffic() is used.

def detect traffic(df2):
detected = []
for index, row in df2.iterrows():
# UDP Communication detection
if row['proto'] == 'udp':
if 36 <= row|['src_bytes'] <= 67:
detected.append( 'Suspicious traffic')
elif row['src_bytes'] > 120 and row['dst_bytes'] > 400:
detected.append( 'Malicious traffic')
else:
detected.append('Legitimate P2P')
# TCP Communication detection
elif row['proto'] == 'tcp':
# Data Transmission Stage
if row['src_bytes'] < 1000 and row['dst_bytes'] < 1000:
detected.append( 'Malicious traffic')
else:
detected.append( 'Legitimate traffic')

else:
detected.append( 'Unknown')
df2[ 'Detection'] = detected
return df2

updated df = detect_traffic(df2)
display(updated_df)

Figure 6: Function Detect Traffic

def detect_http traffic(updated df):
detected = []
for index, row in updated_df.iterrows():
if 'http' in row['label'].lower() and 'botnet' in row[ 'label'].lower()

# Additional logic for HTTP traffic with 'botnet' label and
"http' in the label
rangel = (0, 500)
range2 = (501, 1000)
range3 = (1001, 1500)

src_bytes = row[ 'src_bytes']
dest_bytes = row['dst;bytes'ﬂ

if rangel[0] <= src_bytes <= rangel[l] and rangel[0] <=
dest_bytes <= rangel[1l]:
detected.append('Malicious traffic - Range 1')
elif rangel[0] <= src_bytes <= rangel[1l] and (range2[0] <=
dest_bytes <= range2[1] or range3[0] <= dest_bytes <= range3[1l]):
detected.append( 'Legitimate traffic - Range 1')

else:
detected.append(row|[ 'Detection’']) # Preserve the existing
value
else:
detected.append(row[ 'Detection']) # Preserve the existing value
updated_df[ 'Detection'] = detected

return updated_df
Figure 7: Function detect http traffic

Step 8: After removing the null values and categorising the data, label encoding is used to
ensure that the data is ready for processing.



In [28): label encoder = LabelEncoder()
df2['dir'] = label_encoder.fit_transform(df2['dir'])
df2[ 'proto’] = label encoder.fit transform(df2['proto'])
df2['state’'] = label_encoder.fit_transform(df2[ 'state'])
df2['label’] = label encoder.fit_ transform(df2['label’])
df2[ 'Detection'] = label encoder.fit transform(df2['Detection'])

In [29]: df2

Out[29]: dur proto dir state tot pkts tot bytes src bytes label dst bytes Detection
0 102653 0 0 381 4 276 156 3 120 1
1100055 0 0 381 4 276 156 3 120 1
2 3056586 0 0 363 3 182 122 4 60 1
3 3111769 0 0 363 3 182 122 4 60 1
4 308411 0 0 363 3 182 122 4 60 1

10508766 0025135 0 0 136 44 38456 1264 3 87192 0
10508767 0000336 1 3 21 2 231 74 1362 157 0
10508768 0000325 1 3 21 2 211 74 1362 187 0
10508769 0000466 1 3 21 2 263 85 1362 178 0
10508770 0077026 0 0 305 10 3641 @1 s 3210 0

10428885 rows x 10 columns
Figure 8: Label Encoding

Step 9: Divide the dataframe evenly to ensure that the data has been correctly categorised for
train, test, and further prediction.

In (32): # Step 1: Grouping the DataFrame based on the 'Detection’ column
grouped = df2.groupby('Detection')

# Step 2: Calculate the desired number of rows for each group to achieve equal split
desired_rows_per_group = 150000 # Change this value as per your requirement

# Step 3: Reduce the number of rows for each group to match the desired number of rows
reduced_df = grouped.apply(lambda x: X.sample(n=min(desired rows_per_group, len(x)), replace=False))

# Reset the index of the reduced DataFrame to remove the grouped index
reduced_df.reset_index(drop=True, inplace=True)

# Displaying the reduced DataFrame
display(reduced_df)

dur proto dir state tot pkts tot bytes src bytes label dst bytes Detection

0 0.175393 13 2 2 135 75 7 60 0
1 0.012563 13 21 2 180 90 8 90 0
2 0.135676 0 0 13 38 30631 913 5 29718 0
3 0231470 0 0 13 38 29512 1029 5 28483 0
4 0.000997 13 2 2 570 78 7 492 0
449995 0.240429 1.3 21 3 2834 60 7 2774 2
449996 0.007343 1.3 21 4 3028 60 7 2968 2
449997 0.000366 1.3 21 2 313 64 7 249 2
449998 0.000460 13 2 2 207 66 1362 141 2
449999 0.344751 1 3 21 4 2996 60 7 2936 2

450000 rows x 10 columns

Figure 9: Divide dataframe equally

Step 10: Reduce the dataset to create images. A function is run, which generates the folder
IMGT1 and three sets of test and train photos.

In (44]: import inageio as im

def data_to_ing(x,y, type_of_data):
:_rous = x.shape(0]

(-1,9)
filename = "IMGL/"+type_of datat’/'+str(y.iloc[i])+'/img_'+str(i)+'.ipg
05.makedirs (o5 .path.dirname(filenane), exist_ok-True)
im.imwrite(filename, temp)

data_to_img(X_train, y_train, 'Trainl')

data_to_img(X_test, y_test, ‘Testl')
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Lossy conversion from floaté4 to uints. Range (0, 1]. Convert image to uint8 prior to saving to suppress this warnin

Figure 10: Image creation

Step 11: Once the images are generated, the training of the model is performed. To train the
model, in a separate notebook, import the packages mentioned below.



In [1): from os import listdir
import numpy as np
import tensorflow as tf
import cv2
from tensorflow.keras.models import Sequential
from tensorflow.keras.layers import Dense, Dropout, Activation, Flatten, concatenate
from tensorflow.keras.layers import Conv2D, MaxPooling2D,BatchNormalization
from sklearn.model_selection import train_ test_split
from tensorflow.keras.utils import to_categorical
from tensorflow.keras.optimizers import RMSprop
from tensorflow.keras.models import load_model
from tensorflow.keras.callbacks import ModelCheckpoint, EarlyStopping

|
Figure 11: Packages in Train Notebook

Step 12: Load images and create two CNN models which can be combined later.

In [11):
modell = Sequential()

modell.add(Conv2D(32,(3,3), input_shape=(50,50,1), activation='relu'))
modell.add (MaxPooling2D(pool_size=(2, 2)))
model1.add(Dropout(0.5))

modell.add(Conv2D(filters=32, kernel size=(3, 3)))
modell.add(Activation('relu’))

modell.add (MaxPooling2D(pool_size=(2, 2)))
modell.add (BatchNormalization())

modell.add(Conv2D(filters=64, kernel size=(3, 3)))
modell.add(Activation('relu’))

modell.add (MaxPooling2D(pool_size=(2 ,2)))
modell.add(BatchNormalization())
model1.add(Dropout(0.1))

modell.add(Conv2D(filters=128, kernel size=(3, 3)))
modell.add(Activation('relu’))

model1.add (MaxPooling2D(pool_size=(2, 2)))

modell.add (BatchNormalization())

modell.add(Flatten())

modell.compile(loss='categorical crossentropy', optimizer='adam', metrics = ['accuracy'])

#model1. summary()

In [12): model2 = Sequential()
model2.add(Conv2D(32,(3,3), input_shape=(50,50,1), activation='relu'))
model2.add (MaxPooling2D(pool_size=(2, 2)))
model2.add (Dropout (0.5)

model2.add(Conv2D(filters=32, kernel size=(3, 3)))
model2.add (Activation('relu’))

model2.add (MaxPooling2D(pool_size=(2, 2)))

mode12.add (BatchNormalization())

model2.add(Conv2D(filters=64, kernel size=(3, 3)))
model2.add (Activation('relu’))

model2.add (MaxPooling2D(pool_size=(2, 2)))

model2.add (BatchNormalization())
mode2. add (Dropout(0.1))

model2.add(Flatten())
o le(loss= 1 ', optimizer='adam', metrics = ['accuracy'])

#model2. summary()

Figure 12: Two CNN models used

In (13]: model0 = concatenate([modell.output, model2.output])

x = Dense(512, activation='relu’)(model0)
x = Dropout(0.4) (x)

X = Dense(256, activation='relu’)(x)

X = Dropout(0.4) (x)

X = Dense(128, activation='relu’)(x)

X = Dropout(0.4) (x)

output = Dense(3,activation='softmax')(x)

final model = tf.keras.Model (inputs=[modell.input, model2.input], outputs=[output])

rm = tf.keras.optimizers.SGD(learning_rate=0.001, momentum=0.8)
rm2 = RMSprop(learning_rate=0.001, rho=0.9)

rm3 = tf.keras.optimizers.Adagrad(learning_rate=0.01)

rma = tf.keras.optimizers.Adam(learning_rate=0.001, beta_1=0.9, beta_2=0.999, amsgrad=False)

Figure 13: Concatenation of the two models

Step 13: Create a model with a specified batch size and epoch value. Draw a graph to check
the accuracy after using matplotlib.

In (10]): final_model.compile(loss='categorical_crossentropy’, optimizer='adam’, metrics=('accuracy'])

history = final model.fit([X_train,X_train], y_train, epochs=5, batch_size=200, verbose=2)
final_model.save( 'model_3.6L.h5')

Epoch 1/5
1800/1800 - 313s - loss: 0.6174 - accuracy: 0.7159 - 313s/epoch - 174ms/step
Epoch 2/5
1800/1800 - 324s - loss: 0.5669 - accuracy: 0.7362 - 324s/epoch - 180ms/step
Epoch 3/5
1800/1800 - 327s - loss: 0.5595 - accuracy: 0.7396 - 327s/epoch - 182ms/step
Epoch 4/5
1800/1800 - 323s - loss: 0.5563 - accuracy: 0.7427 - 323s/epoch - 180ms/step
Epoch 5/5
1800/1800 - 316s - loss: 0.5532 - accuracy: 0.7447 - 316s/epoch - 176ms/step



In (11): import matplotlib.pyplot

as plt

‘matplotlib inline
plt.figure(l, figsize = (15,8))
plt.subplot(22

plt.plot (history.history( 'accuracy’])
plt.title( racy')
plt.ylabel
plt.xlabel

plt.subplot(222)
plt.plot (h
plt.title(

plt.ylabel )
plt.xlabel )
plt.show()
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Figure 14: Train model with graph

Step 14: Create a new notebook to test the model, load the images and use the same model
created in the train to test the model. The accuracy obtained was 73.5%.

In

1

n (15): mode]

n [17): from sklearn.metrics import accus

|_model( 'model_3.6L.h5")
ary()

[16]: pred = model.predict([X_test, X_test])

7500/7500 [===s=mm=mm=a=a=

______

print (accuracy_score(y_test,pred.round()))

0.7351708333333333

ics import cont

==s==] - 665 9ms/step

n (18]: from skl _matrix, classificat eport

print(classification_report(y_test,pred. d()))

precision  recall fl-score support

0 0.76 0.35 0.48 80095

1 0.70 0.94 0.80 79650

2 0.76 0.91 0.83 80255

micro avg 0.74 0.74 0.74 240000

macro avg 0.74 0.74 0.71 240000

weighted avg 0.74 0.74 0.71 240000

samples avg 0.74 0.74 0.74 240000

Figure 15: Test Model

Step 15: Similarly, a prediction notebook is created with the model that is previously trained.
A separate dataset with the images that can be provided as an input to the model for prediction.

Figure 16: Prediction
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