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1 Introduction 
 
The configuration manual presents information about the hardware requirements, the packages 
that must be installed, and the process necessary for effectively completing this project. Deep 
learning techniques are used in this research to detect botnets. The primary IDE required is 
anaconda navigator. 
 

2 System Specification 
 
The main specification of the system is: 
 

• Apple M1 GPU 
• CPU with 8 cores; 4 for performance and 4 efficiency cores. 
• Storage: 256 GB SSD 
• 8Gb memory with LPDDR4X 
• Operating System: MacOS 
• Python version: 3.11.3 

(Apple Macbook Air (M1, 2020): Full Specs, Tests and User Reviews, n.d.) 
 

3 Software tools 
 
The tools used for this research project are: 
 

• Anaconda Navigator v23.5.0 
• Python 3.11.4 
• PyArrow 
• Keras 
• Sklearn 
• Imageio 
• Pandas 
• Numpy 
• Matplotlib 
• Seaborn 
• Label encoding 
• Cv 

3.1 Installation of the tools 
The tools were installed using anaconda navigator. The steps below show how the project can 
be run on your local device. 
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Step 1: Install anaconda through the link https://docs.anaconda.com/free/anaconda/install/mac-
os/.  
Step 2: Once anaconda has been set up, Open jupyter notebook.  

 
Figure 1: Jupyter Notebook 

Step 3: Select and open the folder containing the code. When you open it, the file appears in 
green.  

 
Figure 2: Folder on Jupyter 

 
Step 4: First, we install python and check the version. The version used for the project was 
3.11.4. And then, Install keras through the command line. 
 

 
Figure 3: Installing Keras 

 
If the installation does not take place, check for a upgrade, and upgrade pip using the 
command, 
 
pip3 install --upgrade pip 

(How to Install Keras on MacOS? - GeeksforGeeks, n.d.) 
 
Step 5: The data processing notebook is created, and all the packages are imported. As we are 
using a parquet file to read the dataset faster, Pyarrow must first be installed. Because I've 
already installed it, it indicates that the requirements has been met. 
 

 
Figure 4: Installing PyArrow 

 
Step 6: Import the remaining packages for the execution of the code. 
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Figure 5: Import Packages 

Step 7: As we use a specific method to categorise the botnet traffic, two functions should be 
executed which categorises the traffic based on the protocol. The detect_traffic() and 
detect_http_traffic() is used.  
 

 
Figure 6: Function Detect Traffic 

 

 
Figure 7: Function detect http traffic 

Step 8: After removing the null values and categorising the data, label encoding is used to 
ensure that the data is ready for processing. 
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Figure 8: Label Encoding 

Step 9: Divide the dataframe evenly to ensure that the data has been correctly categorised for 
train, test, and further prediction.  

 
Figure 9: Divide dataframe equally 

 
Step 10: Reduce the dataset to create images. A function is run, which generates the folder 
IMG1 and three sets of test and train photos. 

 
Figure 10: Image creation 

Step 11: Once the images are generated, the training of the model is performed. To train the 
model, in a separate notebook, import the packages mentioned below.  
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Figure 11: Packages in Train Notebook 

 
Step 12: Load images and create two CNN models which can be combined later.  
 

 
Figure 12: Two CNN models used 

 

 
Figure 13: Concatenation of the two models 

Step 13: Create a model with a specified batch size and epoch value. Draw a graph to check 
the accuracy after using matplotlib. 
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Figure 14: Train model with graph 

Step 14:  Create a new notebook to test the model, load the images and use the same model 
created in the train to test the model. The accuracy obtained was 73.5%. 
 

 
Figure 15: Test Model 

Step 15: Similarly, a prediction notebook is created with the model that is previously trained. 
A separate dataset with the images that can be provided as an input to the model for prediction.  
 

 
Figure 16: Prediction 
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