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1 Introduction 

The configuration manual is the list of specific configurations that were done in the host 

system as well as in the lab environment of the research project. The document also entails 

the details of the software tools used in the research and also the hardware requirements 

along with the configurations of it. The aim of the project is to properly secure the cloud 

resources by isolating them and thereby mitigate the DoS/DDoS attacks. The proper isolation 

can be helpful in not only mitigating the DDoS/DoS attacks but also helping to eliminate the 

chances of occurrence of co-process interference between tenants in the multi-cloud 

environment. The lab of the project is designed to match the exact real-time cloud 

environment but in the simulated and controlled environment. Thus, it will be helpful in 

assessing the robustness of the proposed method and to evaluate its efficiency. 

 

2 Hardware Requirements 

The lab environment is configured in the local laptop and the configurations of the same are 

listed in the table below. 

Operating System Windows 11 Home Edition 

OS Version and Build 22H2, 22621.1992 

Processor 11th Gen Intel(R) Core (TM) i7-1165G7 @ 2.80GHz   2.70 GHz 

Storage 512 GB PCIe® NVMe™ M.2 SSD 

RAM 16.0 GB (15.7 GB usable) 

System Type 64-bit operating system, x64-based processor 

System Make and Model HP-Pavilion Series 

 

3 Software Requirements and Configurations 

Below is the list of software tools and their specifications used in the lab testing and 

evaluation of the proposed methodology for resource isolation. 
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i. Wireshark 

Version: Version 4.0.0 (v4.0.0-0-g0cbe09cd796b). 

Wireshark is a free and open-source packet analyser used for network troubleshooting, 

analysis, software development, and communications protocol research. Wireshark is used in 

this project to track packets and filter them by specific rules. In this project, Wireshark has 

been employed to monitor the entire packets during the event of an attack and also at the 

normal functioning of the system. Also, Wireshark has been employed to find out the packets 

that are really causing the DDoS/DoS attacks. The configurations enabled in Wireshark and 

the screen snip of the related data are shown below. 

 

Figure 1 Wireshark Initialisation 

 

Figure 2. Packet filtering rules applied. 
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Figure 3. Initiated the Packet Tracing 
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Figure 4. Statistics of Inbound and Outbound Traffic 

 

Figure 5 Blocked TCP Packets 

 

 

 

Figure 6. Filter Configurations for TCP Packets 

 

Figure 7 Initiating Wireshark from Kali VM 
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Figure 8. SYN flooding packets Transferred.  

 

 

Figure 9. Samples of malicious packets detected. 
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ii. Kali Linux 

Version: Kali-Linux-2022.4-vmware-amd64. 

Kali is a popular OS distribution from Linux, which allows us to conduct Pentesting, ethical 

hacking, digital forensics and much more. Kali Linux is employed as the attacking virtual 

machine in this project and it is used to flood the targeted VM to multiple TCP requests in a 

limited time period. To launch the attack and to generate a huge volume of data traffic or 

requests to the target VM, the ‘Hping3’ command is being used. The ‘hping3 -S -p <port> --

flood <target_ip>’ command sends a flood of TCP SYN packets to the target IP and port, 

simulating a Denial of Service (DoS) attack. The screen snips of the configurations done in 

Kali Linux are as shown below.  

 

Figure 10. Kali VM IP configurations 

 

 

Figure 11 Kali VM ping to Victim (Ubuntu VM) 

iii. Ubuntu 

Version: kali-linux-2023.1-VirtualBox-amd64 

Ubuntu is also a popular Linux distribution that is being used in most servers, because of its 

user-friendly GUI and security offered by the Linux platform. Ubuntu is picked because of 

most the servers running in the cloud are using Ubuntu OS and using the same OS in the 

simulation will make the lab setup more connected to the real-world infrastructure. Thereby 

evaluation of the proposed methodology can be more impactful.  
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The configurations made in the Ubuntu VM are depicted by the following screen snips. 

 

Figure 12. Ubuntu network configuration 

 

Figure 13. Ubuntu VM IP configuration 

iv. VMware 

Version: VMware-workstation-17.0.0-20800274 

VMware is the virtualisation software tool used for hosting the attacking Kali VM and the 

victim Ubuntu VM. It allows running multiple VMs on the same local system seamlessly and 

offers more customisable settings to be done at any of the installed VM packages. The above-

stated are the main reasons for selecting VMware as the virtualisation tool. The screen snip of 

the same is as shown below. 
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Figure 14. VMware home screen with both Kali and Ubuntu VMs installed. 

4  Dataset & System Load 

 

The dataset used in the project is the primary data that has been obtained as a result of the 

implementation. The primary data used in the project is the IP packets found as the attacking 

packet and those were not the attacking packets out of the whole packets sent. The system 

utilisation during the event of a DDoS attack can be found by analysing the resource 

utilisation graph of the local system. The system will be working under stress conditions 

when a DDoS or DoS attack hits and due to the enormous system utilisation, the whole 

system gets collapsed. The image of the same is attached below. 

 

Figure 15. System Utilisation 
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Packet 

Number 
Source IP Destination IP Protocol Length Description 

1 192.168.87.135 192.168.87.136 TCP 120 
SYN packet 

(Attack) 

2 192.168.87.135 192.168.87.136 TCP 120 
SYN packet 

(Attack) 

... ... ... ... ... ... 

1123 192.168.87.135 192.168.87.136 TCP 1500 
Normal Data 

Packet 

1124 192.168.87.135 192.168.87.136 TCP 1500 
Normal Data 

Packet 

... ... ... ... ... ... 

15000 192.168.87.135 192.168.87.136 TCP 120 
SYN packet 

(Attack) 

Table 1 Packets identified to be successful in DDoS attack 

 

5 Mitigation. 

The proposed mitigation technique using the iptables are shown below. Below are the 

detailed screenshots of the configurations made in the Ubuntu VM for making the entries in 

the iptable.  

 

Figure 16 Mitigating DDoS attack using iptables. 
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Figure 17 Configuring the iptable 

 

Figure 18 Initializing Nmap for RSA Token isolation. 

 

Figure 19 Involving the Nsa script for Rsa Token isolation. 

The above figure represents the overall RSA token isolation process. By applying the NSA 

script, the isolation of the RSA Token is completed. 

6 Evaluation 

The project evaluation can be done by the formulation of a confusion matrix and the same 

can be executed in the Jupiter notebook to get the precision, accuracy, misclassification rate 

and prevalence. Jupiter notebook has been used for the calculation of the same and below are 

the code snippets and the related outputs.  
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Below shown is the confusion matrix tabulated for evaluating the accuracy and precision of 

the DDoS attack mitigation solution. The table consists of the data like true negative, false 

positive, false negative and true positive. In this case of the project, the vectors are the IP 

packets detected as the cause of the DDoS attack and those were not. Fifteen thousand IP 

packets were used in the simulation and the confusion matrix was made out of the observed 

data. The details of the attacking packets are mentioned in the main report in a tabular format.  

Below is the confusion matrix of the dataset. 

n = 15000 Packets failed to Attack  Packets succeeded in Attack   
Packets failed to Attack  TN =2202 FP =1798 4000 

Packets succeeded in Attack  FN =478 TP =10522 11000 

 2680 12320  

Table 1 Confusion Matrix 

The flowing are the codes executed in the Jupiter notebook, for generating the confusion 

matrix so as to evaluate the accuracy and precision of the proposed solution. The code 

snippets along with the obtained output are attached as follows. 

 

Figure 20 Importing Libraries 

Numpy is the mathematical library used in Python (Jupiter Notebook) for scientific 

calculations. Matplotlib.pyplot is the Python library that is used for making the different 

types of plots that are required in the evaluation of the project. Here this library is used for 

generating the confusion matrix and to derive the conclusion from it.  
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Figure 21 Code for generating the confusion matrix. 

 

Figure 22 Confusion matrix 
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Figure 23 Codes for generating the Accuracy, Misclassification Rate and True positive Rate 

 

Figure 24 Codes for generating the False positive Rate, True Negative Rate and Precision 

 

Figure 25 Codes for generating the Prevalence. 

 


