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1. Introduction

The configuration document offers comprehensive details regarding the hardware, software, and
implements used for the research project's implementation, testing, and training. Additionally, it gives
specifics on how to execute the program's code and defines the implementation process and how results
are obtained. The project consists of technique to encrypt and decrypt the data stored on a smartwatch
emulator and analyse the obtained results.

2. Environment Setup

2.1 Configuration Setup

To reproduce this study, the pre-requisites indicated below has been used, which entail various
installations as listed below, are necessary.

The experiment can be performed on an isolated virtual environment of a stand-alone machine. The use
of a virtual lab environment is not compulsory; hence we have performed this experiment on the local
machine and the details can be seen from Table 1.

1. Table: Host System Configuration

Host System configuration

Operating System type | Windows 10 (64-bit)

Memory 16 GB RAM

Processor Intel(R) Core(TM) i7-4510U CPU @ 2.00GHz
GPU NVIDIA GeForce 840M (2 GB DDR3 dedicated)

3. Installation of Software and tools

For this research we require an integrated development environment (IDE) which we form a base for
all our operation that needs to be performed. Android studio is an official ID for Android operating
system, built on JetBrains' IntelliJ IDEA software and designed specifically for Android development.
For this research we will utilize this application to perform our analysis on smartwatch encryption. The
programming languages used in this application are mainly Kotlin and Java.

The Android studio version and the programming languages used in this application are mentioned in
Fig 1 and Table 2.



Android Studio Flamingo | 2022.2.1 Patch 2

Build #A1-222.4459.24.2221.10121639, built on May

Fig 1: Android studio version

2. Table: Lab Configuration

Lab Configuration

Android Studio Flamingo | 2022.2.1 Patch 2
Android https://androidstudio.googleblog.com/2023/05/android-studio-flamingo-patch-2-
Studio version | now.html

Programming
languages Kotlin and Java

3.1 Extraction and Environment setup
The steps to extract code from a GitHub repository and run it in Android Studio as follows.

Clone the repository:

e Open a web browser and go to the GitHub repository
https://github.com/Noor17892/Ascon_Encryption_Project

e  Click on the "Code" button and select "Clone" to copy the repository URL.

Launch Android Studio:
e Launch Android Studio on your machine.

c.  Open Project from Version Control:
In Android Studio, select "Check out project from Version Control" on the welcome screen or
from the "File" menu.

e Choose "Git" from the dropdown list.

d. Paste Repository URL:

e Paste the repository URL you copied from GitHub into the "URL" field.

e Choose a directory where you want to save the project on your local machine.
e Click "Clone" to download the repository.

Build and Sync Project:
Android Studio will open the project and begin syncing Gradle.

e  Wait for the Gradle build to complete. This might take a moment as Android Studio fetches
dependencies.


https://androidstudio.googleblog.com/2023/05/android-studio-flamingo-patch-2-now.html
https://androidstudio.googleblog.com/2023/05/android-studio-flamingo-patch-2-now.html
https://github.com/Noor17892/Ascon_Encryption_Project

f- Run the App:
Once the project is synced, open the main app module (named "app", “common”,
“wearable”).

o Click on the green "Run" button (a play icon) to build and run the app on an emulator or
connected device.

Note: If there is any error while importing the code from GitHub repository then extract the .rar files
from the zip folder (Ascon_Encryption_Project code) and paste all the files in the Android Studio folder.

4. Execution
Once the setup is complete and Gradle build is done, we can start with the replication of our
experiment. The Android studio comprises of 3 main modules.

a. app: The app module has been designed to perform operation of an android emulator

environment which is illustrated in Fig 2. The MainActivity.kt comprises the code which shows
the output on Android emulator as illustrated in Fig 3, that can be selected from device
manager.
The file to be analysed is first added into the common module and then file name is added into
the MainActivity.kt of this module and the run is initiated. For this experiment we have used a
test file “projecttest” which is a .txt format and which contains data in text format, that would
help in understanding on how the application is performing encryption and decryption.
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Fig 2: App module for smartphone emulator



Running Devices: CL Pixel 6 API13 (A o —

O = <4 0 « o« = B3 W

*al

Fig 3: Android emulator

b. Common: The common module has been designed stored the Ascon encryption code and the data
set is stored which will be processed for performing encryption and decryption operation and the
performance is calculated as illustrated in Fig 4.
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Fig 4: Common Module

Wearable: The wearable module has been designed to perform operation of a smartwatch emulator
environment which is illustrated in Fig 5. The MainActivity.kt comprises the code which shows the
output on smartwatch emulator as illustrated in Fig 6 that can be selected from device manager.
The file to be analysed is first added into the common module and then file name is added into the
MainActivity.kt of this module and the run is initiated. For this experiment we have used a test file
“projecttest” which is a .txt format and which contains data in text format, that would help in
understanding on how the application is performing encryption and decryption.
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Fig 5: wearable Module
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Fig 6: Smartwatch emulator

Once the module is selected and run successfully, the emulator can be initiated from the device manager
as shown in Fig 7 and Fig 8. The button for encryption selected and the output can be observed in logcat
and the performance can be seen in profiler tab respectively, which is present at the bottom of the
android simulator application screen.

T- package:mine tag:logger

Fig 8: Profiler output
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