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1 Welcome

More and more people are using WordPress to build websites because it’s easy and power-
ful. But with its ecosystem, unsecured plugins can bring security issues. That’s where
our VS Code IDE extension, ”WordPress Security Scan”, helps.

This extension is helpful for developers. When a developer writing code for a new
plugin, our tool gives you information and warnings to make sure you are using secure
coding standards which can help to prevent common vulnerabilities in WordPress plugins.
This way, the websites built using your plugins are less likely to have vulnerabilities.

In this manual, we’ll show you how to use ”WordPress Security Scan” to make your
code for plugin is secure.

2 Prerequisites

Hardware: Laptop or Desktop

Operating System: Any OS.

Internet Connection.

Visual Studio Code: You can download it from VS Code’s official website.

Node.js: Needed for running the extension. Download it from Node’s official web-
site.

3 How To Setup

Please follow the steps to use extension:

1. Open VS Code
2. Open the Project: In VS Code, go to File and Open Folder and select project folder.
3. In the terminal, navigate to the extension’s root directory.

4. Run npm install to install all the necessary dependencies.(npm Docs; n.d.)


https://code.visualstudio.com/
https://nodejs.org/
https://nodejs.org/

4 Run Extension
After installing node packages, now we will use or extension

1. In VS Code, press F5 or go to Run and click on Start Debugging. This will open a
new VS Code window.

Code File Edit Selection View Run Terminal Window Help

Start Debugging extension.ts — wpsecurity

EXPLORER Run Without Debugging

~~ OPEN EDITORS

diagnostics.ts src
Open Configurations

> extension.ts src
WPSECURITY Add Configuration...

P_SECURITY, WP_ISSUES } from './diagnost
from "openai';

ion (K|
31bkFINHc@1lalnuwQ3RQpWHwWtA",

s Toggle Breakpoint ration);

diagnostics.ts New Breakpoint

extension.ts Enable All Breakpoints
.eslintrc.json Disable All Breakpoints

-gitignore Remove All Breakpoints
vscodeignore

CHANGELOG.md
package-lock.json

Install Additional Debuggers... xt: vscode.ExtensionContext) {

) disposable: vscode.Disposablell [1;
package.json wpDiagnostics = vscode.languages.createDiagnosticCollection("wpsecur

README.md

tsconfig.json context.subscriptions.push(wpDiagnostics);

vsc-extension-quickstart.md . ) X
subscribeToDocumentChanges(context, wpDiagnostics);

context.subscriptions.push( vscode.commands.registerCommand (COMMAND,

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL

dnyanesh@Dnyanesh—2 wpsecurity s []

Figure 1: To Run extension start debugging
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Figure 2: New Window

2. Use the keyboard shortcut Ctrl4-Shift+P (on Windows) and Command +Shift+P
(macOS), it will open a prompt window



3. Type "WordPress Security Scan’ and hit enter button
[ ] [Extension Development Host] Visual Studio Code

@ EXPLORER >WordPress Securtiy Scan

v OPEN EDITORS

recently used {

v NO FOLDER OP.....

You have not yet
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Figure 3: Hit enter button

4. Now the extension is activated and it will open a new tab with secure coding
guidelines for WordPress plugin development.

[Extension Development Host] WP Security
EXPLORER = WP Security X

- OPEN EDITORS

SM=AWEISecurity WordPress Secure Coding Guideline for Developers

~ NO FOLDER OPENED

You have not yet 1. Introduction
opened a folder.
The following coding guidelines provide recommendations and best practices for writing secure code in WordPress. By following these guidelines,

Open Folder developers can reduce the risk of common vulnerabilities and improve the overall security of WordPress-based applications.

e ey 2. General Recommendations

open editors. To keep

renT G, Always keep WordPress core, themes, and plugins updated to the latest versions.

instead. Sanitize and validate all user input to prevent SQL injection, Cross-Site Scripting (XSS), and other injection attacks.

Use strong passwords and implement mechanisms like two-factor authentication for user accounts.
Restrict access to sensitive files and directories using appropriate file permissions.
Securely handle user sessions and implement security measures such as session expiration and regeneration.
Implement secure communication by using HTTPS and SSL certificates.
Regularly backup your WordPress installation and sensitive data.

3. Theme and Plugin Development

Validate and sanitize all user input, including data obtained from forms and HTTP requests.

Escape output data to prevent Cross-Site Scripting (XSS) vulnerabilities.
Implement proper error handling and logging to detect and respond to security incidents.
Avoid using deprecated WordPress functions and utilize the latest APIs and security features.
Implement secure authentication and authorization mechanisms, ensuring only authorized users can access sensitive functionality.
Never store sensitive data, such as passwords, in plain text. Utilize secure password hashing algorithms.
Implement proper access controls and ensure users have appropriate permissions to perform actions.

> OUTLINE

TIMELINE 4. Database Security WordPress Security Scan
> SERVERS

X ®oAo0 ®© WP Security &7

Figure 4: New Window

5 How extension work
After activation of the Extension, now we will start plugin development

1. Create a PHP file



2. Now write code, e.g. Suppose you printing or echoing any PHP variable ”echo
$user_input;”

[Extension Development Host] wp

wptest.php X = WP Security

Users >

Unescaped outputs

No quick fixes available
echo $user_input;

Figure 5: Highlights Code Issue
3. Now extension will highlight the variable because it is unescaped and can cause a
security issue and if we use the escaping function it will remove the highlight.

4. To understand this security issue, exertion will give information with the help of
OpenAl API.

5. To view the security report, click on the "WP Security’ button in the right bottom
corner.

aces: 4 UTF-8 LF PHP & WP Security &' (2

Figure 6: Button to get report



[Extension Development Host] WP Security
EXPLORER #* wptest.php = WP Security X
~ OPEN EDITORS
= wptestphp /us..  \WOrdPress Security Report
X = WP Security
~ NO FOLDER OPENED

You have not yet Issue: WP_DEBUG is set to True

opened a folder. e
Description: Enabling WP_DEBUG can expose sensitive information about your website, making it easier for attackers to exploit vulnerabilities.

Open Folder Solution: Set WP_DEBUG value to False in your WordPress configuration file (wp-config.php).

Opening a folder will

close all currently

open editors. To keep Issue: Keeping default _wp table prefix
them open, add a

folder instead, Description: Using the default _wp table prefix makes it easier for attackers to target your database tables, as they are more predictable.

Solution: Change the _wp table prefix to a custom and random value in your WordPress configuration file (wp-config.php).

Issue: Unescaped Outputs
Description: Unescaped outputs can lead to Cross-Site Scripting (XSS) attacks, where an attacker can inject malicious code into your website.

Solution: Always escape the outputs using appropriate WordPress functions, such as esc_html() or esc_attr(), to mitigate the risk of XSS attacks.

> SERVERS
X ®0A0®1 ®© WP Security & Q

Figure 7: Report window
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