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The overall configuration includes: 

1. Kali VM, 

2. Windows VM, 

3. SIEM Tool, 

4. Snort, 

5. OSSEC, 

6. YARA 
 

1. Kali and Windows system Credentials. 

 

Kali credentials: 

Username – Kali 

Password – Kali 

 

IP address: 192.168.8.32/24 

 

Windows credentials: 

Username – Admin 

Password (not required) –  

 

IP Address: 192.168.8.45/24 
 

 

 

2. SIEM  
 

The implemented SIEM can be accessed using: https://elk-0d06b5.kb.us-
central1.gcp.cloud.es.io:9243/app/home#/      as it is hosted on the cloud. (Strand, 2022) 
 
 
 
The assessor can login with the credentials:  
 
Username: pritamkolekar7@gmail.com 
Password: Thesis*Aug23 
 
To be able to see the Sysmon logs running on the system, you can navigate to: 

 Discover > Sysmon Logs > 

 

https://elk-0d06b5.kb.us-central1.gcp.cloud.es.io:9243/app/home#/
https://elk-0d06b5.kb.us-central1.gcp.cloud.es.io:9243/app/home#/


  
 

You can play around the search filters to be able to see the parameters as per your liking. 

 

 
You can navigate to Management > Fleet. There you can see the agent which is the Windows 

10 Lab. 

 

 

3. NIDS (Snort)  

 

Snort is installed in the kali system: and can be run using the command: 

“sudo snort -q -l /var/log/snort -i eth0 -A console -c /etc/snort/snort.conf” this command will 

actively monitor the network and display alerts based on the alerts written in the local.rules 

file. (Talos Detectio Team, n.d.) (Roesch and Cisco, 2013) 

 

Upon running the command you can see that the snort is actively providing alerts on the 

network traffic: 



 
 

You can also change the local.rules file in the “/etc/snort/rules/local.rules”.  

I have also kept a rule file which consists of thousands of community rules on the desktop. 

 
 

4. HIDS (OSSEC) -  

 
 

OSSEC service is installed on kali and it is actively monitoring the Windows 10 VM using 

the agent that is installed on the Windows machine. We can see the Windows 10 IP as 

192.168.8.45. (www.ossec.net, n.d.) 



 
 

Above is the OSSEC Agent installed on the Windows machine and sending Windows Event 

Logs and File Integrity checks to Linux server that has the IP 192.168.8.32. 

Here is the OSSEC configuration file which includes the configuration  to scan windows 

event logs and file integrity checks.  

 
Above code scans for Windows Event Logs 



 
Above code is for the File integrity check at every 1 hour frequency. 

 

5. YARA:  

Yara can be run using the command : yara myrules.yar (/location of the file) 

 

 
 

Above is the example of yara scanning for CryptoLocker malware hash. The file 

CryptoLocker.exe and CryptoLocker.txt contain hash values of CryptoLocker, thus it is 

detecting the hash based on the set rules. (Si et al., 2022) 

 

As the file new.txt does not contain hash signatures, yara gives no response upon scanning. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



6. Squid:  

Squid is configured to facilitate gateway and Proxy services as well as malicious URL 

Blocking. (Adams, 2021) 

Below is the configuration of Squid inside the location “/etc/squid/squid,conf”  

 

 
 

The Configuration file denotes, squid is running on the network 192.168.8.0/24 and is using 

the file “/etc/squid/blocked.acl” which contains a list of malicious URL which will be 

blocked for HTTP access. 

 

Below is an example: 
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