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1 Introduction

The present guidebook encompasses the essential guidelines and necessary equipment needed
for the successful execution of the job at hand. The objective of this study is to develop a model
that utilizes machine learning and ensemble learning methods for the purpose of detecting a
specific type of intrusion, namely a remote access trojan (RAT), on Android devices. The inclusion
of the configuration manual is of utmost importance as it encompasses all essential elements such
as software, hardware, and implementation methodologies required for the development of this
project.

2 System Requirements

To optimize the efficiency of the model and save processing time, it is necessary to utilize the

following hardware and software components:

Hardware Requirement’s

The operating system in question is Windows 11. The Random Access Memory (RAM) of the
system is 16.0 gigabytes (GB).

The system is equipped with an 11th generation Intel Core i5-11320H processor, operating at a
base frequency of 3.20GHz and a maximum turbo frequency of 2.50GHz. Additionally, it features a
storage capacity of 512 GB in the form of a solid-state drive (SSD).

The system in question is characterized by a 64-bit operating system and a processor based on the

x64 architecture.



Software Requirements

The software tools utilized in this study are Anaconda Navigator, Jupyter Notebook, and Python version

3.11.1.

The programming language employed in this study was Python, and the research utilized Jupyter
Notebook as the integrated development environment (IDE) of choice. Various Python libraries were
employed for the purpose of analysis and visualization, which will be further upon in the subsequent

discussion.

The use of a complete software suite known as Anaconda Navigator, which includes Jupyter Notebook
and the requisite Python configuration for code execution, was employed. The Anaconda 64-bit version
has been successfully installed on a Windows 11 operating system. Following a successful installation, it is
necessary to initiate the launch of Jupyter Notebook from the navigator.

https://www.anaconda.com/products/distribution
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3 Description of Dataset and Data preprocessing

This section encompasses the many procedures involved in data preparation for the machine learning
model.

Importing Libraries


https://www.anaconda.com/products/distribution

import matplotlib.pyplot as plt

import os

from PIL import Image

import random

import sys

from math import log

import numpy as np

import scipy as sp

from keras.preprocessing.image import ImageDataGenerator

Importing the required libraries is the initial step in kicking off the data preparation and visualization
process. The libraries covered in this set are os, Matplotlib, PIL, random, sys, and NumPy. Scipy provides a
diverse range of algorithms and tools for the purpose of partitioning and transforming data.

Data Importing and processing.

# Path to yowr dataset
dataset_ _path = "D:/malimg dataset/train™

# Get List of all image paths
image paths = []
for root, dirs, files in os.walk{dataset_ path):
for file inm files:
if file.endswith{”.png™)}:
image paths.append{os.path.join(rooct, Ffile))

# Randomly select g fFfew images
selected dimages = random.sample{image paths, 9)

# Create a new Figure
plt.figure(figsize=_{(18, 18))
<Figure size 1828x18688 with & Axes>
<Figure size 1828x18688 with & Axes>
# Loop owver the selected images and display them
for i, image_path in enumerate(selected__images):
img = Image.openiimage path)
plt.subplot{(=2, 3, i+1)
plt.imshow{img)
plt.axis{ "off ")

plt.show()

https://www.kaggle.com/code/mustafahamed/malimg-cnn/input

Before analyzing the data, it is necessary to lead the malimg_dataset/train into the operating system’s
data frame. The head () method may be utilized to display all the columns.

Data Visualization


https://www.kaggle.com/code/mustafahamed/malimg-cnn/input

for i, image path in enumerate(selected_ images):
img = Image.open(image_ path)
plt.subplot(32, =2, is+1)
plt.imshow(img)
plt.axis("off ")

plt.show()

The accompanying illustration shows how the different columns in the dataset are related to one another.

Given the absence of null or trash values inside the dataset.

Exploratory Data analysis and One hot encoding

# Get List of all classes (each class is a directory)
classes = os.listdir{dataset_path)

# Get the number of images in each class
num_images = [len(os.listdir(os.path.join{dataset_path, cls))) for cls in classes]

# Create a bar plot
plt.figure(figsize=(1@, 5))
plt.bar{classes, num_images)
plt.xlabel (' Class")
plt.ylabel (' Mumber of images")
plt.title( 'Class distribution”)

plt.xticks(rotation=9@) # Rotate class Labels for readability
plt.show()

Class distribution
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# Create an image data generator object
datagen = ImageDataGensrator()

# Loaod images from the dataset directory

batches = datagen.flow from_ directory(
directory=dataset_path.
target _size=({64, &4), # Resize images to &4xG64
batch_sire=1aaa, # Number of images to Load at each iteration
»
e

Found 7452 images belonging to 25 classes.

# Get the First batch of images and Labels
images, labels = next{batches)

# Print the shape of the images and Label s
print(f"Images shape: {images.shapel}™)

print(f "Labels shape: {labels.shape}™)

Images shape: (7459, 64, 64, 3)
Labels shape: (7459, 25)

4 Model

We've finally reached the training data's ready state. Next, a model is built that faithfully represents
the data's patterns, producing consistent, positive results.

Model Determination

Sequential () is used in conjunction with the input layer to initialize the CNN model. The model
consists of a single Flattened layer and two Conv1D layers, each with its own MaxPoolinglD and
Batch Normalization layers. As can be seen in the diagram, the architecture comprises of an input
layer, a hidden layer, and three layers that are closely connected to one another. In many neural
networks, the Rectified Linear Unit (ReLU) is utilized as an activation function in the first few layers.

from keras.models import Sequential
from keras.layers import Conv2D, MaxPooling2D, LSTM, Dense, Flatten, TimeDistributed

# Define the model

model = Sequential()

num_classes = len(batches.class_indices)

# Add a time-distributed CNN Layer

model.add(TimeDistributed(Conv2D(32, (3, 3), activation="relu®), input_shape=(None, 64, 64, 3)))
model.add(TimeDistributed(MaxPooling2D((2, 2))))

model.add(TimeDistributed(Flatten()))

# Add an LSTM Layer
model.add(LSTM(32))
# Add a dense output Layer

model.add(Dense(num_classes, activation='softmax’))

Compiling Model
# Evaluate the model on the validation data
loss, accuracy = model.evaluate(val_images, val_labels)

print(f"validation accuracy: {accuracy*1ee}%")

70/70 [==============================] - 1s 1llms/step - loss: ©0.1789 - accuracy: ©.9491
Validation accuracy: 94.9@616217610163%

The model is built with the categorical _crossentropy loss function, which works well for multi-class

classification applications. The code includes an accuracy metric and uses a Stochastic gradient descent
5



optimizer.

Model Training

from sklearn.metrics import classification_report
import numpy as np

# Get the model 's predictions for the validation data
val_predictions = model.predict(val_images)

# Convert the predictions and Labels from one-hot encoded to class indices
val _predictions = np.argmax({val_predictions, axis=1)

val labels = np.argmax(val_labels, axis=1)

# Generate a classification report
report = classification_report(val_labels, val_predictions, target_names=class_names)

print(report)

70/70 [==============================] ZyE 11m5/5tep
precision recall fl-score support

# Create a KerasClassifier with the model
model = KerasClassifier(build fn=create_model, epochs=10, batch_size=180, verbose=0)

# Define the grid search parameters
param_grid = {
‘num_filters': [32, 64],
'‘l1stm_units': [32, 64]

¥

# Create Grid Search
grid = GridSearchCV(estimator=model, param_grid=param_grid, n_jobs=-1)
grid_result = grid.fit(train_images, train_labels)

# Print Results
print(f"Best: {grid_result.best_score_} using {grid_result.best_params_}")

The model has been set up to be trained on data by adjusting hyperparameters such as the batch size to
32 and the number of training iterations to 64. To evaluate the model's efficacy on new data, a validation
dataset is used.

Model Evaluation

Finally, both observable and non-observable data are used to calculate the model's accuracy and loss

at each epoch, which is used to evaluate the model's performance. Those findings are shown down

below.



# Define the model with the optimal hyperparameters

model = Sequential()

model . add{TimeDistributed(Conv2D({(32, (3, 3), actiwvation="relu"), input_shape=(Mone, 64, 64, 3)})
model . add({TimeDistributed (MaxPooling2D{ (2, 2))))

model . add{TimeDistributed(Flatten{})

model . add{LSTM{&64) )

model .add{Dense{num_classes, actiwvation="softmax"))

# Compile the model
model .compile{optimizer="adam", loss="'categorical_crossentropy ., metrics=[ "accuracy”])

# Train the model
model . fit{train_images. train_labels, epochs=18. batch_size=12a)

Epoch 1516

S2/52 [==============================] - 95 12Ims/step - loss: 2.4137 - sccuracy: @.32a7a
Epoch 2/1&
S2/52 [==============================] - G5 128ms/step - loss: 2.@273 - sccuracy: @.3725
Epoch 3/1&
52/52 [==============================] - G5 12ZZms/step - loss: 1.7241 - sccuracy: @.5386
Epoch 4/1&
S52/53 [==============================] - G5 12Z@ms/step - loss: 1.5@64 - sccuracy: 2.562a%
Epoch S5/1&
53/53 [==============================1] - 7= 1Z5ms/step - loss: 1.2848 - accuracy: B.7382

from sklearn.metrics import classification_report
import numpy as np

# Get the model "s predictions for the test data

test _predictions = model.predict(val_images)

# Convert the predictions from probabilities to class indices

test_predictions = np.argmax{test_predictions, axis=1)

# Generate a classification report

report = classification_report(val_labels, test_predictions, target names=class_names)

print(report)
70/70 [==============================] - 1s 20ms/step
precision recall fl-score support
After doing extensive testing to assess the model's efficacy, the next step is to visualize the confusion
matrix, which includes all five labels. The metrics offered by a confusion matrix allow for the

assessment of accuracy, precision, and recall.

5 Conclusion

The model's 97.96% accuracy may be attributed to the thorough explanation it offers of each stage of
the implementation procedure as described in the setup guide. The model's lightweight and small

form factor make it ideal for incorporation into loT devices for malware detection and prevention.



