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1. Introduction 

 

This document provides detailed information about the system specifications, as well as the software 

and hardware employed in executing the project. Additionally, it outlines the procedures undertaken 

during the implementation of the research. 

2. System Configuration 

2.1. Hardware specifications 

              Host computer 

• Lenovo Thinkpad L13 yoga 

• Icore 7, 11th Gen, 16GB RAM, 1TB SSD-Hardrive, OS window 11 64-bit. 

•  

2.2. Software specification  

Signature detection 

• Virtual environment- virtualbox 6.1.38 

• Linux ubuntu 22 

• kali linux 

• Suricata IDS/IPS version 6.0.13 

Anomaly detection 

• Anaconda/jupyter notebook 

• python3 

 

3. Dataset  

Download url: https://www.unb.ca/cic/datasets/ids-2017.html 

 

4. Anomaly detection and evaluation of Isolation Forest algorithm with CICIDS2017 dataset 

 Jupiter notebook/python 3 

Isolation Forest Anomaly detection with CICIDS2017 
1. Loading Data/libraries 

2. Preprocessing Data 

3. Machine Learning Model Isolation Forest to detect anomaly. 

4.  Evaluation 

 

Loading libraries  
import numpy as np # linear algebra 
import pandas as pd # data processing, CSV file I/O (e.g. pd.read_csv) 
# Ignore warnings 
import warnings 
warnings.filterwarnings('ignore') 

 

 

https://www.unb.ca/cic/datasets/ids-2017.html


Loading CSV files  
 
#Settings 
pd.set_option('display.max_columns', None) 
pd.set_option('display.max_rows', None) 
#Probably can`t be finished because of huge amount of data  
#Load Data 
 
cols = [' Bwd Packet Length Std',' PSH Flag Count',' min_seg_size_forward'
,' Min Packet Length',' ACK Flag Count',' Bwd Packet Length Min',' Fwd IAT 
Std','Init_Win_bytes_forward',' Flow IAT Max',' Bwd Packets/s',' URG Flag 
Count','Bwd IAT Total',' Label'] 
df1=pd.read_csv("Friday-WorkingHours-Afternoon-DDos.pcap_ISCX.csv", usecol
s = cols)#,nrows = 50000 
df2=pd.read_csv("Friday-WorkingHours-Afternoon-PortScan.pcap_ISCX.csv", us
ecols = cols) 
df3=pd.read_csv("Friday-WorkingHours-Morning.pcap_ISCX.csv", usecols = col
s) 
df5=pd.read_csv("Thursday-WorkingHours-Afternoon-Infilteration.pcap_ISCX.c
sv", usecols = cols) 
df6=pd.read_csv("Thursday-WorkingHours-Morning-WebAttacks.pcap_ISCX.csv", 
usecols = cols) 
 
#  
 
df = pd.concat([df1,df2]) 
del df1,df2 
df = pd.concat([df,df3]) 
del df3 
df = pd.concat([df,df5]) 
del df5 
df = pd.concat([df,df6]) 
del df6 
 
data = df.copy() 
 
y = data[' Label'].copy() 
X = data.drop([' Label'],axis=1) 

## statistics and information about a DataFrame “data” 

# Display basic statistics about the DataFrame 'data' 
data_description = data.describe() 
 
# Display information about the DataFrame columns and data types 
data_info = data.info() 
 
# Display the number of rows and columns in the DataFrame 
num_rows, num_cols = data.shape 
 
print("Data Description:") 
print(data_description) 
 
print("\nData Information:") 



print(data_info) 
 
print(f"\nNumber of Rows: {num_rows}") 
print(f"Number of Columns: {num_cols}") 

<class 'pandas.core.frame.DataFrame'> 
Int64Index: 1162213 entries, 0 to 170365 
Data columns (total 13 columns): 
 #   Column                  Non-Null Count    Dtype   
---  ------                  --------------    -----   
 0    Bwd Packet Length Min  1162213 non-null  int64   
 1    Bwd Packet Length Std  1162213 non-null  float64 
 2    Flow IAT Max           1162213 non-null  int64   
 3    Fwd IAT Std            1162213 non-null  float64 
 4   Bwd IAT Total           1162213 non-null  int64   
 5    Bwd Packets/s          1162213 non-null  float64 
 6    Min Packet Length      1162213 non-null  int64   
 7    PSH Flag Count         1162213 non-null  int64   
 8    ACK Flag Count         1162213 non-null  int64   
 9    URG Flag Count         1162213 non-null  int64   
 10  Init_Win_bytes_forward  1162213 non-null  int64   
 11   min_seg_size_forward   1162213 non-null  int64   
 12   Label                  1162213 non-null  object  
dtypes: float64(3), int64(9), object(1) 
memory usage: 124.1+ MB 
Data Description: 
        Bwd Packet Length Min   Bwd Packet Length Std   Flow IAT Max  \ 
count            1.162213e+06            1.162213e+06   1.162213e+06    
mean             3.773220e+01            3.155979e+02   5.220704e+06    
std              6.570729e+01            9.136183e+02   1.645845e+07    
min              0.000000e+00            0.000000e+00  -1.300000e+01    
25%              0.000000e+00            0.000000e+00   6.600000e+01    
50%              6.000000e+00            0.000000e+00   2.394000e+04    
75%              6.600000e+01            0.000000e+00   9.538950e+05    
max              1.639000e+03            8.194660e+03   1.200000e+08    
 
        Fwd IAT Std  Bwd IAT Total   Bwd Packets/s   Min Packet Length  \ 
count  1.162213e+06   1.162213e+06    1.162213e+06        1.162213e+06    
mean   1.707842e+06   7.902467e+06    9.647080e+03        1.524134e+01    
std    5.894992e+06   2.590312e+07    4.369168e+04        2.312447e+01    
min    0.000000e+00   0.000000e+00    0.000000e+00        0.000000e+00    
25%    0.000000e+00   0.000000e+00    2.029015e-01        0.000000e+00    
50%    0.000000e+00   1.000000e+00    3.195909e+01        2.000000e+00    
75%    1.802459e+04   3.101500e+04    1.117318e+04        3.400000e+01    
max    8.350000e+07   1.200000e+08    2.000000e+06        1.359000e+03    
 
        PSH Flag Count   ACK Flag Count   URG Flag Count  \ 
count     1.162213e+06     1.162213e+06     1.162213e+06    
mean      4.041092e-01     2.684568e-01     9.252865e-02    
std       4.907190e-01     4.431568e-01     2.897709e-01    
min       0.000000e+00     0.000000e+00     0.000000e+00    
25%       0.000000e+00     0.000000e+00     0.000000e+00    
50%       0.000000e+00     0.000000e+00     0.000000e+00    
75%       1.000000e+00     1.000000e+00     0.000000e+00    



max       1.000000e+00     1.000000e+00     1.000000e+00    
 
       Init_Win_bytes_forward   min_seg_size_forward   
count            1.162213e+06           1.162213e+06   
mean             6.883704e+03           2.567379e+01   
std              1.299677e+04           6.825600e+00   
min             -1.000000e+00           0.000000e+00   
25%             -1.000000e+00           2.000000e+01   
50%              2.690000e+02           2.000000e+01   
75%              8.192000e+03           3.200000e+01   
max              6.553500e+04           6.000000e+01   
 
Data Information: 
None 
 
Number of Rows: 1162213 
Number of Columns: 13 

Machine Learning Models Isolation Forest 
 
from sklearn.ensemble import IsolationForest 
 
rng = np.random.RandomState(42) 
 
model = IsolationForest(max_samples=5000, random_state=rng) 
model.fit(X) 
y_pred = model.predict(X) 
print(y_pred) 
print(y_pred.shape) 
 
print("percentage of normal traffic:", (list(y_pred).count(1)/y_pred.shape
[0])*100) 
print("percentage of Anomaly traffic:",(list(y_pred).count(-1)/y_pred.shap
e[0])*100) 
 

[1 1 1 ... 1 1 1] 
(1162213,) 
percentage of normal traffic: 94.94068643183307 
percentage of Anomaly traffic: 5.059313568166936 

Creating True Data 
y.unique() 

array(['BENIGN', 'DDoS', 'PortScan', 'Bot', 'Infiltration', 
       'Web Attack � Brute Force', 'Web Attack � XSS', 
       'Web Attack � Sql Injection'], dtype=object) 

y_true=y.copy() 
attack = ['DDoS', 'PortScan', 'Bot', 'Infiltration', 'Web Attack � Brute 

Force', 'Web Attack � XSS', 'Web Attack � Sql Injection'] 
normal = 'BENIGN' 
y_true=y_true.replace(attack, -1) 



y_true=y_true.replace(normal, 1) 
y_true.unique() 

array([ 1, -1], dtype=int64) 

Evaluation 
print (len(y_true)) 
y_true.value_counts() 

1162213 
 1    871074 
-1    291139 
Name:  Label, dtype: int64 

print(len(y_pred)) 
pd.Series(y_pred).value_counts() 

1162213 
 1    1103413 
-1      58800 
dtype: int64 

Calculating a confusion matrix 
from sklearn.metrics import confusion_matrix 
cf_matrix = confusion_matrix(y_true, y_pred) 
tn, fp, fn, tp = cf_matrix.ravel() 
cf_matrix 

array([[ 11053, 280086], 
       [ 47747, 823327]], dtype=int64) 

Visual representation of the confusion matrix 
import seaborn as sns 
import matplotlib.pyplot as plt  
ax = sns.heatmap(cf_matrix, annot=True, cmap='Blues') 
 
ax.set_title('Confusion Matrix with labels\n\n'); 
ax.set_xlabel('\nPredicted Values') 
ax.set_ylabel('Actual Values '); 
 
## Ticket labels - List must be in alphabetical order 
ax.xaxis.set_ticklabels(['False','True']) 
ax.yaxis.set_ticklabels(['False','True']) 
 
## Display the visualization of the Confusion Matrix. 
plt.show() 



Counts 
of true negatives, true positives, false negatives, and false positives from the 
confusion matrix 
print ("True Negetive", tn,  
       "\nTrue Positive", tp) 
print ("False Negetive", fn,  
       "\nFalse Positive", fp) 

True Negetive 11053  
True Positive 823327 
False Negetive 47747  
False Positive 280086 

Calculating Precision, recall and F1 score 
recall = tp/(tp+fn) 
precision = tp/(tp+fp) 
print("Recall", recall, "\nPrecision", precision) 

Recall 0.9451860576713345  
Precision 0.7461639476787023 

f1 = 2 * (precision*recall)/(precision+recall) 
print("F1 Score", f1) 

F1 Score 0.8357290232102951 

 



2. Signature detection with Suricata 

Suricata Installation and configuration on Linux ubuntu version 22 

# Installation from the repository  

 

# installation 

 

# Enabling Suricata to start automatically when the system boots  

 

# Verifying Suricata service running 

 

# configuring to listen to default interface connection using specified ruleset  

  #Default interface enp0s3 

 

#changing community-id to true and listening interface through the Suricata configuration file 

syricata.yaml 

 

 

 



# Updating Suricata ruleset provider 

 

# listing ruleset provider sources 

 

# check if Suricata is configured with zero errors 

 

# Installing jq utility to query eve,jsob suricata log file  

 

 

 

 

 



Running the script above followed by the pcap file.  

will running Suricata will analyze the pcap file in offline mode. 

#Alerrts generated based on suricata signature in the ruleset 

 

#vieing alerts in evebox 

 

 


