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Introduction:

The configuration manual for design implementation of Enhancing Cloud Security through
Integration of Three-Factor Authentication and Role-Based Access Control is described. It
includes software information, programming languages used to implement this project. It
explains clear instructions to set up the project environment and manage AWS console.
Install libraries and packages as per given instructions. By the end of manual, strong
knowledge of AWS and python can be gained. Refer provided GitHub link for development

code.

2  Specification:
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Flask, AWS SDK, cognito 1AM, DynamoDB, s3, rekognition, AssumeRole API,
Authenticator app

Configurations and specification-

Python interpreter

Flask

AWS management console

AWS services - SDK, Cognito, IAM, DynamoDB, s3, rekognition.
AssumeRole API guided by AWS documentation.

Python libraries — mentioned in requirement.txt.

Google authenticator

System with webcam

Implementation-

Login to AWS management console with root access. Create new IAM user and
attach permission to IAM user for resources like AWS IAM, Cognito, S3, Dynamodb,
rekognition.

Login to AWS CLI with credentials of IAM user.

Create S3 bucket, DynamoDB and set up rekognition.

Create two different user pools in Cognito for users of two different role and assign
appropriate IAM permission to them. Configure both user pool with MFA. Host your
application URL in app integration Tab.

Install all python libraries in requirement.txt.

Update all the ARN numbers defined as per your AWS account inside signup.py.
Also configure AWS CLI with the IAM user access key id and secret key.

Configure IAM user so that it can access AWS services.

To run the code, write command in terminal — python App.py

Code can be accessed via Github: https://github.com/srushtijadhav/3_Factor MFA
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https://github.com/srushtijadhav/3_Factor_MFA
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