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1  Exploration of the default configuration of the Oracle 

VirtualBox Hypervisor 

This section focuses on the exploration of the default configuration and the review of the 
Hypervisor and the Host OS. Default installation of the Oracle VirtualBox with no 

modification of the path or custom installation was setup. 

Versions setup and review details. The Windows 10 Guest VM was setup by downloading 

the ISO file from the Windows Media Creation Tool for Windows 10. 
 

Software Version Configuration Setting 

Oracle VirtualBox VirtualBox7.0, Version 

7.0.6 r155176(Oracle VM 

VirtualBox 7.0.10 is now 

generally available!, no 

date) 

default 

Guest VM – OS - 

Windows 10 Home 

Version 22H2, Build 

19045.3324 

default 

PowerShell Version 5.1.22621.1778 default 

Host OS – Windows 11 

Pro 

Version 22H2, Build 

22621.2070 
default 

 

Fig.1 Oracle Virtual Box Version 
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Fig.2 Windows 10 Guest OS Virtual Machine Version Details 
 

Fig.3 PowerShell on Host OS Windows 11 
 

Fig.4 Host OS – Windows 11 Pro 
 

Whilst exploring, the default method to map the shared folder to the Virtual Machine was 

 

1. Devices>shared folders>shared folder settings 
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Fig.5 Shared Folder Settings Path on the Guest VM VirtualBox Settings 

 

Once that is opened, the available options to only map the shared folder is available as seen 

in Fig.6. There is no control to specify the access controls of the file as probably it is not 
possible to do so as the shared folder is created on the Host OS Desktop, but in reality there 

should be some level security measures required to ensure that no form of communication 
should take place via this shared folder. However if we see in Fig.6, it can be seen that there 

is an option to make it only read only, but when this option is enabled, nothing can be done to 
access these files, which is redundant in the case of using a shared folder in the first place. 

This is because the intention for a shared folder is to ensure that there is some form of access 
between the two Operating systems accessible to the shared folder. 

 

Fig.6 Shared Folder Setting available option. 
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2 Project Setup 

Upon exploring the default configuration of the hypervisor and identifying the lack of 
security controls for the shared folder, a shared folder has been created on the HOST OS – 

Desktop titled as “shared” 
 

The location of this file as is on the Host OS is - C:\Users\joshu\Desktop\shared 

 

Within this shared folder, another folder was created which is titled as Pj - 

C:\Users\joshu\Desktop\shared\Pj 

 

Once this has been created, by following the mapping of the shared drive settings as seen in 

Fig.5 and Fig.6, the “shared” shared folder has been mapped to the specific Windows 10 
Guest VM. This can be seen as below from the Guest OS. 

 

On the Gues OS the location of the shared folder is on the Z Drive as seen in Fig.7 

Z:\Pj 

 
Fig.7 Shared folder on Guest OS VM 

 

 

Scripts 

 

Script 1 : Host Side : Listener script 

Type of Script : PowerShell 

Brief on the actions of the script. 

 

The first script is to just check for the presence of a file, titled as “open_calculator.txt”, this 
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can be considered as the trigger file that is generated by the Guest OS VM Batch script. Once 

when this file is generated the host listener script checks for the presence of this file and then 

executes the commands to open the calculator application. The code contents are displayed as 
shown in Fig.8. 

 

Fig.8 PS Script to open the calculator app on the Host OS 
 

As we can see in line 2, the calculatorrequestfile is responsible for checking the presence of 
the calculator request file if at all it is present I the shared folder. 

 

Executing the batch script from the Guest VM 

Script 2 : Guest Side : Code Execution Script – Open calculator app on Host OS Script 
 

Fig. 9 Contents of the Guest OS batch Script 
 

The batch script to echo the status of open calculator and also to write the creation of the 

open_calculator.txt file. This is the text file that acts as the trigger to open the calculator 
application on the HOST OS. 

 

Script 3 : Modified security check Listener script on the Host side 

 

This script is similar ot the Script 1 but with an addition of a logic to include a security check 

wherein, in the presence of a specific file, in this case “security_files.txt” which in this case 
is just an empty file, but as we see in the code content below the logic check for this is to 

check if such a file exists or not. If it does exists, then the code to open the calc.exe should 

not run, else the code gets through. 
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Fig.10 Security embedded listener script 

 

3 Order of Execution 

1. The listener_monitor.ps1 script on the host OS should first be executed via the 

PowerShell cmd. PowerShell has to be executed as an administrator, the directory 

should be changed to the shared folder on the desktop and by .\listener_monitor.ps1 
the PowerShell script now continuously monitors the shared folder. 

Once the "open_calculator.txt" file is detected, the script triggers the execution of the 

desired application which in this case is the calculator application. 
 

PowerShell script Execution 

 

Run PS as administrator > Change the directory location to that of the shared folder > 
execute this command “Set-Execution Policy RemoteSigned” to execute custom 

commands via PS. And then we run the scripts as seen below. 
 

Fig. 11 Order of Execution in the PS 
 

2. Execute the Batch Script on the guest OS by double clicking the .bat file: 

 

On the guest OS, create a batch script named "generate_request.bat." 

This script is responsible for generating the "open_calculator.txt" file in the shared 

folder. 
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Creating the Request: 

 

Within the "generate_request.bat" script, include code to create the 

"open_calculator.txt" file in the shared folder. 

 

The presence of this file will serve as a request to trigger an action on the host OS. 
Executing the Request: 

 

Observe the host OS to verify that the specified application (calculator) is launched. 
This demonstrates the successful interaction between the guest and host OS via the 

shared folder. 

 

3. The secure_listener_monitor.ps1 script on the host OS should then be executed via the 

PowerShell cmd. PowerShell has to be executed as an administrator, the directory 
should be changed to the shared folder on the desktop and by 

.\secure_listener_monitor.ps1 the PowerShell script now continuously monitors 

the shared folder, but this time since it has an additional security check to ensure 

that there is a security_files.txt file and reject the interaction in terms of opening 
the calculator application. 

 

This ensures that, by ensuring the presence of a certificate, no communication can 

take place on the Host OS. 
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