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1 Black Kite Configuration

As discussed in the research report, Black Kite is a tool used to scan the externally facing
assets of a company. This is an Open-source Threat Intel Tool (OSINT) and can be used to
scan a company by anyone that knows their web domain.
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The below steps were used to setup and pull information on the companies used in this project:

e Log into Black kite.

e Click Add in the top of the screen, add the company domain (e.g., NCL.ie) and give it
at least twenty-four hours to pull together the data.

¢ In the search section, enter the company name to navigate to their Black Kite page.

e This brings you to the dashboard where you can see an overview of the OSINT report
for this company. The information in the KPI showing the External view and External
changes is derived from here.

e There is also a section to pull multiple reports, screenshots were taken from these
sections also. This is not included as it isn’t possible to hide the company name.



= For example, on the right-hand side of the dashboard select Actions, from the drop-
down menu select strategy report. This is where the external improvement strategy
information is derived from in the screen-snip.
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2 Cynomi

Cynomi is used to run through relevant questions with the clients in question and generates the
results of the GAP Analysis. This is then used to log risks in the chosen risk management

system.

The below steps are used for this process:

Log into the Cynomi platform.

Select company you want to evaluate or generate reports on.

Once in the chosen company’s portal, navigate to the assessment section & run through
any sections that are relevant to the company (e.g., asset management, email security,
etc). with every assessment complete, tasks will populate and be listed as complete,
partially complete and not done and a score will begin to be generated.

Once ready, navigate to the right corner of the dashboard click on download to generate
the required report.

Screenshots can be pulled from the dashboard or from the available reports.

The dashboard provides the ability to filter based on risk type (Data Leak, Website
Defacement, Ransomware, Fraud). This is useful in reporting also and can be used in
the KPI report. See an example output below.
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3 Risk Management System Exports

3.1 SimpleRisk

SimpleRisk is used to log risks for Healthcare Company 1.
It provides a platform to log and monitor the quantity of inherent and residual risks and has a
range of reporting and filtering options that allow for detailed exports and risk analyses.

e To export the data required for the KPI Report, first navigate to the SimpleRisk
platform.

e Select Reporting at the top of the window.

e Select Dynamic Risk Report from left column — this gives the option to export the risk
list, filtered by company and residual risk, which is counted and used in the KPI
summary page.

e Click on the ID to get more information about the risk if required.

e The Overview & Risk Dashboard columns can also be selected to provide the graphs
and pie charts that are included in the Healthcare Company 1 Excel.
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3.2 DecisionTime

Log into DecisionTime and navigate to the Risk Section.
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From here, you can filter by client & export a range of risk reports.

The statistics that are included in the Excels for IT company 1 is derived from the dashboard
after the relevant filters were applied.



Filters:
- Entity: IT Company 1
- All Risks
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W -l
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1 2 3 4 5
- cENEn
Impact
19 38 0

Additional information can also be gathered through the different exportable report options.
For the sake of this project, I decided not to include such reports as they make it difficult to
anonymise the companies I’m discussing. In a normal situation, I would incorporate further
details from the reports.
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4 Vulnerability Management

The internal scanning tool used for this project is a vulnerability management tool called
Tenable 10. To setup this up, this requires setting up a Tenable Agent on each device you want
to monitor and then linking this agent to the Tenable 1O instance that will be scanning and
reporting such devices.

Once the above has been configured, using the below configurations, the scanning and
reporting functionality can be used.

O
Deploy and Link via the Command Line

You can deploy and link Tenable Nessus Agents via the command line. For example:

I Note: You must have administrator-level privileges to deploy and link via the command line.

msiexec /i NessusAgent-<version number>-x64.msi NESSUS_GROUPS="Agent Group Name
NESSUS_SERVER="192.168.0.1:8834" NESSUS_
KEY=00abcd00000efgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabcO0 /qgn

I Note: For more information, see the knowledge base article.

The following are available linking parameters:

Once the agents are successfully installed, a scan is scheduled to run daily on the system.

Edit a Scan - Basic Agent Scan

Settings

Basic
Basic
Discovery
Assessment General
Report NAME SCAN RESULTS
Advanced [ Daily Scan [ Show in dashboard ]
DESCRIPTION FOLDER
Weekly Scan for all Owned Devices. [ My Scans v J




Scan Type ®

© Scan Window
O Triggered Scan

[ 3 Hours v g

The scan will be automatically stopped when the scan windows
expires.

Schedule O

Daily at 1:00 PM, starting on Monday, June 27th, 2022

FREQUENCY REPEAT EVERY

‘ Daily v H Day v ]
STARTS

| 06/27/2022 [[1300 |
TIME ZONE

‘ Europe/Dublin v ]

Once the above settings were in place, and at least one full scan had run, I began gathering the
information for my reports. The below steps summarise how I did this.
= Navigate to the company in Tenable by going to the top left menu, select account,
click on company name, right click, and select sign in.
= Click into the vulnerability section.
= This section is where I pulled the relevant screenshots for the company excels, that
feed into the statistics I summary in the KPI report that I generated for this project.

- Tenable 10 - Internal Vulnerability Scanning
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= Tenable, inc.. Available at: https://docs.tenable.com/vulnerability-
management/Content/PDF/Tenable_Vulnerability Management-User Guide.pdf
(Accessed: 01 August 2023).

= Welcome to tenable nessus agent 10.4.X (no date) Welcome to Tenable Nessus
Agent 10.4.x (Tenable Nessus Agent 10.4). Available at:
https://docs.tenable.com/nessus-agent/10_4/Content/GettingStarted.htm
(Accessed: 01 August 2023).
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