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1. Introduction

We require software and hardware system configurations in order to put into practice and illustrate
the framework described in the research thesis. The chapters that follow will cover this
arrangement in detail. Choosing a base machine with sufficient capabilities and installing a
VMware player on it are the first steps in system configuration. Once the system is configured we
proceed with the installation of the tools namely HCL Appscan, Netsparker, Burpsuite and Nikto.

2. System Configuration

System 1:

Base machine: Windows 11
Processor: Quad core processor
Memory: 16 GB

System type: 64 bit operating system
HDD: 200 GB of free space

System 2:

Virtual Machine: Kali Linux 2023.2
Processor: Two processors
Memory: 4 GB

System type: 64 bit

HDD: 10 GB of free space

3. Tools installation

This section deals with the installation and requirements of our experiment.

3.1. OWASP Benchmark Project:
The application is installed from github: https://github.com/OWASP-
Benchmark/BenchmarkJava
For windows it can be installed in the form of a zip fule and for linux it can be installed by using
the command git clone
Step 1: Download the git file, unzip it, and then use the command line to go to the project
folder.
* Move to /root/Downloads/Benchmark/VMs.


https://github.com/OWASP-Benchmark/BenchmarkJava
https://github.com/OWASP-Benchmark/BenchmarkJava

Step 2: Execute "BuildDockerlmage.sh™ located in the VMs folder. The project's docker will
now be generated.

Step 3: Execute the 'runDockerlmage.sh' file after the Docker image has been successfully
built.

By doing so, the project and application will be launched.

Step 4: To access the Benchmark web application, open a web browser and type the following
URL.

Benchmarking URL.: https://127.0.0.1:8443/benchmark

Note: Running benchmark on windows requires maven to be installed to compile the entire
application. On linux docker is used as it runs all the dependencies required by the application
making it run smoothly.

~

Downloads/BenchmarkJava/VMs

~/Downloads/BenchmarkJava/VMs

Fig 3,1: building the benchmark
rl we get the following interface:
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OWSP ehmark Test Case Index

Available Categories

Figure 3.2 OWASP benchmark.

3.2.0WASP Juiceshop:
This is a real time application hosted on a server and hence we can navigate to the page
b y accessing the url: https://juice-shop.herokuapp.com/#/

. OWASP Juice Shop

All Products

Apple Juice a Banana Juice
(1000mi) (1000mil)
1.99m = 1.99m

Figure 3.3 OWASP juice shop


https://127.0.0.1:8443/benchmark
https://juice-shop.herokuapp.com/#/

3.3.HCL Appscan
This is a windows tool and can be installed by using the installer package on a gui
interface. The procedure is as follows:

e Before installing this version, uninstall any subsequent versions of AppScan®
Standard that may be on your computer.

e The package is isnstalled from https://www.hcltech.com/brochures/software/hcl-
appscan-standard

e Any open Microsoft® Office programs should be closed.

e Open up AppScan setup.

e Assoon as it launches, the InstallShield Wizard verifies that your workstation
satisfies the minimal installation requirements. The welcome screen for the
AppScan installation wizard then appears.

To finish installing AppScan, adhere to the wizard's instructions. Once done and opened
we see the following interface:

File

Configure new scan Open file

Web essentials
Automatically or manually explore a web application

Recent scans
AP essentials

Use a browser or a third-party testing tool 2
Stax

Full configuration
Configure your own custom scan —— -

Recent templates

Figure 3.4 HCL APPSCAN interface
3.4.Netsparker
The procedure is similar to that of appscan where the tool is downloaded from
https://www.invicti.com/support/installing-invicti-standard/.
Once installed we ge the following interface:

gt Webiits o Wi Service URL

wwwwwww

Web Application Security Blog

Support and Resources

Fig 3.5 Netsparker interface
3.5.Burpsuite


https://www.invicti.com/support/installing-invicti-standard/

Burpsuite packages are installed from
https://portswigger.net/burp/documentation/desktop/getting-started/download-and-install.

e Stepl: Use the aforementioned link to select your program.

e Step 2: Open Burp Suite after launching the installer. To avoid this for the time being,
simply click Next and then Start Burp when prompted to choose a project file and
configuration. Note: Enter your license key when prompted if you're using Burp Suite
Professional. You can subscribe or ask for a trial if you don't already have one.

e Step 3: Investigate Burp Suite. If you're brand-new to Burp Suite, continue reading
for an interactive, guided tour of the essential functions.

To run the tool we use the command: java -jar run burploader.jar. once opened we see he
following:

Figure 3.6 Bursuite Professonal

3.6. Nikto
Nikto come sinbuilt with Kali linux. If not the we can use the command sudo ap install
nikto2. We can see the version below:

— [

Nikto 2.5.@ (LW 2.5)

Figure 3.7 Nikto on cli

4. Tools configuration

4.1.HCL apscan
Open the application and navigate to file -> new -> web application scan:. Once created enter
the target url in the scan field and click on start scan in the configuration tab.


https://portswigger.net/burp/documentation/desktop/getting-started/download-and-install

% AppScan Standard e it Scan  View cols  AppScanConnecl  Help
% Manual Explore

plo  Dashboard [ . -
[T Web essentials ) APl essentials Full configuration

Configuration

Targets
3 Data Starting URL and domains

Starting URL & domains ) ) )
. omains Starting point and domains for application scans.

Authentication & connectivity

Starting URL

Login management

Starting URL

Important: Scanning a live production site is not recommended.

All Errors (0)

Fig 4.1 HCL appscan configuration
4.2.Netsparker
The process is simple where the targer url is entered in the san filed as shown below:

F R_‘J Target Website or Web Service URL
hitps:fjuice-shop herokuapp.com/#;

+ (1] [@ Previous setting
dew  Scheduls

an update for Invieti Standard every manth. Updates include new security checks, new features and bug fixes. Here are some useful links

Figure 4.2 Netsparker configuration tab

Website Checker

Allocate  Reachable  Website

v @ https://juice-shop.herckuapp.com/#/

Selected web sites will be allocated from your active license(s). Cance
Fig 4.3 Allocating scan

4.3.Burpsuite professional



Craw| the entire Benchmark first before scanning. Right-click Benchmark in the Site
Map and choose Scan->Open scan launcher to do a crawl. Then select Crawl and press
OK. Then, save the project in case the scan crashes. Choose the /Benchmark URL and
say "Actively scan this branch" after that. Prior to all of this, you might want to open
Burp using the following command: java -Xmx2G -jar burpsuite_pro.jar.

Site map Crawl paths (beta) Issue definitions {0} Scope settings

Resume

W Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 40 responses; hiding empty folders

» @ http://ciscobinary.cpenh264.0rg Contents Issues
~ [ https:/flocalhost:B443 Host Method URL Params  Statuscode © Unencryy
v Y http://ciscobinary.openh2... GET [

>

P
[7{ https:/flocalhost:8443/benchmark |

Addto scope
Scan >
Passively scan this branch
Actively scan this branch
Engagement tools >
Compare site maps m = Advisory
P ’ equest | Response D 3
Expand branch —_ _
. Raw Hex \n = =
Expand requesteditems e 1))
GET / HTTP/1.1 o
Delete branch Host: ciscobinary openh264 org 51
Copy URLs inthis branch Accept-Encoding: gzip, deflate . lssue:
wpw
Copy links inthis branch Accept: *f Severity
Accept-Language: en-US;q=0.9,en;q=0.8 Confidence
Save selecteditems User-Agent: Mozilla/5.® (Windows NT 10.0; WinG4; x64) Host
Jssues 5 | AppleMebKit/537.36 (KHTML, like Gecko) Chrome/115.9.5790.110 Path:
. Safari/537.36
View 2 Connection: close
Show new site map window Cache-Control: max-age=@ Issue dese
Site manderumentation The amnalico

Fig 4.4Burpsuite scan
4.4.Nikto
e Step 1: To start the host scan, enter the following command into the terminal: Benchmarks

-format nikto -host https://127.0.0.1:8443 xml

e Step 2: Use the following command to copy the created xml report to the Benchmarks
results folder.

e Step 3: Copy the results to the root directory under "./format.xml”. The tool can be

configured in the following ways for configured scans

4.5.0wasp benchmark score generation
To start the host scan, enter the following command into the terminal:
e Benchmarks nikto -host https://127.0.0.1:8443 -format xml
e Use the following command to copy the created xml report to the Benchmarks
results folder .Copy the results to the root directory under "./format.xml"

e For configured, also scanGather all scan outputs in.xml format and copy them to
the benchmark results folder per Step 1.
./Downloads/Benchmark/results, the results folder
Run the 'createScorecard.sh' file located in the Benchmark folder in step 2.
*Create Scorecard.sh
All of the reports in the "reports” folder will generate benchmark scores and
graphical representations, which will be stored in the "scorecard"” folder.
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