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1 Introduction 
 

The configuration manual details the Host systems, applications and the execution of codes 

used for the project development. It also offers brief explanations and guides on the 

applications and installation techniques. 

 

Below is the design specification used for the development of this study. 

 
Fig.1. Design Specification 
 
 

2 Research Lab 
 

My personal computer (HP ProBook), Windows 11 Pro (v21H2) with 512GB storage size 

and 16GB installed RAM was used for the research development and documentation. 

 

 

3 Applications 
 

Below are the applications installed and used to carry out the analysis. 
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3.1 CICFlowMeter 

 

This is a network traffic flow generator implemented in Java and Python and used to generate 

real-time traffic. It is equally used as an analyser to generate bi-directional flows (UNB, 

2023). The application can calculate network features like length of packets, number of bytes, 

duration etc. The app can be downloaded from the University of New Brunswick website 

(https://www.unb.ca/cic/research/applications.html) 

3.2 AWS CLI 

 

The Amazon Web Services (AWS) Command Line Interface (CLI) is a sophisticated tool that 

allows developers, administrators, and other users to connect with numerous AWS services 

using the command-line interface. You can manage AWS resources, automate tasks, and 

control your AWS services directly from the terminal or command line using the AWS CLI. 

The tool was installed and used with the windows command shell to download the dataset. 

After the downloading and installation run the following commands to download the 

complete CSE-CIC-IDS2018 dataset. 

 

 
Fig.2. AWS command to download the dataset. 

 

To download only a particular sub data of the dataset, first use this command to browse 

directories. 

 
Fig.3. The complete CSE-CIC-IDS2018 dataset directories 

 

Then use the command below to download the subject file (Wednesday-28-02-

2018_TrafficForML_CICFlowMeter.csv)  
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Fig.4. command to download the subject sub dataset. 

 

3.3 ANACONDA 

 

Anaconda is used majorly for data scientist for writing and executing Python programming 

and R programming languages (Anaconda, 2023). 

This application can be downloaded straight from the Anaconda website (Anaconda, 2023). 

Install the application following the instruction steps on the page.  

 

For Windows, once successfully installed, to start the application, search for anaconda 

Navigator on the windows start menu and click to load. The page loads and displays the 

home page which shows all the environment packages and applications that can be accessed 

from the application. 

 

 
Fig.5. Anaconda Home Page (Anaconda, 2023). 

 

3.4 Jupyter Notebook 

Jupyter Notebook is one of the pre-installed Applications in Anaconda. Jupyter notebook is a 

web-based environment used for scientific computations and data manipulations/analysis 

(Jupyter, 2023).  

To launch the application, click “Launch” on the Jupyer notebook icon displayed on the 

Anaconda home page. The application opens on the Edge browser as a localhost.  

 



4 
 

 

 
Fig.6. Jupyter Notebook Page 

. 

3.5 Python 

 

Python is the programming language used for the study analysis. The Python version (3.10.8) 

can be downloaded and installed from the official web page (Python, 2023). All the python 

libraries used for the study analysis are already pre-installed in the Jupyter Notebook. 

 

 

4 Execution of Codes 
 

All codes were written in Python programming language and executed on the Jupyter 

Notebook which was already pre-installed in Anaconda with all required python libraries.   

 

There are total of 4 codes written for the complete analysis. 

 

 
Fig.7. Code files 

 

Save the 4 files in the user’s home page (same directory with the installed anaconda 

application).  

Below are the codes and steps to execute them arranged in order. 
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4.1 Dataset_Preprocessing_FTP_SSH.ipynb 
 

This is the first code written to load the original dataset (Wednesday-28-02-

2018_TrafficForML_CICFlowMeter.csv) downloaded for the analysis which consist of 

Benign, FTP-Bruteforce and SSH network features. The code also handled feature extraction 

and pre-processing the dataset.  

 

To execute the code, start the anaconda navigator from the windows start page, launch the 

Jupyter notebook. Click on the code and execute using the Kernel button to run all.  

 

 
 

Fig.8. Executing Dataset_Preprocessing_FTP_SSH.ipynb code. 

 

The last part of the code saved the  pre-processed dataset as 

“preprocessed_dataset_FTP_SSH.csv”  

 

Below is the saved file in the directory after successful code execution. 

 
Fig.9. Saved pre-processed dataset.  

 

http://localhost:8888/notebooks/ANACONDAPROJECTS/THESIS/NEW/NEW200723/FINAL_AS_AT_300723/Dataset_Preprocessing_FTP_SSH.ipynb
http://localhost:8888/edit/ANACONDAPROJECTS/THESIS/NEW/NEW200723/FINAL_AS_AT_300723/preprocessed_dataset_FTP_SSH.csv
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4.2 DBN_FTP_SSH -Experiment1.ipynb 

After the dataset has been pre-processed, we then carry on with the DBN model training. This 

is the first experiment. The pre-processed dataset saved is used for this experiment. 

 

To execute the code, start the anaconda navigator from the windows start page, launch the 

Jupyter notebook. Click on the code and execute using the Kernel button to run all. 

 

 
Fig.10. DBN Model training experiment 1. 

 

4.3 DBN_FTP_SSH -Experiment2.ipynb 

This is the second and final experiment done to train the DBN model. The pre-processed 

dataset saved was also used for this experiment with different parameters.  

 

To execute the code, start the anaconda navigator from the windows start page, launch the 

Jupyter notebook. Click on the code and execute using the Kernel button to run all. 
 

http://localhost:8888/notebooks/ANACONDAPROJECTS/THESIS/NEW/NEW200723/FINAL_AS_AT_300723/DBN_FTP_SSH%20-Experiment1.ipynb
http://localhost:8888/notebooks/ANACONDAPROJECTS/THESIS/NEW/NEW200723/FINAL_AS_AT_300723/DBN_FTP_SSH%20-Experiment2.ipynb
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Fig.11. DBN Model training experiment 2. 

 

4.4 OTHER_ALGORITHMS_Experiment.ipynb 

In this experiment, the algorithms; Random Forest, Logistic Regression and Decision Tree 

were trained. The pre-processed dataset saved was also used for this experiment. The result 

for each of the algorithms are shown. 

To execute the code, start the anaconda navigator from the windows start page, launch the 

Jupyter notebook. Click on the code and execute using the Kernel button to run all. 

 

 
Fig.12. Training Random Forest, Decision Tree, and Logistic Regression Algorithms 

 

 

http://localhost:8888/notebooks/ANACONDAPROJECTS/THESIS/NEW/NEW200723/FINAL_AS_AT_300723/OTHER_ALGORITHMS_Experiment.ipynb
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