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Integrating Open-Source Vulnerability Scanning Tools
Reports with Open AI API for Automated Report

Generation

Chinmay Dabholkar
x21130680@student.ncirl.ie

1 Introduction

Welcome to the Configuration Manual for the Vulnerability Report Summarizer Web Ap-
plication. This guide empowers you to efficiently set up and utilize this tool, simplifying
the process of analysing security vulnerabilities. By combining Nessus and OpenVAS
reports and leveraging AI, this application generates concise summaries. Whether you’re
a developer or new to web apps, our clear instructions and code snippets will assist you.
You’ll learn Flask setup, HTML template design, and OpenAI API integration, enabling
automated report generation. By the end, you’ll confidently deploy and operate the
Vulnerability Report Summarizer, streamlining your vulnerability assessment process.

2 Configurations

2.1 Hardware

• Operating System: Kali Linux, Windows

• Processor: Ryzen 7

• Architecture: 64bits

• Storage: 1TB HDD, 512GB SDD

• Memory: 16GB

2.2 Software

• Visual Studio Code

• Python

• Flask

• OpenAI API

• Pandas and NumPy
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• Bootstrap(optional)

• BeautifulSoup

• Web Server

• Openvas

• Nessus

3 Implementation

Step 1 - Scan network by using Nessus and OpenVAS open source vulnerability scanning
tools. In my case I have scaned Metaexploitable server. (1) (2)

Step 2 - Save the generated report in CSV format.

Step 3 - import and install these modules.

(3) (4) (5) (6) (7)

Step 4 - Run uploadFile.py
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Step 5 - On browser start the web server with this link http://127.0.0.1:5000

Step 6 - upload both the file in respective fields and then click on Generate report
button the pop up will asire then click on ok.

Step 7 - You will see AI generated report.
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